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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

No. 1:13EC297

SEIZURE OF INFORMATION
ASSOCIATED WITH [REDACTED]
THAT IS STORED AT PREMISES

)
)
)
)
)
)
)
IN THE MATTER OF THE SEARCH AND ) No. 1:13SW522
)
)
)
CONTROLLED BY LAVABIT LL.C )
)
)

In re Grand Jury No. 13-1

ORDER

WHEREAS, on January 7, 2016, the Court denied the Motion to Unseal Records and
Vacate Non-Disclosure Orders respecting case numbers 1:13EC297, 1:13SW522, and No. 13-1
and ordered the United States to file on the public docket copies of all the previously filed
pleadings, transcripts, and orders with redactions for only the identity of the subscriber and the
subscriber’s email address;

WHEREAS, on February 24, 2016, the United States moved to publicly file ex parte
documents redacted of sensitive, nonpublic facts the disclosure of which could damage the
ongoing investigation;

WHEREAS, on February 24, 2016, the United States moved to redact publicly filed
documents of (a) information specific to the grand jury target that would disclose, in effect, the

target’s identity or would be protected from disclosure under Fed.R.Crim.P. 6(e). such as the
1
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criminal statutes under investigation by the grand jury; and (b) information, such as the home
address of Mr. Levison that should be redacted pursuant to Fed.R.Crim.P. 49.1 and EDVA Local
Rule 49:

The court hereby finds that the government has a compelling interest in keeping under
scal certain facts, the disclosure of which could damage the ongoing investigation or is protected
by Fed.R.Crim.P. 6(e) and 49.1; the government’s interest in keeping the redacted material
sealed outweighs any public interest in disclosure; and having considered alternatives to the
proposed redactions none will adequately protect those interests; it is hereby

ORDERED that the above-captioned cases are unsealed to allow the Clerk’s office to file
on the public docket and make electronically available through the CM/ECF system the
following pleadings, transcripts, and orders as redacted in accordance with the Attachments to
this Order:

[. Case Number 1:13EC297

Redacted Docket Sheet 1:13EC297

Redacted Motion for Order to Show Cause as to In Re: Pen Register (Dkt. #1)
Redacted ORDER Granting Motion for Order to Show Cause (Dkt. #2)
Redacted Summons Issued in case as to In Re: Pen Register (Dkt.. #3)
Redacted Supplement re Motion for Order to Show Cause (Dkt. #4)
Redacted Minute Entry for proccedings (Dkt. #5)

Redacted Order Denying Motion to Unseal (Dkt. #6)

Redacted Motion to Seal the grand jury subpoena (Dkt. #7)

9. Redacted Order Granting Motion to Seal the grand jury subpoena (Dkt. #8)
10. Redacted Minute Entry for Proceedings (Dkt. #9)

I1. Redacted Sealed Transcript of Proceedings (Dkt. #10)

12. Redacted Under Scal Ex Parte Motion (Dkt. #11)

13. Redacted Sealed Order re UNDER SEAL EX PARTE MOTION (Dkt. #12)
14. Redacted version of Sealed Order (Dkt. #13)

L5. Redacted Motion to Unseal Case (Dkt. #14)

16. Redacted Order to Respond to Motion to Unseal Case (Dkt. #15)

2
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Redacted Response by US to In Re: Pen Register (Dkt. #16)
Redacted Protective Order as to In Re: Pen Register (Dkt. #17)

Case Number 1:13SW522

e &

[ I S0 T S
~1 N n

Redacted Docket Sheet 1:13SW522

Redacted Search Warrant Application and Affidavit (Dkt. #1)
Redacted Search Warrant Issued (Dkt. #2)

Redacted Motion to Seal Search Warrant (Dkt. #3)

Redacted Order to Seal (Dkt. #4)

Redacted Application for Non-Disclosure (Dkt. #5)

Redacted Nondisclosure Order (Dkt. #6)

Redacted Waiver of Personal Appearance (Dkt. #7)

Redacted Motion to Unseal Court Records (Dkt. #8)

Redacted Motion to Quash Subpoena (Dkt. #9)

Redacted Order denying Motion to Unseal and Motion to Quash (Dkt. #10)
Redacted Minute Entry (Dkt. #11)

Redacted Motion for Sanctions (Dkt. #12)

Redacted Order Granting Motion for Sanctions (Dkt. #13)
Redacted Notice of Appeal (Dkt. #14)

Redacted Transmission of Notice of Appeal (Dkt. #15)

Redacted Transcript of Proceedings (Dkt. #16)

Redacted USCA Case Number 13-4626 (Dkt. #17)

Redacted Order of USCA Consolidating Case No. 13-4625 and 4626 (Dkt. #18)
Redacted Under Scal Ex Parte Motion (Dkt. #19)

Redacted Sealed Order re Under Seal Ex Parte Motion (Dkt. #20)
Redacted version of Sealed Order (Dkt. #21)

Redacted Published Opinion of USCA (Dkt. #22)

Redacted Judgment of USCA (Dkt. #23)

Redacted USCA Mandate re Notice of Appeal (Dkt. #24)
Redacted Motion to Unscal Case (Dkt. #25)

Redacted Order to Respond to Motion to Unscal Case (Dkt. #26)
Redacted Response by US (Dkt. #27)

Redacted Protective Order (Dkt. #28)

Redacted Response of the United States in Opposition to Motion to Quash Subpoena
and Unseal Court Records (Filed July 31, 2013) (Dkt. #TBD)

It is further ORDERED that the originally filed, unredacted pleadings, transcripts, and

orders in matters 1:13EC297, 1:13SW522, and No. 13-1 remain under secal, and that no part of

J
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them may be disclosed without Court order except to the extent provided above and in the
Court’s January 7, 2016 Order.
[tis so ORDERED.

ENTERED lhis%z{c ay of February 2016, at Alexandria, Virginia,

C,jg(wmfﬁc, 771{ —_ﬁ-‘r—-’tf-/ézk;—x-_
Claude M. Hilton
Senior United States District Judge
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AQ 106 (Rev. 06/09) Application for a Search Warrant

UNITED STATES DISTRICT COUR

UNDER SEAL

Eastern District of Virginia

' 6 203

,’J‘rl.v aAMnn

Case No. 1:138W522

In the Matter of the Search of

(Brigfly describe the property to be searched
or identify the person by name and address)

INFORMATION ASSOCIATED WITH

THAT IS STORED AT PREMISES

CONTROLLED BY LAVABIT, LLC REDAC TED

APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the

property to be searched and give its location):
See Attachment A

located in the Northern District of Texas , there is now concealed (identify the

person or describe the property to be seized).
See Attachment B

The basis for the search under Fed. R, Crim. P, 41(c) is (check one or more):
i!fevidence of a crime;
(J contraband, fruits of crime, or other items illegally possessed;
O property designed for use, intended for use, or used in committing a crime;
[0 a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of:

Code Section

The application is based on th
See Attached Affidavit

d Continued on the attached sheet.

O Delayed notice of days (give exact ending date if more than 30 days: ) is requested
under 18 U.S.C. § 31034, the basis of which is set forth on the attached sheet.

Reviewed by AUSA/SAUSA: M V%;ZWM’V .

Applicant's signature

AUSA Michael Ben'A
’ id Matthew Braverman, FBI Special Agent

Printed name and title

Sworn to before me and signed in my presence.

Date: 8% /é}, 2013 %Mﬁa 2. %é’fﬁﬁ%.\_

Judge's signature

City and state: Alexandria, Virginia The Honorable Claude M. Hilton, U.S. District Judge
Printed name and title
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UNDERSEAL F /\\ yl

FOR THE EASTERN DISTRICT OF VIRGINIA

IN THE MATTER OF THE SEARCH AND
SEIZURE OF INFORMATION
ASSOCIATED WITH Case No. 1:135W522
THAT IS STORED
AT PREMISES CONTROLLED BY Lavabit, | Filed Under Seal REDACT
LLC ED
AFFIDAVIT IN SUPPORT OF

AN APPLICATION FOR A SEARCH WARRANT

I, Matthew Braverman , being first duly sworn, hereby depose and state as follows:

INTRODUCTION AND AGENT BACKGROUND

I I make this affidavit in support of an application for a search warrant for
electronically stored information associated with a certain accounts that is stored at premises
controlled by Lavabit, LLC, an e-mail provider headquartered at_
Dallas, Texas, 75204. The information to be seized is described in the following paragraphs and
in Attachment A. This affidavit is made in support of an application for a search warrant under
18 U.S.C. 8§ 2703(a), 2703(b)(1)(A) and 2703(c)(1)(A) to require Lavabit, LLC to disclose to
the government copies of the information (including the content of communications) further
described in Section I of Attachment B. Upon receipt of the information described in Section 1
of Attachment B, government-authorized persons will review that information to locate the items
described in Section II of Attachment B.

2. [ am a Special Agent with the Federal Bureau of Investigation (FBI), and have
been since 2007. From 2007 until present, I have been assigned to investigate a variety of
complex cyber-intrusion investigations. As such, I am familiar with email, email service

providers generally, and the use of various techniques to encrypt electronic data.
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3. This affidavit is intended to show merely that there is sufficient probable cause
for the requested warrant and does not set forth all of my knowledge about this matter.

4. Based on my training and experience and the facts as set forth in this affidavit,

there is probable cause to believe that violations of 18 U.S.C. §§ —
have been committed by- There is also probable cause to search for the

information described in Attachment A, and to seize evidence, instrumentalities, contraband or
fruits of these crimes, as further described in Attachment B.

JURISDICTION

5. This Court has jurisdiction to issue the requested warrant because it is “a court of
competent jurisdiction” as defined by 18 U.S.C. § 2711. See 18 U.S.C. §§ 2703(a), (b)(1)(A) &
(c)(1)(A). Specifically, the Court is “a district court of the United States . . . that — has

jurisdiction over the offense being investigated.” 18 U.S.C. § 2711(3)(A)(1).

PROBABLE CAUSE

6.
T e
e R ———

2
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REDACTED
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REDACTED

18
19
20
21

22,
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REDA Crry,

23.  OnJune 28, 2013, at approximately 4:00 p.m., this Court entered an Order

pursuant to 18 U.S.C. § 3123 authorizing the installation and use of a pen register and the use of
a trap and trace device (“pen/trap device”) on all electronic communications being sent from or
sent to the electronic mail account-'hich is an e-mail account
controlled by Lavabit, LLC (“Lavabit”).

24, At approximately 4:15 p.m., two FBI Special Agents served that Order on Mr.
Ladar Levison, the proprietor of Lavabit, at his home in Texas. The Special Agents identified
themselves and advised Mr. Levison of this Court’s order. A Special Agent advised Mr. Levison
that the court order would request continual transactional records, to include connecting,
sending, and receiving IP-Addresses. Mr. Levison advised that the account was a premium
account and that in fact the user utilized the encryption. Mr. Levison stated most premium
account owners don't utilize the encryption, however, this user was “pretty smart” and did utilize
the encryption option. Mr. Levison stated that since the user uses encryption, Mr. Levison would
not be able to get the requested information.

25.  The Special Agent told Mr. Levison that an FBI Computer Scientist advised that
if the FBI obtained got the SSL keys from his server, the FBI then could capture the user’s
connections, and password in the clear. Mr. Levison agreed that was true. Mr. Levison stated
that to pull out the information he would have to log into the user’s account himself and extract
the requested data. Mr. Levison stated that in effect the FBI would be requesting him to “defeat

his own system.” Mr. Levison stated he was uncomfortable with this.

7
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REDACTED

26.  OnJuly 10, 2013, the United States Attorney’s Office arranged a conference call
between the United States Attorney’s Office, the Department of Justice, the FBI, Mr. Levison,
and Mr. Levison’s attorney (who has since informed the United States that she no longer
represents Mr. Levison). During this conference call, the parties discussed the implementation of
the PR/TT device in light of the encryption in place on the target email account. FBI explained,
and Mr. Levison appeared to agree, that the “facilities, information and technical assistance™
needed to install the PR/TT consisted of (1) access to Lavabit’s server to install the PR/TT
device, and; (2) encryption keys.

27.  OnlJuly 13, 2013, Mr, Levison sent an email to AUSA Peterson stating, in part:

In light of the conference call on July 10th and after subsequently reviewing the
requirements of the June 28th order I now believe it would be possible to capture the
required data ourselves and provide it to the FBI. Specifically the information we'd
collect is the login and subsequent logout date and time, the IP address used to connect to
the subject email account and the following non-content headers (if present) from any
future emails sent or received using the subject account. The headers I

currently plan to collect are: To, Cc, From, Date, Reply-To, Sender, Received, Return-
Path, Apparently-To and Alternate-Recipient. Note that additional header fields could be
captured if provided in advance of my implementation effort.

$2,000 in compensation would be required to cover the cost of the development time and
equipment necessary to implement my solution. The data would then be collected
manually and provided at the conclusion of the 60 day period required by the Order.
may be able to provide the collected data intermittently during the collection period but
only as my schedule allows. If the FBI would like to receive the collected information
more frequently [ would require an additional $1,500 in compensation. The additional
money would be needed to cover the costs associated with automating the log collection
from different servers and uploading it to an an FBI server via "scp" on a daily basis. The
money would also cover the cost of adding the process to our automated monitoring
system so that I would notified automatically if any problems appeared.

28.  Based on the above-cited message, it is clear that Mr, Levison is capable of
providing the means for the FBI to install the PR/TT, as ordered by this Court, including

encryption and SSL keys necessary for the FBI to collect the data in unencrypted form.
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29.  SSL stands for Secure Socket Layer. It is a protocol used in Internet
communications that permits the sender and receiver of communications to encrypt them. Like
most encryption methods, SSL relies on the use of keys—essentially, very long numbers that are
used in a mathematical algorithm to encrypt or decrypt data.

30.  Lavabit’s website, at http://lavabit.com/philosophy.html, includes the following
question and answer: “Do you support encryption? // Yes, we support encryption and encourage
our users to enable encryption in their e-mail client. We support POP3 over SSL on port 995 and
SMTP over SSL on port 465. We also support using the STARTTLS command. Our SSL
certificate has been granted by the Comodo Group.”

31.  Lavabit’s privacy policy, at http://lavabit.com/privacy_policy.html, states: “For
premium users who have elected to use our ‘secure’ service, incoming e-mail is stored using an
asymmetric encryption process that guarantees that it can’t be accessed by anyone except the
holder of the account password. For these accounts, only the encrypted version of the message is
ever saved to disk.”

32.  The privacy policy also states: “It is also important to know what information
Lavabit does NOT store. We do not keep a record of the IP addresses used to access our services
(except in the web server logs), and we do not keep a record of what information was accessed
during a particular session.”

BACKGROUND CONCERNING E-MAIL

33.  Inmy training and experience, [ have learned that Lavabit, LLC provides a
variety of on-line services, including electronic mail (“e-mail™) access, to the public. Lavabit
LLC allows subscribers to obtain e-mail accounts at the domain name lavabit.com, like the e-

mail account[s] listed in Attachment A. Subscribers obtain an account by registering with

9
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REDACTRy)

Lavabit, LLC. During the registration process, Lavabit, LLC asks subscribers to provide basic
personal information. Therefore, the computers of Lavabit, LLC are likely to contain stored
electronic communications (including retrieved and unretrieved e-mail for Lavabit, LLC
subscribers) and information concerning subscribers and their use of Lavabit, LLC services, such
as account access information, e-mail transaction information, and account application
information. In my training and experience, such information may constitute evidence of the
crimes under investigation because the information can be used to identify the account’s user or
users.

34.  Inmy training and experience, e-mail providers generally ask their subscribers to
provide certain personal identifying information when registering for an e-mail account. Such
information can include the subscriber’s full name, physical address, telephone numbers and
other identifiers, alternative e-mail addresses, and, for paying subscribers, means and source of
payment (including any credit or bank account number). In my training and experience, such
information may constitute evidence of the crimes under investigation because the information
can be used to identify the account’s user or users.

3. In my training and experience, e-mail providers typically retain certain
transactional information about the creation and use of each account on their systems. This
information can include the date on which the account was created, the length of service, records
of log-in (i.c., session) times and durations, the types of service utilized, the status of the account
(including whether the account is inactive or closed), the methods used to connect to the account
(such as logging into the account via the provider’s website), and other log files that reflect usage
of the account. In addition, e-mail providers often have records of the Internet Protocol address

(“IP address™) used to register the account and the IP addresses associated with particular logins

10
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to the account. Because every device that connects to the Internet must use an IP address, [P
address information can help to identify which computers or other devices were used to access
the e-mail account.

36. In my training and experience, in some cases, e-mail account users will
communicate directly with an e-mail service provider about issues relating to the account, such
as technical problems, billing inquiries, or complaints from other users. E-mail providers
typically retain records about such communications, including records of contacts between the
user and the provider’s support services, as well records of any actions taken by the provider or
user as a result of the communications. In my training and experience, such information may
constitute evidence of the crimes under investigation because the information can be used to
identify the account’s user or users.

CONCLUSION

37.  Based on the forgoing, I request that the Court issue the proposed search warrant.
Because of the urgency of this matter, there exists reasonable cause to permit the execution of
the requested warrant at any time in the day or night.

Respectfully submitted,

JIA ,/Z/W\WW

atthew Bréverman
Special Agent
Federal Bureau of Investigation

Subscribed and sworn to before me on Q,Mf/, /& ,201 3
7

Honorable Claude M. Hilton
UNITED STATES JUDGE

11
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AO Q3 (Rev. 12/09) Search and Seizure Warrant

for the

| UNITED STATES DISTRICT COURT
UNDER SEAL

Eastern District of Virginia RED
ACTED
In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address)
INFORMATION ASSOCIATED WITH

Case No. 1:138W522

THAT IS STORED AT PREMISES
CONTROLLED BY LAVABIT, LLC

SEARCH AND SEIZURE WARRANT

To:  Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Northern District of Texas

(identify the person or describe the property to be searched and give its location):
See Attachment A

The person or property to be searched, described above, is believed to conceal (identify the person or describe the

property to be seized).
See Attachment B

| find that the affidavit(s), or any recorded testimony, establish probable cause to scarch and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before

(not to exceed 14 days)

O in the daytime 6:00 a.m. to 10 p.m. o at any time in the day or night as I find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge
The Honorable Claude M. Hilton

(name)

O I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) [for days (not to exceed 30).

Ountil, the facts justifying, the later specific date of

Judge's signature

Date and time issale(ﬁ&_ﬂ? l[,[ 2013 o /fé(i‘,ﬁc——l&'}f ™ “Mw

City and state:  Alexandria, Virginia The Honorable Claude M. Hilton, U.S. District Judge

Printed name and title
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ATTACHMENT A

Property to Be Searched

This warrant applies to information associated with _that is

stored at premises controlled by Lavabit, LLC, a company that accepts service of legal process at
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RE’D
ATTACHMENT B 4 CTEI)
Particular Things to be Seized
I. Information to be disclosed by Lavabit, LLC (the “Provider”)
To the extent that the information described in Attachment A is within the possession,
custody, or control of the Provider, including any emails, records, files, logs, or information that
has been deleted but is still available to the Provider, the Provider is required to disclose the

following information to the government for each account or identifier listed in Attachment A

a. All information necessary to decrypt communications sent to or from the Lavabit
e-mail account _ including encryption keys and SSL keys;
b All information necessary to decrypt data stored in or otherwise associated with
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1l Information to be seized by the government

All information described above in Section I that constitutes fruits, contraband, evidence

and instrumentalities of violations of 18 U.S.C. §§— those
violations involving _inc!uding, for each account or identifier listed on

Attachment A, information pertaining to the following matters:

a. All information necessary to decrypt communications sent to or from the Lavabit
e-mail account_ including encryption keys and SSL keys;
b. All information necessary to decrypt data stored in or otherwise associated with

ye)
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC
BUSINESS RECORDS PURSUANT TO FEDERAL RULE
OF EVIDENCE 902(11)

I, , attest, under penalties of perjury under the

laws of the United States of America pursuant to 28 U.S.C. § 1746, that the information
contained in this declaration is true and correct. I am employed by Lavabit, LLC, and my

official title is . I am a custodian of records for Lavabit,

LLC. I state that each of the records attached hereto is the original record or a true duplicate of
the original record in the custody of Lavabit, LLC, and that I am the custodian of the attached

records consisting of (pages/CDs/kilobytes). I further state that:

a. all records attached to this certificate were made at or near the time of the
occurrence of the matter set forth, by, or from information transmitted by, a person with

knowledge of those matters;

b. such records were kept in the ordinary course of a regularly conducted business

activity of Lavabit, LLC; and
c. such records were made by Lavabit, LLC as a regular practice.

[ further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

Date Signature
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UNITED STATES DISTRICT COURT ‘ ;- 7’ ‘

UNDER SEAL EASTERN DISTRICT OF VIRGINIA

Alexandria Division
IN THE MATTER OF THE SEARCH OF UNDER SEAL

(Local Rule 49(B)) RED A CTED

No. 1:13sw522

INFORMATION ASSOCIATED WITH

THAT IS STORED AT PREMISES

)
)
)
)
)
CONTROLLED BY LAVABIT, LLC )

GOVERNMENT’S MOTION TO SEAL SEARCH WARRANT
PURSUANT TO LOCAL RULE 49(B)

Upon the return of its executed search warrant,' the United States, by and through
undersigned counsel, pursuant to Local Rule 49(B) of the Local Criminal Rules for the United
States Disirict Court for the Eastern District of Virginia, now asks for an Order to Seal the
application in support of a search warrant, the search warrant and the affidavit in support
of the search warrant, together with this Motion to Seal and proposed Order, unti] the United
States makes a motion to unseal the application, search warrant and affidavit.

L. REASONS FOR SEALING (See Local Rule 49(B)(1))

I. At the present time, Agents with the Federal Bureau of Investigation are

— in violation of Title 18, United States Code, Sections .

Pursuant to Local Rule 49(B), “[n]o separate motion to seal is necessary to seal a
search warrant from the time of issuance to the time the executed warrant is returned.”
(Emphasis added.) This is because, as Rule 49(B) additionally mandates, “[u]ntil an executed
search warrant is returned, search warrants and related papers are not filed with the Clerk.”
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7 Premature disclosure of the specific details of this ongoing investigation (as
reflected in the affidavit in support of search warrant) and this warrant could jeopardize this
continuing criminal investigation, including the ability of the United States to locate and arrest
additional persons, and may lead to the destruction of additional evidence in other locations.
Thus, a sealing order is necessary to avoid hindering the ongoing investigation in this matter.

3. The United States has considered alternatives less drastic than sealing, including,
for example, the possibility of redactions, and has determined that none would suffice to protect
this investigation.

IL. THE GOVERNING LAW (Sece Local Rule 49(B)(2))

4, It is generally recognized that the public has a common law right of access, but

not a First Amendment right of access, to judicial documents, including documents associated

with ex parte proceedings such as search warrant affidavits. Media General Operations. Inc. v.

Buchanan, 417 F.3d 424, 429 (4™ Cir. 2005); In re Washington Post Company v. Hughes. 923

F.2d 324, 326 (4" Cir. 1991). “But the right of access is qualified, and a judicial officer may
deny access to search warrant documents if sealing is ‘essential to preserve higher values’ and

‘narrowly tailored to serve that interest.”” Media General Operations, 417 F.3d at 429 (cilationé

omitted); see also In re Knight Pub. Co., 743 F.2d 231, 235 (4™ Cir. 1984) (“[t]he trial court has
supervisory power over its own records and may, in its discretion, seal documents if the public’s
right of access is outweighed by competing interests™). Sealing search warrants and their

accompanying affidavits and application is within the discretionary powers of a judicial officer
where, among other things, an *“‘affidavit contain[s] sensitive details of an ongoing investigation’

and it is ‘clear and apparent from the affidavits that any disclosure of the information there would

28]
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hamper’ th[c] ongoing investigation.” Media General Operations 417 F.3d at 430 (citations

omitted); see also In re Search Warrant for Matter of Eye Care Physicians of America, 100 F.3d
514, 518 (7* Cir. 1996). |

3. Before a district court generally may seal judicial records or documents, it must
(a) provide public notice of the request to seal and allow interested parties a reasonable
opportunity to object, (b) consider less drastic alternatives to sealing the documents, and (c)
provide specific reasons and factual findings supporting its decision to seal the documents and

for rejecting the alternatives. Ashcraft v. Conoco. Inc., 218 F.3d 288, 302 (4" Cir. 2000).

6. However, regarding the notice requirement in the specific context of a search
warrant, the Fourth Circuit has cautioned that “the opportunity to object” cannot “arise prior to
the entry of a sealing order when a search warrant has not been executed.” Media General
Operations, 417 F.3d at 429. “A rule to the contrary would endanger the lives of officers and
agents and allow the subjects of the investigation to destroy or remove evidence before the

execution of the search warrant.” Id.; see also Franks v. Delaware, 438 U.S. 154, 169 (1978).

Accordingly, in the context of search warrants, “the notice requirement is fulfilled by docketing
‘the order sealing the documents,’ which gives interested parties the opportunity to object after

the execution of the search warrants.” Media General Operations, 417 F.3d at 430 (quoting

Baltimore Sun Co. v. Goetz, 886 F.2d 60, 65 (4™ Cir. 1989)); see also Local Rule 49(B) (“Until

an executed search warrant is returned, search warrants and related papers are not filed with the

Clerk.™).

7. As to the requirement of a court’s consideration of alternatives, the Fourth Circuit

counsels that, “[i]f a judicial officer determines that full public access is not appropriate, she
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‘must consider alternatives to sealing the documents,” which may include giving the public

CTED

access to some of the documents or releasing a redacted version of the documents that are the

subject to the government’s motion to seal.” Media General Operations, 417 F.3d at 429

(quoting Goetz, 836 F.2d at 66).

8. Finally, regarding the requirement of specific findings, the Fourth Circuit’s
precedents state that, “‘in entering a sealing order, a ‘judicial officer may explicitly adopt the
facts that the government presents to justify sealing when the evidence appears creditable,”

Media General Operations, 417 F.3d at 429 (quoting Goetz, 886 F.2d at 65), so long as the

ultimate “decision to seal the papers “ is “made by the judicial officer,” Goetz, 886 F.2d at 65.

“Moreover, if appropriate, the government’s submission and the [judicial] officer’s reason for

sealing the documents can be filed under seal.” Goetz, 886 F.2d at 65; see also In re Washington

Post Co., 807 F.2d 383, 391 (4™ Cir. 1986) (“if the court concludes that a denial of public access

is warranted, the court may file its statement of the reasons for its decision under seal™).

[II. PERIOD OF TIME GOVERNMENT SEEKS TO HAVE MATTER REMAIN
UNDER SEAL (See Local Rule 49(B)(3))

9. Pursuant to Local Rule 49(B)(3), the application, search warrant and the affidavit
will remain sealed until the need to maintain the confidentiality of the search warrant application

and the related investigation expires, after which time the United States will move to unseal the

application, search warrant and affidavit.
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RED A CTED

WHEREFORE, the United States respectfully requests that the application for search

warrant, the search warrant, and affidavit in support of the search warrant, together with this

Motion to Seal and proposed Order be sealed until further Order by the Court.

By:

wn

Respectfully submitted,

Neil H. MacBride
United States Attorney

Michael E’Scr‘}lxﬁ\:ry L u

Assistant United States Attorney
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UNDER SEAL UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE SEARCH OF UNDER SEAL A
(Local Rule 49(B)) RIA. Viseny

No. 1:13sw522

INFORMATION ASSOCIATED WITH

THAT IS STORED AT PREMISES
CONTROLLED BY LAVABIT, LLC

)
)
)
)
)
)
ORDER TO SEAL
The UNITED STATES, pursuant to Local Rule 49(B) of the Local Criminal Rules for
the United States District Court for the Eastern District of Virginia, having moved to seal the
application for a search warrant, the search warrant, the affidavit in support of the search
warrant, the Motion to Seal, and proposed Order in this matter; and
The COURT, having considered the government’s submissions, including the facts
presented by the government to justify sealing; having found that revealing the material sought
to be sealed would jeopardize an ongoing criminal investigation; having considered the
available alternatives that are less drastic than sealing, and finding none would suffice to protect
the government’s legitimate interest in concluding the investigation; and having found that this
legitimate government interest outweighs at this time any interest in the disclosure of the
material; it is hereby
ORDERED, ADJUDGED, and DECREED that, the application for search warrant, the

search warrant, the affidavit in support of the search warrant, Motion to Seal, and this Order be

sealed until further Order by the Court. It is further ordered that law enforcement officers may
serve a copy of the warrant on the occupant of the premises as required by Rule 41 of the Fed.

R. of Crim. Proc.

/Z/jﬂ’&’eé’c:_ 72 “?b-a-ﬂa:}; -

! The Honorable Claude M. Hilton
Date: % u« ﬁz /b 20) 3 United States District Judge
Alexaddria, Virginia
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UNDER SEAL o

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

IN RE: APPLICATION OF THE UNITED Case No. 1:13SW522
STATES OF AMERICA FOR AN ORDER
PURSUANT TO 18 U.S.C. § 2705(b) Filed Under Seal

APPLICATION FOR ORDER COMMANDING LAVABIT NOT TO NOTIFY ANY
PERSON OF THE EXISTENCE OF SEARCH WARRANT

The United States requests that the Court order Lavabit not to notify any person
(including the subscribers or customers of the account(s) listed in the search warrant) of the
existence of the attached search warrant until further order of the Court.

Lavabit is a provider of an electronic communication service, as defined in 18 U.S.C. §
2510(15), and/or a remote computer service, as defined in 18 U.S.C. § 2711(2). Pursuant to 18
U.S.C. § 2703, the United States obtained the attached search warrant, which requires Lavabit to
disclose certain records and information to the United States. This Court has authority under 18
U.S.C. § 2705(b) to issue “an order commanding a provider of electronic communications
service or remote computing service to whom a warrant, subpoena, or court order is directed, for
such period as the court deems appropriate, not to notify any other person of the existence of the
warrant, subpoena, or court order.” /d.

In this case, such an order would be appropriate because the attached search warrant
relates to an ongoing criminal investigation, and its disclosure may alert the targets to the
ongoing investigation. Accordingly, there is reason to believe that notification of the existence
of the attached search warrant will seriously jeopardize the investigation, including by giving
targets an opportunity to flee or continue flight from prosecution, destroy or tamper with
evidence, change patterns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3),

(5). Some of the evidence in this investigation is stored electronically. If alerted to the
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REDACTED

investigation, the subjects under investigation could destroy that evidence, including information
saved to their personal computers.

WHEREFORE, the United States respectfully requests that the Court grant the attached
Order directing Lavabit not to disclose the existence or content of the attached search warrant,
except that Lavabit may disclose the attached search warrant to an attorney for Lavabit for the
purpose of receiving legal advice.

The United States further requests that the Court order that this application and any
resulting order be sealed until further order of the Court. As explained above, these documents
discuss an ongoing criminal investigation that is neither public nor known to all of the targets of
the investigation. Accordingly, there is good cause to seal these documents because their
premature disclosure may seriously jeopardize that investigation.

Executed on July 16, 2013.

%@/@

Michael Ben™z Ary
Assistant United States Attorney
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UNDER SEAL ey,

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA_

IN RE: APPLICATION OF THE UNITED Case No. 1:13SW522 . [’ . [L E

STATES OF AMERICA FOR AN ORDER Filed Under Seal a0y

PURSUANT TO 18 U.S.C. § 2705(b) U 182
ORDER ' CLE:Irer:{rSDg: e

The United States has submitted an application pursuant to 18 U.S.C. § 2705(b),
requesting that the Court issue an Order commanding Lavabit, an electronic communications
service provider and/or a remote computing service, not to notify any person (including the
subscribers or customers of the account(s) listed in the search warrant) of the existence of the
attached search warrant until further order of the Court.

The Court determines that there is reason to believe that notification of the existence of
the attached warrant will seriously jeopardize the investigation, including by giving targets an
opportunity to flee or continue flight from prosecution, destroy or tamper with evidence, change
patterns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3), (5).

IT IS THEREFORE ORDERED under 18 U.S.C. § 2705(b) that Lavabit shall not
disclose the existence of the attached search warrant, or this Order of the Court, to the listed
subscriber or to any other person, unless and until otherwise authorized to do so by the Court,
except that Lavabit may disclose the attached search warrant to an attorney for Lavabit for the
purpose of receiving legal advice,

IT IS FURTHER ORDERED that the application and this Order are sealed until

otherwise ordered by the Court.

Qn,&, /L 202 &[Lér.-&g 57, —7%2’5’
(Date The Honorable Claude M. Hilton
United States District Judge
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division
IN THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITED W 25901
STATES AUTHORIZING THE USE SR
OF A PEN REGISTER/TRAP No. 1:13EC297 AR
ﬁl[mh‘ﬁlﬂﬁ VIRGINIA

AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION

ASSOCIATED WITH No. 1:135W522

THAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No. 13-1

REQUEST FOR WAIVER OF PERSONAL APPEARANCE
Ladar Levinson requests to waive his personal appcarance for the
hearing to be held in this Court on Thursday, August 1, 2013. The

Government does not object to this request for waiver of personal appearance.

//// = /)

JL?/‘:.L/R nndll V"’SB# 79292
oriley ‘Birinall, PLLC
éSS? Main Street, Suite 201
‘Fairfax, Virginia 22030
(703) 229-0335 Telephone
(703) 537-0780- Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC

LAVABIT LLC
By Counsel
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Certificate of Service

[ certify that on July 25, 2013, this Request for Waiver of Personal
Appearance was hand delivered to the person at the addresses listed below:

James L. Trump

Senior Litigation Counsel
United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue
Alexandria, VA 22314
jim.trump@usdoj.gov

Jedse R nn_all‘
/ ‘J/
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

CLERKTS BT
BLEARDRIA, Yoy CCURT
— NiGINA

IN THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP No. 1:13EC297
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:135W522

ED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No. 13-1

MOTION FOR UNSEALING OF SEALED COURT RECORDS AND REMOVAL
OF NON-DISCLOSURE ORDER AND MEMORANDUM OF LAW IN SUPPORT
OF MOTION

Lavabit, LLC (“Lavabit”) and Mr. Ladar Levinson (“Mr. Levinson”)
(collectively “Movants”) move this Court to unseal the court records concerning
the United States government’s attempt to obtain certain encryption keys and
lift the non-disclosure order issued to Mr. Levinson. Specifically, Movants
request the unscaling of all orders and documents filed in this matter before
the Court’s issuance of the July 16, 2013 Sealing Order (“Sealing Order?”); (2)
all orders and documents filed in this mattcr after the issuance of the Sealing

Order; (3) all grand jury subpoenas and search and seizure warrants issued

before or aftet issuance of the Sealing Order; and (4) all documents filed in
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connection with such orders or requests for such orders (collectively, the
“sealed documents”). The Sealing Order is attached as Exhibit A. Movants
request that all of the scaled documents be unsealed and made public as
quickly as possible, with only those redactions necessary to secure information
that the Court deems, after review, to be properly withheld.

BACKGROUND

Lavabit was formed in 2004 as a secure and encrypted email service
provider. To ensure security, Lavabit employs multiple encryption schemes
using complex access keys. Today, it provides email service to roughly 400,000
users worldwide. Lavabit’s corporate philosophy is user anonymity and
privacy. Lavabit employs secure socket layers (“SSL”) to ensure the privacy of
Lavabit’s subscribers through encryption. Lavabit possesses a master
encryption key to facilitate the private communications of its users.

On July 16, 2013, this Court entered an Order pursuant to 18 U.S.C.
2705(b), directing Movants to disclose all information necessary to decrypt
communications sent to or from and data stored or otherwise associated with
the Lavabit e-mail account — including SSL keys (the
“Lavabit Order”). The Lavabit Order is attached as Exhibit B. The Lavabit
Order precludes the Movants from notifying any person of the search and
seizure warrant, or the Court’s Order in issuance thereof, except that Lavabit
was permitted to disclose the search warrant to an attorney for legal advice.

ARGUMENT
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In criminal trials there is a common law presumption of access to judicial
records, like the sealed documents in the present case. Despite the
government’s legitimate interests, it cannot meet its burden and overcome this
presumption because it has not explored reasonable alternatives.,
Furthermore, the government’s notice preclusion order constitutes a content-
based restriction on free speech by prohibiting public discussion of an entire
topic based on its subject matter.

I. THE FIRST AMENDMENT AND NON-DISCLOSURE ORDERS

The Stored Communications Act (“SCA”) authorizes notice preclusion to
any person of a § 2705(b) order’s existence, but only if the Court has reason to
believe that notification will result in (1) endangering the life or physical safety
of an individual; (2) flight from prosecution; (3) destruction or tampering with
evidence; (4) intimidating of potential witnesses; or (5) otherwise seriously
jeopardizing an investigation or unduly delaying a trial. § 2705(b)(1)-(5).
Despite this statutory authority, the § 2705(b) gag order infringes upon
freedom of speech under the First Amendment, and should be subjected to
constitutional case law,

The most searching form of review, “strict scrutiny”, is implicated when
there is a content-based restriction on free speech. R.A.V. v. City of St. Paul,
Minn., 505 U.S. 377, 403 (1992). Such a restriction must be necessary to serve
a compelling state interest and narrowly drawn to achieve that end. Id. The

Lavabit Order’s non-disclosure provision is a content-based restriction that is

not narrowly tailored to achieve a compelling state interest.
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a. The Lavabit Order Regulates Mr, Levinson’s Free Speech

The notice preclusion order at issue here limits Mr. Levinson’s speech in
that he is not allowed to disclose the existence of the § 2705(b) order, or the
underlying investigation to any other person including any other Lavabit
subscriber. This naked prohibition against disclosure can fairly be
characterized as a regulation of pure speech. Bartnicki v. Vopper, 532 U.S.
514, 526 (2001). A regulation that limits the time, place, or manner of speech
is permissible if it serves a significant governmental interest and provides
ample alternalive channels for communication. See Cox v. New Hampshire,
312 U.S. 569, 578 (1941) (explaining that requiring a permit for parades was
aimed at policing the streets rather than restraining peaceful picketing).
However, a valid time, place, and manner restriction cannot be based on the
content or subject matter of the speech. Consol. Edison Co. of New York v. Pub.
Serv. Comm’n of New York, 447 U.S. 530, 536 (1980).

The gag order in the present casc is content-based because it precludes
speech on an entire topic, namely the search and seizure warrant and the
underlying criminal investigation. See id. at 537 (“The First Amendment's
hostility to content-based regulation extends...to prohibition of public
discussion of an entire topic”). While the nondisclosure provision may be
viewpoint neutral on its face, it nevertheless functions as a content-based
restriction because it closes off an “entire topic” from public discourse.

It is true that the government has a compelling interest in maintaining

the integrity of its criminal investigation of — However, Mr.
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- Levinson has been unjustly restrained from contacting Lavabit subscribers who
could be subjected to government surveillance if Mr. Levinson were forced to
comply the Lavabit Order. Lavabit’s valuc is embodied in its complex
encryption keys, which provide its subscribers with privacy and security. Mr.
. Levinson has been unwilling to turn over these valuable keys because they
grant access to his entire network. In order to protect Lavabit, which caters to
thousands of international clients, Mr. Levinson needs some ability to voice his
concerns, garner support for his cause, and take precautionary steps to ensure
that Lavabit remains a truly secure network.

b. The Lavabit Order Constitutes A Prior Restraint On Speech

Besides restricting content, the § 2705(b) non-disclosure order forces a
prior restraint on speech. It is well settled that an ordinance, which makes the
enjoyment of Constitutional guarantees contingent upon the uncontrolled will
of an official, is a prior restraint of those freedoms. Shuttlesworth v.
Birmingham, 394 U.S. 147, 150-151 (1969); Staub v. City of Baxley, 355 U.S.
313, 322 (1958). By definition, a prior restraint is an immediate and
irreversible sanction because it “freezes” speech. Nebraska Press Assn v.
Stuart, 427 U.S. 539, 559 (1976). In the present case, the Lavabit Order,
enjoins Mr. Levinson frt_)m discussing these proceedings with any other person.
The effect is an immediate freeze on speech.

The Supreme Court of the United States has interpreted the First
Amendment as providing greater protection from prior restraints. Alexander v.

United States, 509 U.S. 544 (1993). Prior restraints carry a heavy burden for
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justification, with a presumption against constitutional validity. Capital Cities
Media, Inc. v. Toole, 463 U:S. 1303, 1305 (1983); Carroll v. Princess Anne, 393
U.S. 175, 181 (1968); Bantam Books, Inc. v. Sullivan, 372 U.S. 58, 70 (1963).
Here, the governmenl and the Court believe that notification of the search
warrant’s existence will seriously jeopardize the investigation, by giving targets
an opportunity to flee or continue flight from prosecution, will destroy or
tamper with evidence, change patterns of behavior, or notify confederates. See
Lavabit Order. However, the government’s interest in the integrity of its
investigation does not automatically supersede First Amendment rights, See
Landmark Communications, Ine. v. Virginia, 435 U.S. 829, 841 (1978) (holding
the confidentiality of judicial review insulfficient to justify encroachment on the

freedom of speech).

In the present case, the government has a legitimate interest in tracking
the account_ However, if Lavabit were forced to |
surrender its master encryption key, the government would have access not
only to this account, but also every Lavabit account. Without the ability to
disclose government access to users’ encrypted data, public debate about the
scope and justification for this secret investigatory tool will be stifled.
Moreover, innocent Lavabit subscribers will not know that Lavabit’s security
devices have been compromised. Therefore the § 2705(b) non-disclosure order |
should be lifted to provide Mr. Levinson the ability to ensure the value and

integrity of Lavabit for his other subscribers.
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II. THE LAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE

SEALED DOCUMENTS

Despite any statutory authority, the Lavabit Order and all relafed
documents were filed under seal. The sealing of judicial records imposes a
limit.on the public’s right of access, which derives !‘ron;t two sources, the First
Amendment and the common law. Va. Dep't of State Police v. Wash. Post, 386
F.3d 567, 575 (4th Cir. 2004); See Richmond Newspapers, Inc. v. Virginia, 448
U.S. 555, 580 (press and public have a First Amendment right of attend a
criminal trial); Press-Enterprise ‘Co. v. Superior Court, 478 U.S. 1, 2 (1986) (right
of access to preliminary hearing and transcript).

a. The Common Law Right Of Access Attaches To The Lavabit Order

For a right of access to a document to exist undt_ar either the First
Amendment or the common law, the document must be a “judicial record.”
Baltimore Sun Co, v. Goetz, 886 F.2d 60, 63-64 (4th Cir. 1989). Although the
Fourth Circuit Court of Appeals has never formally defined “judicial record”, it
held that § 2703(d) orders and subsequent orders issued by the court are
judicial records because they are judicially created. In re U.S. for an Order
Pursuant to 18 U.S.C. Section 2703(d), 707 F.3d 283, 290 (4th Cir. 2013)
(“Twitter”). The § 2705(b) order in the present case was issued pursuant to §
2703(d) and can properly be defined as a judicial record. Although the Fourth
Circuit has held thére is no First Amendment right to access § 2703(d) orders,
it held that the common law presumption of access attaches to such

documents. Twitter, 707 F.3d at 291.
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‘The underlying investigation in Twitter, in_volved a § 2703(d) order, which
directed Twitter to provide personal information, account information, records,
financial data, direct messages to and from email addresses, and Internet
Protocol addresses for eight of its subscriberé. Inre:§ 2703(d) Order, 787 F.

"~ Supp. 2d 430, 435 (E.D. Va, 2011). Citing the importance of investigatory
secrecy and integrity, the court in that case denied the petitioﬁers Motion to
Unseal, finding no First Amendment or common laﬁv right to access. Id. at 443.

Unlike Twitter, whose users publish comments on a public forum,
subscribers use Lavabit for its encrypted features, which énsure security and
privacy. In Twitter there was no threat that any user would be subject to
surveillance other than the eight users of interest to the government. However,
a primary concern in this case is that the Lavabit Order provides the
government with access to every Lavabit account.

Although the secrecy of SCA investigations is a compelling government
interest, the hundreds of thousands of Lavabit subsr_:ribers that would be
compromised by the Lavabit Order arc not the subjects of any justified
government investigation. Therefore access to these private accounts should
not be treated as a simple corollary to an order requesting information on one
criminal subject. The public should have access to these orders because their

effect constitutes a seriously concerning expansion of grand jury subpoena

power.

To overcome the common law presumption of access, a court must find

that there is a “significant countervailing interest” in support of secaling that
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‘'outweighs the public's interest in openness. Twitter, 707 F.3d at 293. Under
the common law, the decision to seal or grant access to warrant papers is
within the discretion of the judicial officer who issued the warrant. Media
General Operations, Inc. v. Buchanan, 417 F.3d 424, 429 (4th Cir. 2005). Ifa
judicial officer determines that full public access is not appropriate, she must
consider alternatives to sealing, which may include granting some public
access or releasing a redacted version of the documents. Id.

In Twitter the court explained that because the magistrate judge
individually considered the documents, and redacted and unsealed certain
documents, he satisfied the procedural requirements for sealing. Twitter, 707
F.3d at 294. However, in the present case, there is no evidence that
alternatives were considered, that documents were redacted, or that any
documents were unsealed. Once the presumption or access attaches, a court
cannot seal documents or records indefinitely unless the government
demonstrates that some significant interest heavily outweighs the public
interest in openness. Wash. Post, 386 F.3d at 575. Despite the government’s
concerns, there are reasonable alternatives to an absolute seal that must be
explored in order to ensure the integrity of this investigation.

b. There Is No Statutory Authority To Seal The § 2705(d)
Documenis

There are no provisions in the SCA that mention the sealing of orders or
other documents. In contrast, the Pen/Trap Statute authorizes electronic

surveillance and directs that pen/trap orders be sealed “until otherwise
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ordered by the court”. 18 U.S.C. §§ 3121-27. Similarly, the Wiretap Act,

- another surveillance statute, expressly directs that applications and orders
granted under its provisions be sealed. 18 U.S.C. § 2518(8)(b}. The SCA’s
failure to provide for sealing is not a congressional oversight. Rather, Congress
has specifically provided for sealing provisions when it desired, Where
Congress includes particular language in one section of a statute but omits it
in another, it is generally assumed that Congress acts intentionally. Keene
Corp. v. United States, 508 U.S, 200, 208 (1993). Therefore, there is no
statutory basis for sealing an application or order under the SCA that would

overcome the common law right to access.

c. Privacy Concerns Demand A Common Law Public Right Of Access
To The Sealed Documents

the ensuing mass surveillance scandal have sparked an intense national and

international debate about government surveillance, privacy rights and other
traditional freedoms. It is concerning that suppressing Mr. Levinson’s speech
and pushing its subpoena power to the limits, the government’s actions may be
viewed as accomplishing another unfounded secret infringement on personal
privacy. A major concern is that this could cause people worldwide to abandon
Amecrican service providers in favor of foreign businesses because the United
States cannot be trusted to regard privacy.! It is in the best interests of the

Movant’s and the government that the documents in this matter not be

- 1 See Dan Roberts, NSA Snooping: Obama Under Pressure as Senator Denounces ‘Act of
Treason’, The Guardian, June 10, 2013, http:/ /www.guardian.co.uk/world/2013/jun
/10/obama-pressured-explain-nsa-surveillance.

10
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shrouded in secrccy and used to further unjustified surveillance activities and
to suppress public debate.
CONCLUSION

For the foregoing reasons, Lavabit respectfully moves this Court to
unseal the court records concerning the United States government’s attempt to
obtain certain encryption keys and lift the non-disclosure order issued on Mr.
- Levinson. Alternatively, Lavabit requests that all of the sealed documents be
redacted to secure only the information that the Court deems, after review, to

be properly withheld.

LAVABIT LLC
By Counsel

Jessb/R. Binnéu‘ﬁ%é# 79292
Brgnley & Binne LLC

10387 Main Street, Suite 201
Fairfax, Virginia 22030

(703) 229-0335 Telephone
(703) 537-0780~ Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC

11
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Certificate of Service

[ certify that on this _Zj ‘glc&;y of July, 2013, this Motion For Unsealing Of
Sealed Court Records And Removal Of Non-Disclosure Order And
Memorandum Of Law In Support was hand delivered to the person at the
addresscs listed below:

James L. Trump

Senior Litigation Counsel
United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue
Alexandria, VA 22314

jim. trump@usdoj.gov

VJ éssc (f(./Bir(m‘ill
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TED
IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division
IN THE MATTER OF THE FILED UNDER SEAL L E
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE 8 9013
OF A PEN REGISTER/TRAP No. 1:13EC297 b
AND TRACE DEVICE ON AN T TR S
ELECTRONIC MAIL ACCOUNT ALEXERDRA. VIRGIIA

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:135W522

HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No. 13-1

MOTION TO QUASH SUBPOENA AND SEARCH WARRANT AND
MEMORANDUM OF LAW IN SUPPORT OF MOTION

Lavabit LLC (“Lavabit”) and Mr. Ladar Levinson (“Mr. Levinson”) move
this Court to quash the grand jury subpoena and search and seizure warrant
served on them by the Federal Bureau of Investigation and the Office of the
United States Attorney (collectively “Government”).

BACKGROUND

Lavabit is an encrypted email service provider. As such, Lavabit’s
business model focuses on providing private and secure email accounts to its
customers. Lavabit uses various encryption methods, including secured socket

layers (“SSL”), to protect its users’ privacy. Lavabit maintains an encryption



Case 1:13-sw-00522-CMH Document 36-9 Filed 02/24/16 Page 2 of 10 PagelD# 607

REDACTED

key, which may be used by authorized users decrypt data and communications
from its server (“Master Key”). The Government has commanded Lavabit, by a
subpoenal! and a search and seizure warrant, to produce the encryption keys
and SSL keys used by lavabit.com in order to access and decrypt
communications and data stored in one specific email address
_[“Lavabit Subpoena and Warrant”).
ARGUMENT
If the Government gains access to Lavabit’s Master Key, it will have

unlimited access to not only _ (“Email Account”), but
all of the communications and data stored in each of Lavabit’s 400,000 email
accounts, None of these other users’ email accounts are at issue in this
matter. However, production of the Master Key will compromise the security of
these users, While Lavabit is willing to cooperate with the Government
regarding the Email Account, Lavabit has a duty to maintain the security for
the rest of its customers’ accounts. The Lavabit Subpoena and Warrant are
not narrowly tailored to seek only data and communications relating to the
Email Account in question. As a result, the Lavabit Subpoena and Warrant are

unreasonable under the Fourth Amendment,

a, The Lavabit Subpoena and Warrant Essentially Amounts to a
General Warrant.

I 'The grand jury subpoena not only commanded Mr. Levinson to appear before this Court on

July 16, 2013, but also to bring Lavabit’s encryption keys. Mr. Levinson’s subpoena to appear i
before the grand jury was withdrawn, but the government continues to seek the encryption |
keys. Lavabit is only seeking to quash the Court’s command that Mr. Levinson provide the

encryption keys.
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Though the Lavabit Subpoena and Warrant superficially appears to be
narrowly tailored, in reality, it operates as a general warrant by giving the
Government access to every Lavabit user’s communications and data.

It is not what the Lavabit Subpoena and Warrant defines as the bouﬁdarics for
the search, but the method of providing access for the search which amounts to
a general warrant,

It is axiomatic that the Fourth Amendment prohibits general warrants.
Andresen v. Maryland, 427 U.S. 463, 480 (1976). Indeed “it is familiar history
‘that indiscriminate searches and seizures conducted under the authority of
‘wencral warrants’ were the immediate evils that motivated the framing and
adoption of the Fourth Amendment.” Payton v. New York, 445 U.S. 573, 583
(1980) (footnote omitted). To avoid general warrants, the Fourth Amendment
requires that “the place to be searched” and “the persons or things to be seized”
be described with particularity. United States v. Moore, 775 F. Supp. 2d 882,
898 (E.D. Va. 2011) (quoting United States v. Grubbs, 547 U.S. 90, 97 (2006])).

The Fourth Amendment’s particularity requirement is meant to “prevent|]
the seizure of one thing under a warrant describing another.” Andresen, 427
U.S. at 480. This is precisely the concern with the Lavabit Subpoena and
Warrant and, in this circumstance, the particularity requirement will not
protect Lavabit. By turning over the Master Key, the Government will have the

ability to search each and every “place,” “person [and] thing” on Lavabit’s

network.
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The Lavabit Subpoena and Warrant allows the Government to do a
“general, exploratory rummaging” through any Lavabit user account. See id.
{(quoting Coolidge v. New Hampshire, 403 U.S. 443, 467 (1971)) (describing the
issue with generail warrants “is not that of intrusion per se, but of a general,
exploratory rummaging in a person’s belongings”). Though the Lavabit
- Subpoena and Warrant is facially limited to the Email Address, the
Government would be able to seize communications, data and information from
any account once it is given the Master Key.

‘There is nothing other than the “discretion of the officer executing the
warrant” to prevent an invasion of other Lavabit user’s accounts and private
emails, See id. at 492 (quoting Stanford v. Texas, 379 U.S. 476, 485 (1969))
(explaining that the purpose of the particularity requirement of the Fourth
Amendment is to ensure, with regards to what is taken that, “nothing is left to
the discretion of the officer executing the warrant.”) (internal citation omitted).
Lavabit has no assurance that any searches conducted utilizing the Master Key
will be limited solely to the Email Account. See Groh v. Ramirez, 540 U.S. 551,
561-62 (2004) (citing Camara v. Municipal Court of City and County of San
Francisco, 387 U.S, 523, 532 (1967)) (noting that a particular warrant is to
provide individuals with assurance “of the lawful authority of the executing
officer, his need to scarch, and the limits of his power to search) (emphasis
added). Lavabit has a duty to its customers to protect their accounts from the

possibility of unlawful intrusions by third partics, including government

entities.
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As the Lavabit Subpoena and Warrant are currently framed they are
invalid as they operate as a general warrant, allowing the Government to
search individual users not subjection to this suit, without limit.

b. The Lavabit Subpoena and Warrant Seeks Information tﬁat Is
Not Material to the Investigation.

Because of the breadth of Warrant and Subpoena, the Government will be
given access to data and communications that are wholly unrelated to the suit.
The Government, by commanding Lavabit’s encryption keys, is acquiring
access to 400,000 user’s private accounts in order to gain information about
one individual. 18 U.S.C: § 2703(d) states that a court order may be issued for
information “relevant and material to an ongoing criminal investigation.”
However, the Government will be given unlimited access, through the Master
Key, to several hundred thousand user’s information, all of who are not
“material” to the invcsltigation. Id.

Additionally, the Government has no probable cause to gain access to the
other users accounts. “The Fourth Amendment...requires that a warrant be no
broader than the probable cause on which it is based.” Moore, 775 F. Supp. 2d
at 897 (quoting United States v. Hurwitz, 459 F.3d 463, 473 (4th Cir. 20006)).
Probable cause here is based on the activities of the individual linked to the
Email Address. Other Lavabit users would be severely impacted by the
Government’s access to the Master Key and have not been accused of
wrongdoing or criminal activity in relation to this suit. Their privacy interests

should not suffer because of the alleged misdeeds of another Lavabit user.
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c. Compliance with Lavabit Subpoena and Warrant Would Cause
an Undue Burden. -

As a non-party and unwilling participant to this suit, Lavabit has already
incurred legal fees and other costs in order to comply with the Court’s orders.
Further compliance, by turning over the Master Key and granting the
Government access to its entire network, would be unduly burdensome. See
18 U.S.C. §2703(d) (stating that “the service provider may [move to] quash or
modify [an] order, if the information or records requested are unusually
voluminous in nature or compliance with such order otherwise would cause an
undue burden on such provider.”) (emphasis added).

The recent case of In re Application of the U.S. for an Order Pursuant to 18 .
U.S.C. 2703(d) (“Twitter") addresses similar issues. 830 F. Supp. 2d 114 (E.D. |
Va. 2011). In that case, the Petitioners failed to allege “a personal injury
cognizable by the Fourth Amendment.” Id. at 138. However, Lavabit’s
circumstances are distinguishable. The Government, in pursuit of information
date and communications related to the Email Address, has caused and will
continue to cause injury to Lavabit. Not only has Lavabit expended a great
deal of time and money in attempting to cooperate with the Government thus
far, but, Lavabit will pay the ultimate price—the loss of its customers’ trust and

business—should the Court require that the Master Key be turned over.

Lavabit’s business, which is founded on the preservation of electronic privacy,

could be destroyed if it is required to produce its Master Key.
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Lavabit is also a fundamentally different entity than Twitter, the business
at issue in Twitter. The Twitter Terms of Service specifically allowed user
information to be disseminated. Id. at 139. Indeed, the very purpose of Twitter
is for users to publically post their musings and beliefs on the Internet. In
contrast, Lavabit is dedicated to keeping its user’s information private and
secure. Additionally, the order in Twitter did not seek “content information”
from Twitter users, as is being sought here. Id. The Government’s request for
Lavabit’s Master Key gives it access to data and communications from 400,000
email secure accounts, which is much more sensitive information that at issue
in the Twitter.

The Government is atternpting, in complete disregard of the Fourth
Amendment, to penetrate a system that was founded for the sole purpose of

- privacy. See Katz v. United States, 389 U.S. 347, 360 (1967) (stating that “the
touchstone of Fourth Amendment analysis is whether a person has a
constitutionally protected reasonable expectation of privacy”) (internal citations
omitted). For Lavabit to grant the Government unlimited access to every one of
its user’s accounts would be to disavow its duty to its users and the principals
upon which it was founded. Lavabit’s service will be rendered devoid of
economic value if the Government is granted access to its secure network. The
Government does not have any proper basis to request that Lavabit blindly
produce its Master Key and subject all of its users to invasion of privacy.

Moreover, the Master Key itself is an encryption developed and owned by

Lavabit. As such it is valuable proprictary information and Lavabit has a
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reasanable expectation in protecting it. Because Lavabit has a reasonable
expectation of privacy fér its Master Key, the Lavabit Subpoena and Warrant
violate the Fourth Amendment. See Twitter, 830 F. Supp. 2d at 141 (citing
United States v. Calandra, 414 U.S. 338, 346 (1974)) (noting “The grand jury
is...without power to invade a legitimate privacy interest protected by the
Fourth Amendment” and that “a grand jury's subpoena...will be disallowed if it
is far too sweeping in its terms to be...reasonable under the Fourth
Amendment.”).
CONCLUSION

For the foregoing reasons, Lavabit and Mr. Levinson respectfully move
this Court to quash the search and seizurc warrant and grand jury subpocna.
Further, Lavabit and Mr, Levinson request that this Court direct that Lavabit
does not have to produce its Master Key. Alternatively, Lavabit and Mr.
Levinson request that they be given an opportunity to revoke the current
encryption key and reissue a new encryption key at the Government’s expense,
Lastly, Lavabit and Mr. Levinson request that, if they is required to produce the
Master Key, that they be reimbursed for its costs which were directly incurred

in producing the Master Key, pursuant to 18 U.S.C. § 2706.

LAVABIT LLC
By Counsel

¥, ' y
Jesse R. Binndll, VSB#79292
Bropley & Binnally’PLLC
10387 Main Street, Suite 201
Peirfax, Virginia 22030
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(703) 229-0335 Telephone
(703) 537-0780- Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC



Case 1:13-sw-00522-CMH Document 36-9 Filed 02/24/16 Page 10 of 10 PagelD# 615

REDACTED

Certificate of Service

[ certify that on thisé_,rc“ day of July, 2013, this Motion to Quash
Subpoena and Search Warrant and Memorandum of Law in Support was hand
delivered to the person at the addresses listed below:

James L. Trump

Senior Litigation Counsel
United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue
Alexandria, VA 22314
jim.trump@usdoj.gov

esse R, anna/ly/ o '
P2 '

=
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

I

IN THE MATTER OF THE ) UNDER SEAL —L E
APPLICATION OF THE UNITED ) B i 20
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297 iy
AUTHORIZING THE USE OF A PEN ) o TS
REGISTER/TRAP AND TRACE DEVICE )  NEwHORA Vg
ON AN ELECTRONIC MAIL ACCOUNT )

)
IN THE MATTER OF THE SEARCH AND )
SEIZURE OF INFORMATION )
ASSOCIATED WITH ) No. 1:13SW522

IATIS )

STORED AT PREMISES CONTROLLED )
BY LAVARIT LLC )

)
In re Grand Jury ) No. 13-1

ORDER DENYING MOTIONS

This matter comes before the Court on the motions of Lavabit LL.C and Ladar Levinson,
its owner and operator, to (1) quash the grand jury subpoena and search and seizure warrant
compelling Lavabit LLC to provide the government with encryption keys to facilitate the
installation and use of a pen register and trap and trace device, and (2) unseal court records and
remove a non-disclosure order relating to these proceedings. For the reasons stated from the
bench, and as set forth in the government’s response to the motions, it is hereby

ORDERED that the motion to quash and motion to unseal are DENIED;

It is further ORDERED that, by 5 p.m. CDT on August 2, 2013, Lavabit LLC and Ladar
Levison shall provide the government with the encryption keys and any other “information,

facilities, and technical assistance necessary to accomplish the installation and use of the pen/trap
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device” as required by the July 16, 2013 seizure warrant and the June 28, 2013 pen register order.

Tt is further ORDERED that this Order shall remain under seal until further order of this

Court.
(¢ z
Ao b . %_Z;_,EZE_,__
CLAUDE M. HILTON
UNITED STATES DISTRICT JUDGE
Alexandria, Virginia

August / ,2013



Case 1:13-sw-00522-CMH Document 36-11 Filed 02/24/16 Page 1 of 1 PagelD# 618

Case 1:13-sw-00522-CMH *SEALED* Document 11 Filed 08/01/13 Page 1 of 1 PagelD# 93

Date: 8/1/13 Judge: Hilton Reporter: Westfall

Time: 10:00 - 10:20 Interpreter:
Language:
**UNDER SEAL HEARING**

Case Numbers: 1:13EC00297. 1:13SW522, GJ 13-1 RED

Counsel for Government: Respondent:

James Trump Jesse Binnall for Ladar Levison

Brandon Van Grack (Levison’s appearance waived)

Michael Ben’Ary
Josh Goldfoot
Ben Fitzpatrick

Appearances of Counsel for (v') Government  (v') Respondent

Lavabit’s Motion to Quash — Denied, Mr. Levison Ordered to turn over the encryption
keys. Respondent’s request for 5 days to do so —~ Denied, Respondant given 24 hours.

Lavabit’s Motion to Unseal — Denied.



Case 1:13-sw-00522-CMH Document 36-12 Filed 02/24/16 Page 1 %182 PagelD# 619
D4
IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

L E

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER

UNDER SEAL

CLERK, US. DISTRICT COURT
No. 1:13EC297 ALEXANDRIA, VIRGINIA

AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

SEIZURE OF INFORMATION
ASSOCIATED WITH
I (AT IS
STORED AT PREMISES CONTROLLED
BY LAVABIT LLC

)

)

)

)

)

)
IN THE MATTER OF THE SEARCH AND )

)

) No. 1:138W522

)

)

)

)

)

In re Grand Jury No. 13-1

MOTION FOR SANCTIONS
The United States, through the undersigned counsel, pursuant to Title 18, United States
Code, Section 401, hereby moves for the issuance of an order imposing sanctions on Lavabit
LLC and Ladar Levison, its owner and operator, for Lavabit’s failure to comply with this Court’s
order entered August 1, 2013. In support of this motion, the United States represents:
1. At the hearing on August 1, 2013, this Court directed Lavabit to provide the
government with the encryption keys necessary for the operation of a pen register/trap and trace

order entered June 28, 2013. Lavabit was ordered to provide those keys by 5 p.m. on August 2,

2013. See Order Denying Motions entered August 2, 2013.
2. At approximately 1:30 p.m. CDT on August 2, 2013, Mr. Levison gave the FBl a

printout of what he represented to be the encryption keys needed to operate the pen register. This
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printout, in what appears to be 4-point type, consists of 11 pages of largely illegible characters.
See Attachment A. (The attachment was created by scanning the document provided by Mr.
Levison; the original document was described by the Dallas FBI agents as slightly clearer than
the scanned copy but nevertheless illegible.) Moreover, each of the five encryption keys contains
512 individual characters — or a total of 2560 characters. To make use of these keys, the FBI
would have to manually input all 2560 characters, and one incorrect keystroke in this laborious
process would render the FBI collection system incapable of collecting decrypted data.

3. At approximately 3:30 p.m. EDT (2:30 p.m. CDT), the undersigned AUSA
contacted counsel for Lavabit LLC and Mr. Levison and informed him that the hard copy format
for receipt of the encryption keys was unworkable and that the government would need the keys
produced in clectronic format. Counsel responded by email at 6:50 p.m. EDT stating that Mr.
Levison “thinks” he can have an electronic version of the keys produced by Monday, August 5,
2013.

4. On August 4, 2013, the undersigned AUSA sent an e-mail to counsel for Lavabit
LLC and Mr. Levison stating that we expect to receive an electronic version of the encryption
keys by 10:00 a.m. CDT on Monday, August 5, 2013. The e-mail indicated that we expect the
keys to be produced in PEM format, an industry standard file format for digitally representing
SSL keys. See Attachment B. The e-mail further stated that the preferred medium for receipt of
these keys would be a CD hand-delivered to the Dallas office of the FBI (with which Mr.
Levison is familiar). The undersigned AUSA informed counsel for Lavabit LLC and Mr.

Levison that the government would seek an order imposing sanctions if we did not receive the

encryption keys in electronic format by Monday morning.

-2
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5. The government did not receive the electronic keys as requested. The
undersigned AUSA spoke with counsel for Lavabit and Mr. Levison at approximately 10:00 a.m.
this morning, and he stated that Mr. Levison might be able to produce the keys in electronic
format by 5 p.m. on August 5, 2013. The undersigned AUSA told counsel that was not
acceptable given that it should take Mr. Levison 5 to 10 minutes to put the keys onto a CD in
PEM format. The undersigned AUSA told counsel that if there was some reason why it cannot
be accomplished sooner, to let him know by 11:00 a.m. this morning. The government has not
received an answer from counsel.

6. The government therefore moves the Court to impose sanctions on Lavabit LLC
and Mr. Levison in the amount of $5000 per day beginning at noon (EDT) on August 5, 2013,
and continuing each day in the same amount until Lavabit LLC and Mr. Levison comply with
this Court’s orders.

7. As noted, Attachment A to this motion is a copy of the printout provided by Mr,
Levison on August 2, 2013. Attachment B is a more detailed explanation of how these

encryption keys can be given to the FBI in an electronic format. Attachment C to this motion is a

proposed order.
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8. A copy of this motion, filed under seal, was delivered by email to counsel for

Lavabit LLC on August 5, 2013.

Respectfully submitted,

Neil H. MacBride
Upited States Attorney
-
dmes L. Trump /
United States Attorney’¢ Qifice
Justin W. Williams U.S. Attorney’s Building
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: 703-299-3700

-4 -
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Attachment A
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ATTACHMENT B

Lavabit uses 2048-bit Secure Socket Layer (SSL) certificates purchased from GoDaddy to
encrypt communication between users and its server. SSL encryption employs public-key
cryptography, in which both the sender and receiver each have two mathematically linked keys: a
“public” key and a “private” key. “Public” keys are published, but “private” keys are not. In this
circumstance, a Lavabit customer uses Lavabit’s published public key to initiate an encrypted
email session with Lavabit over the internet. Lavabit’s servers then decrypt this traffic using their
private key. The only way to decrypt this traffic is through the usage of this private key. A SSL
certificate is another name for a published public key.

To obtain a SSL certificate from GoDaddy, a user needs to first generate a 2048-bit
private key on his/her computer. Depending on the operating system and web server used, there
are multiple ways to generate a private key. One of the more popular methods is to use a freely
available command-line tool called OpenSSL. This generation also creates a certificate signing
request file. The user sends this file to the SSL generation authority (e.g. GoDaddy) and
GoDaddy then sends back the SSL certificate. The private key is not sent to GoDaddy and
should be retained by the user. This private key is stored on the user’s web server to permit
decryption of internet traffic, as described above. The FBI’s collection system that will be
installed to implement the PR/TT also requires the private key to be stored to decrypt Lavabit
email and internet traffic. This decrypted traffic will then be filtered for the target email address
specified in the PR/TT order.

Depending on how exactly the private key was first generated by the user, it itself may be
encrypted and protected by a password supplied by the user. This additional level of security is
useful if, for example, a backup copy of the private key is stored on a CD. If that CD was lost or
stolen, the private key would not be compromised because a password would be required to
access it. However, the user that generated the private key would have supplied it at generation
time and would thus have knowledge of it. The OpenSSL tool described above is capable of
decrypting encrypted private keys and converting the keys to a non-encrypted format with a
simple, well-documented command. The FBI's collection system and most web servers requires
the key to be stored in a non-encrypted format,

A 2048-bit key is composed of 512 characters. The standard practice of exchanging
private SSL keys between entities is to use some electronic medium (e.g., CD or secure internet
exchange). SSL keys are rarely, if ever, exchanged verbally or through print medium due to their
long length and possibility of human error. Mr. Levison has previously stated that Lavabit

actually uses five separate public/private key pairs, one for each type of mail protocol used by
Lavabit.

PEM format is an industry-standard file format for digitally representing SSL keys. PEM
files can easily be created using the OpenSSL tool described above. The preferred medium for
receiving these keys would be on a CD.
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ALEXAKDRIA, VIRGINIA

IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

UNDER SEAL

No. 1:13EC297

IN THE MATTER OF THE SEARCH AND
SEIZURE OF INFORMATION
ASSOCIATED WITH

: ; : =5 CONTROLLED

BY LAVABIT LLC

No. 1:135W522

e N S N N S N N N S S e et et S

In re Grand Jury No. 13-1
ORDER

This matter comes before the Court on the motion of the government for sanctions for
failure to comply with this Court’s order entered August 2, 2013. For the reasons stated in the
government’s motion, and pursuant to Title 18, United States Code, Section 401, it is hereby

ORDERED that the motion for sanctions is granted;

[t is further ORDERED that, if the encryption keys necessary to implement the pen
register and trap and trace device are not provided to the FBI in PEM or equivalent electronic

format by noon (CDT) on August 5, 2013, a fine of five thousand dollars ($5,000.00) shall be

imposed on Lavabit LLC and Mr, Levison;
It is further ORDERED that, if the encryption keys necessary to implement the pen

register and trap and trace device are not provided to the FBI in PEM or equivalent electronic

&

A0
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format by noon (CDT) each day thereafter beginning August 6, 2013, a fine of five thousand
dollars ($5,000.00) shall be imposed on Lavabit LLC and Mr. Levison for each day of non-
compliance; and

It is further ORDERED that the government’s motion for sanctions and this Order shall

remain under seal until further order of this Court.

_Cjz@m@c‘ 2. m
CLAUDE M. HILTON
UNITED STATES DISTRICT JUDGE

Alexandria, Virginia
August §~ 2013
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP

AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT No. 1:13SW322

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

NOTICE OF APPEAL
Notice is hereby given that-Lavabit LLC (“Lavabit”’) and Mr. Ladar Levison
(“Mr. Levison”) in the above named case, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered
on August 1, 2013 and August 5, 2013.
/—) gy LAVABIT LLC
/f Vi LADAR LEVISON
/ ,(f N\ By Counsel
/ 14 ”7 #
2§4e R. anail,/\f&-B# 79292 )
lronley & Binnall, PLLC
/10387 Main Street, Suite 201
“Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile

jbinnall@bblawonline.com
Counsel for Lavabit LLC
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Certificate of Service

I certify that on this 16th day of August, 2013, this Notice of Appeal was
emailed and mailed to the person at the addresses listed below:

James L. Trump

Senior Litigation Counsel
United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue
Alexandria, VA 22314
jim.trump@usdoj.gov

’?/7
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APPEAL TRANSMITTAL SHEET (non-death penalty)

Transmittal to 4CCA of notice of District: District Case No.:
appeal filed: _08/15/13 VAED 1-13sW522
V/__ First NOA in Case Division: 4CCA No(s). for any prior NOA:
Subsequent NOA-same party EDVA
Subsequent NOA-new party Caption: 4CCA Case Manager:
Subsequent NOA-cross appeal USA
Paper ROA  Paper Supp. v
Vols: N ; :
T o In Re: Information Associated with
Other: Ed_Snowden@lavabit.com
Exceptional Circumstances: _ Bail _ Interlocutory _ Recaleitrant Witness  _ Other

Confinement-Criminal Case: Fee Status:
Death row-use DP Transmittal
_ Recalcitrant witness Critininal Caia
In custody
__Onbond
On probation

Defendant Address-Criminal Cases

District Judge: PLRA Cases:

Claude M. Hilton

Court Reporter (list all):

____No fee required (USA appeal)

____Appeal fees paid in full !’_ I‘ce not paid

___ District court granted & did not revoke CJA status (continues on appeal)
___District court granted CJA & later revoked status (must pay lee or apply 1o 4CCA)
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_ Court granted & did not revoke 1FP status (continues on appeal)
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___ Court never granted IFP status (must pay fee or apply to 4CCA)

___Proceeded PLRA in district court. no 3-strike determination (must apply 10 4CCA)

_Proceeded PLRA in district court, determined to be 3-striker (must apply to 4CCA)

Tracy Westfall

. . Docket under seal
Coordinator: Richard Banke o

Sealed Status (check all that apply):
Portions ol record under seal
v Entire record under seal

Party names under scal

Record Status for Pro Se Appeals (check any applicable):
Assembled electronic record transmitted
Additional sealed record emailed to deca-liling
___Paper record or supplement shipped to 4CCA
___Noin-court hearings held
~_In-court hearings held — all transcript on file
__In-court hearings held = all transeript not on file

~ Other:

Record Status for Counseled Appeals (check any applicable):
_\/_ Assembled electronic record available il requested
____Additional sealed record available il requested

___Paper record or supplement available if requested
___Noin-court hearings held

____In-court hearings held — all transcript on file

v In=court hearings held — all transeript not on file

~___ Other:

Deputy Clerk: Kathy Roberts Phone: 703-2992102
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

IN THE MATTER QOF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP AND
TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

A N AR 17
IS STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT, LLC

IN RE GRAND JURY SUBPOENA

Mt e et Mt e e Mt Mt et Tt Mt et Tt et et Tt et e e M e s

NO. 1:13 EC 297

COPRY

NO. 1:13 SW 522
NO. 13-1
UNDER SEAL

Alexandria, Virginia
August 1, 2013
10:00 a.m.

TRANSCRIPT OF HEARING

BEFORE

THE HONORABLE CLAUDE M, HILTON

UNITED STATES DISTRICT JUDGE

APPEARANCES:

For the United States:

For the Respondent:

Court Reporter:

James Trump,
Michael Ben'Ary,
Josh Goldfoot,

Tracy L. Westfall,

Esqg.
Esq.
Esqg.

Jesse R. Binnall, Esq.

RPR, CMRS, CCR

Proceedings reported by machine shorthand, transcript produced
by computer-aided transcription.

Tracy L., Westfall OCR-USDC/EDVA




Case 1:13-sw-00522-CMH Document 36-16 Filed 02/24/16 Page 2 of 15 PagelD# 637

13

14

15

16

17

18

19

20

21

22

23

25

UNDER SEAL IQIEI)A\(T]PIEI)

PROCEEDTINGS

THE CLERK: In re: Case Nos. 1:13 EC 297, 1:13 SW 522,
and Grand Jury No. 13-1.

MR. TRUMP: Good morning. Jim Trump on behalf of the
United States.

THE COURT: Good morning.

MR. BINNALL: Good morning, Your Honor. Jesse Binnall
on behalf of Lavabit and Mr. Levison.

THE COURT: All right.

MR. BINNALL: May it please the Court. We're before
the Court today on two separate motions, a motion to quash the
requirement of Lavabit to produce its encryption keys and the
motion to unseal and lift the nondisclosure requirements of
Mr. Levison.

Your Honor, the motion to quash in this arises because
the privacy of users is at -- of Lavabit's users are at stake.
We're not simply speaking of the target of this investigation.
We're talking about cover 400,000 individuals and entities that
are users of Lavabit who use this service because they believe
their communications are secure.

By handing over the keys, the encryption keys in this
case, they necessarily become less secure. In this case it is

true that the face of the warrant itself does limit the

documents or -- and communications to be viewed and the specific
metadata to be viewed to the target of the case, -

Tracy L. Westfall OCR-USDC/EDVA
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However, there is a lack of any sort of check or
balance in order to ensure that the -- that the encrypted data
of other Lavabit users remain secure. The encryption in this
case doesn't protect only content. It protects login data and
the other -- some of the other metadata involved in this case.

We believe that this is not the least restrictive means
in order to provide the government the data that they are
looking for. Specifically --

THE COURT: You have two different encryption codes,
one for the logins and the messages that are transmitted. You
have another code that encrypts the content of the messages,
right?

MR. BINNALL: Your Honor, I believe that that is true.

From my understanding of the way that this works is
that there is one SSL key. That SSL key is what is issue in
this case, and that SSL key specifically protects the
communication, the over -- the breadth of the communication
itself from the user's actual computer to the server to make
sure that the user is communicating with exactly who the user
intends to be communicating with, the server.

And that's one of the things that SSL does. It ensures

that you're talking to the right person via e-mail and there's
not a so-called man in the middle who's there to take that

message away.

THE COURT: Does that key also contain the code of the

Tracy L. Westfall OCR-USDC/EDVA
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message and interpret the message as well?

MR. BINNALL: My understanding is that it does, Your
Honor, but because that's not my technical expertise, I'm not
going to represent to the Court anything on that one way or
another. But my understanding is there is one general key here
that is at issue.

THE COURT: Well, why would you set up such? I mean, a
telephone, you've got telephone numbers and --

MR. BINNALL: Correct.

THE COURT: -- those can be traced very easily without
any look at the content of the message that's there. You-all
could have set up something the same way.

MR. BINNALL: We could have, Your Honor. Actually, if
you're to --

THE COURT: So if anybody's -- you're blaming the
government for something that's overbroad, but it seems to me
that your client is the one that set up the system that's
designed not to protect that information, because you know that
there needs to be access to calls that go back and forth to one
person or another. And to say you can't do that just because
you've set up a system that everybody has to -- has to be

unencrypted, if there's such a word, that doesn't seem to me to

be a very persuasive argument,
MR. BINNALL: I understand the Court's point, and this

is the way that I understand why it's done that way.

Tracy L. Westfall OCR-USDC/EDVA
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There's different security aspects involved for people
who want to protect their privacy, and there certainly is the
actual content of the message themselves. That's certainly what
I would concede is the highest security interest.

But there's also the security interest to make sure
that they're communicating with who you want to be communicating
with. That is equally of a concern for privacy issues because
that is, at the end of the day, one of the things that secures
the content of the message.

In this case it is true that most Internet service
providers do log, is what they call it, a lot of the metadata
that the government wants in this case without that necessarily
being encrypted, things such as who something is going to, who
it's going from, the time it's being sent, the IP address from
which it is being sent.

Lavabit code is not something that you buy off the
shelf. It is code that was custom made. It was custom made in
order to secure privacy to the largest extent possible and to be
the most secure way possible for multiple people to communicate,
and so it has chosen specifically not to log that information.

Now, that is actually information that my client has
offered to start logging with the particular user in this case.
It is, however, something that is quite burdensome on him. It
is something that would be custom code that would take between

20 to 40 hours for him to be able to produce. We believe that

Tracy L. Westfall OCR-USDC/EDVA
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is a better alternative than turning over the encryption key
which can be used to get the data for all Lavabit users.

I hope that addresses the Court's concern kind of with
regard to the metadata and why it is not more -- why Lavabit
hasn't created an encryption system that may honestly be more
within the mainstream, but this is a provider that specifically
was started in order to have to protect privacy interests more
than the average Internet service provider.

THE COURT: I can understand why the system was set up,
but I think the government is -- government's clearly entitled
to the information that they're seeking, and just because
you-all have set up a system that makes that difficult, that
doesn't in any way lessen the government's right to receive that
information just as they would from any telephone company or any
other e-mail source that could provide it easily. Whether
it's -- in other words, the difficulty or the ease in obtaining
the information doesn't have anything to do with whether or not
the government's lawfully entitled to the information.

MR. BINNALL: It is -- and we don't disagree that the
government is entitled to the information. We actually --

THE COURT: Well, how are we going to get it? I'm
going to have to deny your motion to quash. It's just not
overbrocad. The government's asking for a very narrow, specific
bit of information, and it's information that they're entitled

to.

Tracy L. Westfall OCR-USDC/EDVA
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Now, how are we going to work out that they get it?

MR. BINNALL: Your Honor, what I would still say is the
best method for them to get it is, first of all, there be some
way for there to be some sort of accountability other than just
relying on the government to say we're not going to go outside
the scope of the warrant.

This is nothing that is, of course, personal against
the government and the, you know, very professional law
enforcement officers involved in this case. But quite simply,
the way the Constitution is set up, it's set up in a way to
ensure that there's some sort of checks and balances and
accountability.

THE COURT: What checks and balances need to be set up?

MR. BINNALL: Well --

THE COURT: Suggest something to me.

MR. BINNALL: I think that the least restrictive means
possible here is that the government essentially pay the
reasonable expenses, meaning in this case my client's extensive
labor costs to be capped at a reasonable amount.

THE COURT: Has the government ever done that in one of
these pen register cases?

MR. BINNALL: Not that I've found, Your Honor.

THE COURT: I don't think so. 1I've never known of one.

MR. BINNALL: And Your Honor's certainly seen more of

these than I have.

Tracy L. Westfall OCR-USDC/EDVA
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THE COURT: So would it be reasonable to start now with
your client?

MR. BINNALL: I think everyone would agree that this is
an unusual case. And that this case, in order to protect the
privacy of 400,000-plus other users, some sort of relatively
small manner in which to create a log system for this one user
to give the government the metadata that they're looking for is
the least restrictive mean here, and we can do that in a way
that doesn't compromise the security keys.

This is actually a way that my client --

THE COURT: You want to do it in a way that the
government has to trust you --

MR. BINNALL: Yes, Your Honor.

THE COURT: -- to come up with the right data.

MR. BINNALL: That's correct, Your Honor.

THE COURT: And you won't trust the government. So why
would the government trust you?

MR. BINNALL: Your Honor, because that's what the basis
of Fourth Amendment law says is more acceptable, is that the
government is the entity that you really need the checks and
balances on.

Now, my --

THE COURT: I don't know that the Fourth Amendment says
that. This is a criminal investigation.

MR. BINNALL: That is absolutely correct.

Tracy L. Westfall OCR-USDC/EDVA
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THE COURT: A criminal investigation, and I don't know
that the Fourth Amendment says that the person being
investigated here is entitled to more leeway and more rights
than the government is. I don't know.

MR. BINNALL: There certainly is a balance of power
there. I, of course, am not here to represent the interest of
_ I'm here specifically looking over my client who
has sensitive data --

THE COURT: I understand. I'm trying to think of
working out something. I'm not sure you're suggesting anything
to me other than either you do it and the government has to
trust you to give them whatever you want to give them or you
have to trust the government that they're not going to go into
your other files.

Is there some other route?

MR. BINNALL: I would suggest that the government --
I'm sorry —-— that the Court can craft an order to say that we
can -- that we should work in concert with each other in order
to come up with this coding system that gives the government all
of the metadata that we can give them through this logging
procedure that we can install in the code, and then using that
as a least restrictive means to see if that can get the
government the information that they're looking for on the
specific account.

THE COURT: How long does it take to install that?

Tracy L. Westfall OCR-USDC/EDVA
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MR. BINNALL: I mean, 20, 40 hours. So I would suggest
that would probably be a week to a week and a half, Your Honor,
although I would be willing to talk to my client to see if we
can get that expedited.

THE COURT: To install it?

MR. BINNALL: Well, to write the code.

THE COURT: You don't have a code right at the moment.
You would have to write something?

MR. BINNALL: That's correct. And the portion of the
government's brief that talks about the money that he was
looking for is that reasonable expense for him basically to do
nothing for that period of time but write code to install in
order to take the data from -and put it in a way that
the government will see the logged metadata involved.

THE COURT: All right. I think I understand your
position. I don't think you need to argue this motion to
unseal. This is a grand jury matter and part of an ongoing
criminal investigation, and any motion to unseal will be denied.

MR. BINNALL: If I could have the Court's attention
just on one issue of the nondisclosure provision of this. And I
understand the Court's position on this, but there is other
privileged communications if the Court would be so generous as
to allow me very briefly to address that issue?

There's other First Amendment considerations at issue

with not necessarily just the sealing of this, but what

Tracy L. Westfall OCR-USDC/EDVA
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Mr. Levison can disclose and to whom he may disclose it.

The First Amendment, of course, doesn't just cover
speech and assembly, but the right to petition for a redress of
grievances. We're talking about a statute here, and, honestly,
a statute that is very much in the public eye and involving
issues that are currently pending before Congress.

I think the way that the order currently is written,
besides being --

THE COURT: You're talking about the sealing order?

MR. BINNALL: I'm talking about the sealing order and
the order that prohibits Mr. Levison from disclosing any
information.

Now, we don't want to disclose -- we have no intention
of disclosing the target, but we would like to be able to, for
instance, talk to members of the legislature and their staffs
about rewriting this in a way that's --

THE COURT: No. This is an ongoing criminal
investigation, and there's no leeway to disclose any information
about 1it.

MR. BINNALL: And so at that point it will remain with
only Mr. Levison and his lawyers, and we'll keep it at that.

THE COURT: Let me hear from Mr. Trump.

Is there some way we can work this out or something
that I can do with an order that will help this or what?

MR. TRUMP: I don't believe so, Your Honor, because

Tracy L. Westfall OCR-USDC/EDVA
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you've already articulated the reason why is that anything done
by Mr. Levison in terms of writing code or whatever, we have to
trust Mr. Levison that we have gotten the information that we
were entitled to get since June 28th. He's had every
opportunity to propose solutions to come up with ways to address
his concerns and he simply hasn't.

We can assure the Court that the way that this would
operate, while the metadata stream would be captured by a
device, the device does not download, does not store, no one
looks at it. It filters everything, and at the back end of the
filter, we get what we're required to get under the order.

So there's no agents looking through the 400,000 other
bits of information, customers, whatever. No one looks at that,
no one stores it, no one has access to it. All we're going to
look at and all we're going to keep is what is called for under
the pen register order, and that's all we're asking this Court
to do.

THE COURT: All right., Well, I think that's
reasonable., So what is this before me for this morning other
than this motion to quash and unseal which I've ruled on?

MR. TRUMP: The only thing is to order the production
of the encryption keys, which just --

THE COURT: Hasn't that already been done? There's a
subpoena for that.

MR. TRUMP: There's a search warrant for it, the motion

Tracy L. Westfall OCCR-USDC/EDVA
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1 || to quash.

2 THE COURT: Search warrant.
3 MR. TRUMP: Excuse me?
4 THE COURT: I said subpoena, but I meant search

5 || warrant.
6 MR. TRUMP: We issued both, Your Honor, but Your Honor
7 || authorized the seizure of that information. And we would ask
8 || the Court to enforce that by directing Mr. Levison to turn over
9 || the encryption keys.
10 If counsel represents that that will occur, we can not
11 || waste any more of the Court's time. If he represents that
12 || Mr. Levison will not turn over the encryption keys, then we have
13 || to discuss what remedial action this Court can take to require
14 || compliance with that order.
15 THE COURT: Well, I will order the production of
16 || those -- of those keys.
17 Is that simply Mr. Levison or is that the corporation
18 || as well?
19 MR. TRUMP: That's one and the same, Your Honor.
20 Just so the record is clear. We understand from
21 || Mr. Levison that the encryption keys were purchased
22 || commercially. They're not somehow custom crafted by
23 || Mr. Levison. He buys them from a vendor and then they're
24 || installed.

25 THE COURT: Well, I will order that. If you will

Tracy L. Westfall OCR-USDC/EDVA
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present an order to me, I'll enter it later on.

MR. TRUMP: Thank you.

MR. BINNALL: Thank you, Your Honor.

As far as time frame goes, my client did ask me if the
Court did order this if the Court could give him approximately
five days in order to actually physically get the encryption
keys here. And so it will be -- or just some sort of reasonable
time frame to get the encryption keys here and in the
government's hands. He did ask me to ask exactly the manner
that those are to be turned over.

MR. TRUMP: Your Honor, we understand that this can be
done almost instantaneously, as soon as Mr. Levison makes
contact with an agent in Dallas, and we would ask that he be
given 24 hours or less to comply. This has been going on for a
month.

THE COURT: Yeah, I don't think 24 -- 24 hours would be
reasonable. Doesn't have to do it in the next few minutes, but
I would think something like this, it's not anything he has to
amass or get together. It's just a matter of sending something.

So I think 24 hours would be reasonable.

MR. BINNALL: Yes. Thank you, Your Honor.

THE COURT: All right. And you'll present me an order?

MR. TRUMP: We will, Your Honor. Thank you.

THE COURT: All right. Thank you-all, and we'll

adjourn until -- or stand in recess till 3 o’'clock. Well,

Tracy L. Westfall OCR-USDC/EDVA
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recess till 9 o'clock tomorrow morning.

* * *

(Proceedings concluded at 10:25 a.m.)

CERTIFICATION

I certify, this 19th day of August 2013, that the
foregoing is a correct transcript from the record of proceedings

in the above-entitled matter to the best of my ability.

Y/

Tracy Westfall/ RPR( RS CCR

Tracy L. Westfall OCR-USDC/EDVA




Appeal: 13¢5 1:1326W-00522-CMIL A Dgeuieht36-17" File@!02/24/16  Page 1 of 2 PagelD# 651

FILED: August 29,2013

UNITED STATES COURT OF APPEALS

FOR THE FOURTH CIRCUIT
REDACTED
No. 13-4625
(1:13-sw-00522-CMH-1)

In re: UNDER SEAL
UNITED STATES OF AMERICA

Plaintiff - Appellee
V.
UNDER SEAL

Party-in-Interest - Appellant
This case has been opened on appeal.
éiOriginéiting Court ‘United States District Court for the
‘ Eastern District of Virginia at

n .

| Alexandria
}Originating Case Number ‘1:13—sw—00522—CMH-1
iDate notice of appeal filed in
ooriginating court: 08/16/2013
!Appellant (s) Under Seal
| |
[ |
_‘éppellate Case Number 13-4625




Appeal: 13E85@ 1:1326W-00522-CMIH A Doddieitl36-1 7 FFited! 02/24/16  Page 2 of 2 PagelD# 652

Case Manager RJ Warren
804-916-2702

REDACTED



Appeal: 133889 1380 00522-cMH D IENENY 38-18 P RilddPb3/24/16  Page 1 of 2 PagelD# 653

FILED: August 29, 2013

UNITED STATES COURT OF APPEALS
FOR THE FOURTH CIRCUIT

REDACTRy,

No. 13-4625 (L)
(1:13-sw-00522-CMH-1)
(1:13-dm-00022-CMH-1)

In re: UNDER SEAL

UNITED STATES OF AMERICA
Plaintiff - Appellee

V.

UNDER SEAL

Party-in-Interest - Appellant

No. 13-4626
(1:13-dm-00022-CMH-1)
(1:13-sw-00522-CMH-1)

In re: GRAND JURY PROCEEDINGS

UNITED STATES OF AMERICA

Plaintiff - Appellee



Appeal: 13cas@51:13MwW-00522-CNiHe (DBEUMEH! B6-18P File#02/24/16  Page 2 of 2 PagelD# 654

V.

RED4
UNDER SEAL CTED

Party-in-Interest - Appellant

ORDER

The court consolidates Case No. 13-4625 and Case No. 13-4626. Entry of
appearance forms and disclosure statements filed by counsel and parties to the lead
case are deemed filed in the secondary case.

For the Court--By Direction

/s/ Patricia S. Connor, Clerk
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IN THE UNITED STATES DISTRICT COURT SEp 2 0 20'3
EASTERN DISTRICT OF VIRGINIA b

ALEXANDRIA DIVISION

CLERX, U.S. DISTRICT CD
ALEXAKDRIA, \’IRGIIIIAURT

IN THE MATTER OF THE NO. 1:13 EC 297
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE RE
DEVICE ON AN ELECTRONIC MAIL DACTEp
ACCOUNT
IN THE MATTER OF THE SEARCH NO. 1:13 SW 522
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA NO. 13-1

EX PARTE AND UNDER SEAL

MOTION OF THE UNITED STATES TO UNSEAL CERTAIN DOCUMENTS
RELATED TO LITIGATION WITH LAVABIT, LLC, AND SEALED STATEMENT OF
REASONS THAT OTHER INFORMATION SHOULD REMAIN UNDER SEAL

The United States, by and through its undersigned attorneys, hereby requests that the
Court partially unseal certain pleadings and orders that were filed in the above-captioned matiers.
The government originally requested the Court seal these documents because their public release
would damage an ongoing criminal investigation. Since that time, Lavabit, LLC, and its
proprietor, Ladar Levison, shut down its e-mail service. In addition, Mr. Levison made
numerous public statements that his decision to shut down was in response (o government
attempts to obtain data related to a user or users of his service (a statement which, as discussed
further below, Lavabit had previously represented it was prohibited from making due to the

Court’s sealing orders). The shutdown, and the attendant publicity generated by Mr. Levison




~ Case 1:13-sw-00522-CMH Document 36-19 Filed 02/24/16 Page 2 of 17 PagelD# 656
REDACTED

and his counsel’s numerous media appearances, ended the government’s ability to obtain
evidence from any e-mail account hosted by Lavabit, LLC and alerted the target of the
government’s ongoing investigative actions. Thus, a substantial amount of the damage the
government cited in its earlier sealing requests has been done. As such, the government hereby
requests the Court partially unseal certain pleadings, as explained in more detail below.
BACKGROUND

The United States is conducting ﬁ criminal investigation of- for

violations of numerous criminal statutes. On _, a criminal complaint was filing

charging - with violations of 18 U.S.C. _ _remains a

fugitive. As part of the investigation, the United States discovered a number of e-mail accounts

believed to be used by 1that were hosted at the domain lavabit.com. That domain

belongs to Lavabit, LLC, which, prior to August 8, 2013, offered e-mail services to the general

public.

As part of the investigation into the United States began to investigate the e-

mail accounts believed to belong to him that were provided by Lavabit. On June 8,2013,a
grand jury subpoena was issued to Lavabit requesting billing and subscriber information for one
Lavabit e-mail account [ . L2vabit provided the information requested
in the subpoena, via e-mail, on June 8. On June 10, 2013, the United States obtained an order
pursuant to 18 U.S.C. § 2703(d) directing Lavabit to provide, within ten days, additional records
and information about the same Lavabit e-mail account. The Application and Order were sealed,
and Mr. Levison was directed not to disclose the Order to any other person other than his

attorney. Mr. Levison received the Order on June 11, 2013. He responded, by mail, on June 27,
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2013. Mr. Levison provided very little of the information sought by the June 10, 2013 Order.
For example, Mr. Levison provided no transactional records for the account.

On June 28, 2013, the United States obtained a pen register/trap and trace order for this
Lavabit e-mail account (Dkt. No. 1:13 EC 297). The pen register application and Order were
sealed. That same day, agents of the Federal Bureau of Investigation met with Mr. Levison to
discuss the grand jury subpoena, the June 27, 2013 § 2703(d) Order, and pen register Order. Mr.
Levison told the agents he would not comply with the pen register order and that he wanted to
speak with an attorney. Later that same day, the United States obtained an Order frc;m
Magistrate Judge Theresa C. Buchanan directing Lavabit to comply with the pen register Order
forthwith. Lavabit still did not comply with the pen register order.

On July 9, 2013, the United States requested that this Court enter an Order to Show
Cause why Lavabit and Mr. Levison should not be held in contempt for failing to comply with
the pen register order. A hearing on the United States motion was held on July 16, 2013.

On July 11, 2013, the United States issued a grand jury subpoena requiring Mr. Levison
to appear before the grand jury on July 16, 2013. Mr. Levison was directed to bring copies of
Lavabit’s encryption keys, and any other information necessary to accomplish the installation
and use of a pen register/trap and trace device pursuant to the June 28, 2013 pen register Order.

On July 16, 2013, prior to the hearing on the United States’ request for an Order to Show
Cause, this Court authorized a search warrant, issued pursuant to 18 U.S.C. § 2703, commanding
Lavabit to produce any information necessary t0 decrypt communications sent to and from the
Lavabit e-mail account lisfed in the pen register Order (Dkt. No. 1:13 SW 522). The search

warrant, application, and affidavit in support were sealed, and Lavabit was ordered not to

disclose the search warrant.
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At the July 16, 2013, hearing, Mr. Levison appeared pro se. Mr. Levison agreed to allow
the United States to install a pen register/trap and trace device on his system. He did not provide
any decryption assistance, nor did he provide copies of Lavabit’s encryption keys. The United
States withdrew the grand jury subpoena and Mr. Levison did not appear before the grand jury.
After the hearing, this Court placed the grand jury subpoena that Mr. Levison had received under
seal.

On July 25, 2013, Lavabit and Mr. Levison, through counsel, moved to quash the
withdrawn subpoena and search warrant 1:13 SW 522. He also moved to unseal four categories
of documents, which Mr. Levison described as “records concerning the United States
government’s attempt to obtain certain encryption keys™: (1) all orders and documents filed in
this matter' before the Court’s issuance of the July 16, 201 3 Sealing Order; (2) all orders and
documents filed in this matter after the issuance of the July 16, 2013 Sealing Order; (3) all grand
jury subpoenas and search and seizure warrants issued before or after issuance of the Sealing
Order; and (4) all dqcuments filed in connection with such orders or requests for such orders. As
a basis for unsealing, Mr. Levison argued that the sealing order “unjﬁstly restrained [him] from
contacting Lavabit subscribers who could be subjected to government su&eillmce. v ol Mot
for Unsealing of Sealed Court Records and Removal of Non-Disclosure Order and Mem. of Law
in Supp. of Mot. 1-2, 5 (“Lavabit Mot. to Unseal”).

On August 1, 2013, this Court held a hearing on Lavabit’s motions. The motions were -

denied by written Order. The Court also ordered Mr. Levison and Lavabit to provide Lavabit’s

! Mr. Levison’s pleading did not define the “matter” at issue. However, the document was filed

with a caption that included docket numbers 1:13 EC 297, 1:13 SW 522, and Grand Jury No. 13-
¥

4
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encryption keys and any other information necessary to accomplish the use of the pen
register/trap and trace device to the government no later than 5 p.m. on August 2, 2013.

Mr. Levison did not provide the keys in a usable format by the Court’s deadline. On
August 5, 2013, the United States moved for sanctions against Mr. Levison and Lavabit. That
same day, the Court ordered that if Lavabit and Mr. Levison did not comply with the Court’s
directive by noon on August 5, 2013, the Court would impose a fine of $5,000 each day until
Lavabit complied.

On August 7, Mr. Levison provided a usable version of Lavabit’s encryption keys to the
United States. On August 8, 2013, Mr. Levisoh ceased operating Lavabit, LLC. He posted a
message to the website “lavabit.com” which stated, in part: “I have been forced to make a
difficult decision: to become complicit in crimes against the American people or walk away from
nearly ten years of hard work by shutting down Lavabit. After significant soul searching, [ have
decided to suspend operations.” Mr. Levison’s statement on the website concluded with a
request for donations.

Mr. Levison’s decision to shut down Lavabit drew significant media attention, and Mr.
Levison and his attomey subsequently gave numerous media interviews relating to his decision.
A list of some of those interviews is attached to this pleading as Exhibit 24. Within a day of Mr.

Levison’s public announcement, The Guardian published a statement, purported to be from

lauding Lavabit’s decision. [

2 Mr. Levison had provided an illegible, printed version of the encryption keys, which was
useless.
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On August 15, 2013, Lavabit filed two notices of appeal. Bothnotices of appeal

indicated that Lavabit and Mr. Levison would appeal the Court’s August 1 and August 5 Orders.

One notice of appeal was captioned with docket numbers 1:13 EC 297 and 1:13 SW 522. The

other notice of appeal was captioned with Grand Jury No. 13-1. The Fourth Circuit has

consolidated the appeals.

At present, the United States seeks to partially unseal the following documents:

Document Case Number Exhibit No.
STIFECEIA

Pen Register Order LIZEC 291 )

Motion for Entry of an Orderto 1 AFEE 297 s

Compel = : B ; Fip s R

Order Compelling Complmnu, i3 EC 297 4

Forthwith

Motion of the Umted Status for :

an Order1o. Shiow Cause -

Order to Show Cause 1313 EC 297 “6 A
Summons - i IIECR9T A e v e,
Grand Jury Subpoena dated July ~ 13-1: 13 GJ 2527; 13-2451 8
11,2013

Search Warant: ~ ~ L3SW2

Ordcf to. .S‘ca.l

1113 SW 522 v 8

[8USC §27050) Order ~

1 3 SW 522 7

USA Supplement to Motion for __ 1:13 EC 207 ' 19
Order to Show Cause
Hearing Transcript. -




. Case 1:13-sw-00522-CMH Document 36-19 Filed 02/24/16 Page 7 of 17 PagelD# 661
DACTED

Order Denying Motion to Unseal  1:13 EC 297 14

Court Records and Removal of
Non-Disclosure Order and
Memorandum of Law in Support
of Motion

Redacted versions of each document are attached to this pleading as exhibits 1-23.
ARGUMENT
Lavabit no longer provides e-mail services to the target of the government’s
invesﬁgation. Moreover, Lavabit has notified the target of the government’s investigation
regarding the government’s interest in the target’s Lavabit accounts. Lavabit’s failure to provide
e-mail service means that the target’s Lavabit e-mail accounts are no longer viéble sources of

information or evidence in the government’s investigation. Lavabit’s notification of the user

7
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means that the damage from user notification, such as the destruction of electronic evidence by
the target, has likely albready occurred. Thus, some of the reasons for sealing certain sealed
pleadings no longer apply. The United States therefore requests that certain documents be

partially unsealed.

However, the criminal investigation into—
—remains ongoing, and Lavabit’s violations of the sealing order have not
entirely eliminated the reasons for sealing documents that are at issue in this matter. The
justiﬁcations for sealing outlined in the government’s original motion still apply to certain
categories of information, and such information should remain sealed. The United States hereby'
reasserts (and incorporates by reference) those justifications as to the following categories of
information:

1) Investigative Facts. Including Applications for Legal Process and Affidavits in Support

of Those Applications. The above-captioned matters, which relate to a pen register, search

warrant, and grand jury subpoena, include pleadings outlining the government’s ongoing

e e A S NP e S i S R T
criminal investigation into —‘ Though the

target of the investigation has been charged with certain offenses, the government’s investigation

into his criminal conduct is ongoing.. The government continues to investigate the scope of
-unlawful activity, as well as whether he conspired with others. As such, the
documents in this category, which contain recitations of the basis for obtaining the orders sought
and their relevance to the investigation, contain “sensitive nonpublic facts,” the disclosure of
which could damage the ongoing investigation.: This is sufficient justification for sealing. See /n
re Application of the United States of America for an Order Pursuant to 18 U.S.C. Section

2703(d), 707 F.3d 283, 293-94 (4th Cir. 2013); see also ACLU v. Holder, 673 F.3d 245, 253 (4th
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Cir. 2011) (noting government has compelling interest in protecting the integrity of ongoing
investigations).

The United States has also redacted the specific accounts targeted by the government.
Though these accounts, due to Mr. Levison’s actions, are no longer operational, knowledge of
the specific accounts known to the government could alert the target as to what information the
government has, or does not have, about his activities. This could allow him to alter or destroy
electronic evidence stored in other places. Such action would damage the investigation and thus
this information should remain sealed. See In re Application, 707 F.3d at 293-94.

2) The Identities of Law Enforcement Personnel Involved in the Ongoing Investigation.

The United States has redacted the identities of court and law enforcement personnel. Law

enforcement personnel are redacted because, in other investigations‘

jndividuals who did not support the investigation attempted to harass

individuals working on the case by publishing their home addres&s\work telephone numbers,
and work e-mail addresses, and cncoﬁraged others to directly contact them. Some individuals
also researched court personnel and placed personal information about such personnel on the
internet. As such, this information has been redacted to minimize disruption to the investigation
and to the operation of the courts. This is a valid justification for sealing. See, e.g., United
States v. Ramey, 791 F.2d 317, 318-20 (4th Cir. 1986) (noting that a case may be sealed for
legitimate prosecutorial needs and that protection of witness identities is a valid justification for
sealing an indictment).

3) Information Required to be Sealed by Law. Some information contained in the
records should be sealed by operation of law. For instance, some of the facts contained in

various applications is derived from the returns of grand jury subpoenas, which should be sealed
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pursuant to Federal Rule of Criminal Procedure 6(e). Other documents contain the address of
Mr. Levison’s personal residence, which is where his business is headquartered. This is personal
information which must be redacted pursuant to the E-Government Act of 2002. See E.D. Va.
Local R. 49.

One document specifically bears mention in this category: the grand jury subpoena
issued to Mr. Levison. This subpoena was iséued to Mr. Levison but later withdrawn after the
government obtained a search warrant for the same information. Mr. Levison never appeared
before the grand jury, and the government’s interest in the information sought by the subpoena
will be revealed by the unsealing of the government’s search warrant. Thus, the government
does not believe that the grand jury subpoena needs to remain sealed at this time. To the extent
the court believes the release of the subpoena would disclose a “matter before the grand jury,”

the government seeks permission from the Court to disclose the subpoena as part of the record, if

necessary, in the Court of Appeals.

10
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For the foregoing reasons, the United States requests that the Court sign the proposed
order (Exhibit 25) partially unsealing the documents described in this motion, and authorize the
release of the redacted versions attached to this pleading as Exhibits 1-23. A redacted version of

the proposed order suitable for public release is attached as Exhibit 26.

Respectfully submitted,

Andrew Peterson

Assistant United States Attorney
United States Attorney’s Office
Eastern District of Virginia
Alexandria, VA 22314
703-299-3700 -
Andy.peterson@usdoj.gov

11
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EXHIBIT 1
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FOR THE EASTERN DISTRICT OF VIRGINIA & !
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IN RE APPLICATION OF THE
UNITED STATES OF AMERICA FOR

)
)
) MISC.NO. LI3EC as4v
AN ORDER PURSUANT TO )
£
)

RE) 4 CTED

18 U.S.C. § 2703(d)
Filed Under Seal

The United States has submitted an application pursuant to 18 U.S.C. § 2703(d),
requesting that the Court issue an Order requiring Lavabit LLC, an electronic communications
service prdvidcr and/or a remate computing service located in Dallas, TX, to disclose the records
and other information described in Attachment A to this Order.

The Court finds that the United States has offered specific and articulable facts showing
that there are reasonable grounds to believe that the records or other information sought are
relevant and material to an ongoing criminal investigation.

The Court determings that there is reason to belicve that notification of the existence of
this Order will seriously jeopardize the ongoing investigation, including by giving targets an
opportunity to flee or continue flight from prosccution, destroy or tamper with evidence, change
palterns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3), (3).

IT IS THEREFORE ORDERED, pursuant to 18 U.S.C. § 2703(d), that Lavabit LLC
shall, within ten days of the date of this Order, disclose to the United States the records and other
information described in Attachment A to this Order.

IT IS FURTHER ORDERED that Lavabit LLC shall not disclose the existence of the
application of the United States, or the existence of this Order of the Court, to the subscﬁbers of

the account(s) listed in Attachment A, or to any other person, unless and until otherwise



Case 1:13-sw- c :
3-sw-00522-CMH Document 36-19 Filed 02/24/16 Page 14 of 17 PagelD# 668
Document 11-1 Filed 09/20/13 Page 3 of 5 PagelD# 52

Case 1:13-ec-00297-TCB *SEALED*

authorized to do so by the Court, except that Lavabit LLC may disclose this Order to an altomey
for Lavabit LLC for the purpose of receiving legal advice.

IT IS FURTHER ORDERED that the application and this Order are sealed until

otherwise ordered by the Court.
S
John F. Anderson

Uniled States Magistrale Judge

Quae 10,2613

Date

A TRUE COPY, TESTE:

W T L et e et
LA RK L G iR i
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ATTACHMENT A

¥ The Account(s)

The Order applies to certain records and inform
account(s):

11 Records and Other Information to Be Disclosed
Lavabit LLC is required t
the United States for each
for the time period from incepti

account or identifier liste
on to the present.

ing information about the customcers

ed 09/20/13 Page 4 of5 PagelD# 53

REDACTED

ation associated with the following email

o disclose the following records and other information, if available. 10
d in Part T of this Attachment (“Account™),

subscribers of the Account:

idential addresses, business
and the temporarily assigned
“P™) addresses) associated

d types of service utilized;
MAC addresses);

dentities (including the registration Internel

service (including any credit card

A. The follow or
i. Names (including subseriber names, user names, and screen names);
= Addresses (including mailing addresses, res
addresses, and e-mail addresses);
s Local and long distance telephone connection records;
4 Records of session times and durations,
network addresses (such as Internet Protocol (¢
with those sessions;
S. Length of service (including start date) an
6. Telephone or instrument numbers (including
o Other subscriber numbers or i
protocol (1P™) address); and
8. Vieans and source of payment for such
or bank account number) and billing records.
B. All records and other information (not includin

relating to the Account, including:

1. Records of user activity for each connect
including log files; messaging logs; the d
connections; data fransfer volume; user
Internet Protocol addresses;

% Information about each communication

including the date and time of'the

g the contents of communications)

ion made to or from the Account,
ate, time, length. and method of
names; and source and destination

sent or received by the Account,

communication, the method of

communication, and the source and destination of the communication

(such as source and destination emai
telephone numbers).

| addresses, 1P addresses, and
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC BUSINESS RECORDS
RULFE, OF EVIDENCE 902(11)

PURSUANT TO FEDERAL

%  attest, under penalties of perjury under the

he United States of America pursuant to 28 U.S.C. § 1746, thal the information

laws of 1
1 am employed by Lavabit LLC, and my official

contained in this declaration is true and correct.

__.Tamacustodian of records for Lavabit LLC. [ state

T

Mileae

record or a true duplicate of the original -

that each of the records attached hereto is the original

record in the custody of Lavabit LLC, and that T am the custodian of the attached records

consisting of (pagcs/CDs/kilobytes). | further state that:
all records attached to this certificalec were made at or near the time of the

a.

by, or from information transmitted by, a person with

occurrence of the matter set forth,

knowledge of those matiers;
b. such records were kept in the ordinary course of regularly conducted business

activity of Lavabit LLC; and

& such records were made by Lavabit LLC as a regular practice.
further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

Signature
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N THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division
[N THE MATTER OF THE APPLICATION

OF THE UNITED STATES OF AMERICA

REDA
C
% TED
FOR AN ORDER AUTHORIZING THE % (Under Seal)
)
)
R

INSTALLATION AND USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE 1:13 ECdT
ON AN ELECTRONIC MAIL ACCOUNT

ORDE

This matter having come before the Court pursuant (0 an Applicaticn under 18 USC.
§ 3122, by _ Assisiant United States Attorney, an attorney for the Government
as defined by Fed. R, Crim. P. 1(b}(1), requesting an Order under 18 U.S.C. § 3123, authorizing
the installation and us¢ of a pen register and the use of a trap and trace device or process
(*pen/trap device™) on all glectronic: communications being sent from or sent (o the account
associated with—thm is registered 1o subscriber _at
Lavabit, LLC (hercinafier referred to as the «SUBJECT ELECTRONIC MAILL ACCOUNT™).
The Court finds that the applicant has certified that the information likely to be obtained by such
installation and use is relevant to an ongoing criminal investigation into possible violation(s) of

IT APPEARIMNG that the information likely to be obtained by the pen/trap device is

celevant to an ongoing criminal investigation of the specified offense;

IT IS ORDERED, pursuant t0 18 U.S.C. § 3123, thata pen/trap device may be installed
and used by Lavabit and the Federal Burcau of Investigation 1o capture all non-content dialing,
routing, addressing, and signaling information (as described and limited in the Application), sent
from or sent to the SUBJECT L ECTRONIC MAIL ACCOUNT, to record the dats and time of
the initiation and receipt of such transmissions, to record the duration of the transmissions, and to

record user log-in daia (date, time, éuration, and Internet Protocol address of all log-ins) on the
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REDACTED
SUBJECT ELECTRONIC MAIL ACCOUNT, all for a period of sixty (60) days from the date of
such Order or the date the monitoring equipment becomes operational, whichever occurs later;

[T 1S FURTHER ORDERED, pursuant {0 18 U.S.C. § 3123(b)(2), that Lavabit shall
furnish agents from the Federal Burcau of Investigation, forthwith, all information, facilitics, and
iechnical assistance necessary 10 accomplish the installation and use of the pen/trap device
unobtrusively and with minimum interference to the services that are accorded persons with
respect to whom the installation and use is o take place;

IT IS FURTHER ORDERED that the United States take reasonable steps to ensureé that
the monitoring equipment is not used to capture any sSubject:” portion of an electronic mail
message, which could possibly contain content;

{T 1S FURTHER ORDERED that Lavabit shall be compensated by the Federal Bureau of
Investigation for reasonable expenses incurred in providing technical assistance;

IT 1S FURTHER ORDERED that, in the event that the implementing investigative
agency seeks (0 install and use its own pen/trap device on & packct~switchcd data network of a
public provider, the United States shall ensure that a record is maintained which will identify: (2)
any officer(s) who installed the device and any officer(s) who accessed the devicé to oblain
information from the network; (b) the date and time the device was installed, the date and time
the device was uninétalled, and the date, time, and duration of cach time the device is accessed to
obtain information; (¢) the configuration of the device at the time of its installation and any
subsequent modification thereof; and (d) any information which has been collected by the device.
To the extent that the per/trap device can be set 10 automatically record this information
electronically, the record shall be maintained eleotronically throughout the installation and use of
the pen/trap device. pursuant to 18 U.S.C. § 3123(a)(3)(B), as amended, such record(s) shall be
provided ex_parte and under seal to this Court within 30 days of the termination of this Order,
including any extensions thereof!

IT IS FURTHER ORDERED, pursuant 10 18 US.C. § 3123(d), that this Order and the

Application be sealed until otherwise ordered by the Court, and that copies of such QOrder may be

2
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furnished to the Federal Bureau of [nvestigation, the United States Attorney's Office, and

Lavabit;
IT 1S FURTHER ORDERED that Lavabit shall not disclose the existence of the pen/trap

device, or the existence of the investigation to any person, except as necessary to effectuate this

Order, unless or until otherwise orcered by the Court.

SO ORDERED:
“Buchanan
) éresa Carroll Buc an
| U _United States Magistrat® Judge

“Ton. Theresa C. Buchanan
United States Magistrate Judge

{ \.' :
Dmczkﬂx\g‘ﬁ 5.
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FASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AM ERICA )
FOR AN ORDER AUTHORIZING THE )
INSTALLATION AND USE OF A PEN fie)
)
)

(Under Scal)

REGISTER/TRAP AND TR ACE DEVICE
(ON AN ELECTRONIC MAIL ACCOUNT

113 BC 297

MOTION FOR ENTRY OF AN ORDER TQ COMPEL

The United States, by and through its undersigned counsel, hereby requests the Court
enter an Order directing Lavabit, LLC, to comply with the Court’s June 28, 2013 Pen
Register/Trap and Trace Order. In support of the motion the United States declares as follows:

1. On June 28.2013, at approximately 4 p.m., this Court entered an Order pursuant
10 18US.C. §3123 authorizing the installation and use of a pen register and the usc of a trap and
aee deviee (Cpen/trap device™) on all electronic communications being sent from or sent 10 the
clectronic mail account _ That c-mail account is controlled by 1.,;1\:;1bi1?
e 8

. In its Order, the Court found that the information (0 be collected by the pen/trap
device would be relevant to an ongoing criminal investigation. In addition, the Court ordered
| avabit “shail furnish agents from the Federal Bureau of Investigation. forthwith. all
information, facilities, and technical assistance neeessary to accomplish the installaton and use
of the pen/trap device.”

% 38 The Federal Bureau of Investigation served a copy of the Order on Lavabit thet
same aflernoon. A representative of Lavabit stuted that it could not provide the requested

information because the user of the account had cnabled Lavabit’s eneryption services, and thus
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REDACTEY,

Lavabit would not provide the requested information. The representative of Lavabit indicated

that Lavabit had the technical capability 10 decrypt the information but that Lavabit did not want
1o “defeat [its| own system.”

4, { he representalive of Lavabit did not 'comply with the Order, and indicated he
first wanted 1o seek legal advice.
3. The Pen Register and Trap and ‘Trace Act gives this Court (he authority o order a
provider (o assist the government in the execution of a lawtul pen reister or trap and trace order,
including by providing information. Scction 3122 of Title 18, United States Code, provides in
part: “AnD order issued under this section=- ... ghall direct, upon the request of the applicant, the
furnishing of information, facilities, and technical assistance pecessary 1o accomplish the
installation of the pen register ot (rap and trace device under section 3124 of this title” Scction
3124a) pravides, "Updn the request of an attomey for the Govemment ot an officer of a law
cnforecment ageney authorized to install and usc a pen regisier under this chapter. @ provider of
wire or electronic communication service. .. shall furnish suéh investigative or law enforcement

officer forthwith all information, facilities, and (cchnical assistance necessary to accomplish the

installation of the pen register anohtrusively and with a minimum of interference. .. if such
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Case 1:13-ec—00297-TCB *SEALED* Document

assistance 18 dirceted by a court arder as provided in section 3123(b (2) of this title.” Section
v '

3124(b) contains & similar provision goveming trap and trace orders.
Wheretore, the United States requests an Order dirccting Lavabitto comply forthwith

with the Court's June 28, 2013 Order.

T'{cxpccn’ully submitted,
NEIL H. MACBRIDE
Unifed States Attorney

By:

Assistant United States Atlorney
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA L ALEn

Alexandria Division

(N THE MATTER OF ‘THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING THE (Under Seal)
REGISTER/TRAP AND TRACE DEVICE 144 EC 297

)

)

)

INSTALLATION AND USE OF A PEN )
)

)

ON AN ELECTRONIC MAIL ACCOUNT

ORDER COMPELLING COMPLIANCE FORTHWITH

QRDER COMPELLING COMEAASRS==

WHEREAS, on Junc 28,2013, at approximalcly 4:00 p.m., this Court entered an Order
pursuant {0 18US.C.§3123 authorizing the installation and use of a pen register and the use of
a trap and trace device (“pen/trap device™yon all electronic communications being sent from or
sent to the electronic mail acceum‘_ which is an ¢-mail account
controlled by Lavabit, LLC (“Lavabit"); and

WHEREAS, this Court found that the information obtained by the pen/trap device would
be relegvant 10 an ongoing griminal investigation and

WHEREAS, the Court's Order directed that Lavabit “shall fumnish agents {rom the
Federal Bureau of lnvestigation, forthwith, all information, facilities, and technical assistance
necessary 10 accomplish the installation and use of the pen/trap device;" and

WHEREAS, Lavabit informed the Federal Rureau of [nvestigation that the usér of the

account had enabled Lavabit's encryption services and thus the pen/trap device would not collect
the relevant information; and
WHEREAS, Lavabit 'mforméd the FBI that it had the technological capability 10 obtain

the information but did not want to “defeat [its] own system;”
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IT IS HEREBY ORDERED that Lavabit LLC is dirccted to comply forthwith with the
Court's June 28, 2013 Order, and provide the Federal Bureau of Invest gation with unencrypted
data pursuant to the Order. To the extent any information, facilities, or technical assistance are
under the control of Lavabit are needed to provide the FBI with the unencrypted data, Lavabit
shall provide such information, facilities, or technical assistance forthwith.

Failure to comply with this Order shall subject Lavabit to any penalty within the power of
the Courty Tk Jud-u'\ e ‘Ou sral w §2~ criramno-d MW{ .

SO ORDERED. |, /,__yj | 2

A..-."‘ nuss-Gmtes Mag :ln | .
Hon. Theresa C. Buchanan™ =",
United States Magistrate Judge ™
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE ) FILED UNDER SEAL i
APPLICATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER )
AUTHORIZING THE USE OF A PEN )
)
)

No. 1:13EC297
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT
MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE
The United States, through the undersignea counsel, pursuant to Title 18, United States
Code, Section 401, hereby moves for the issuance of an order directing Ladar Levison, the owner
and operator of Lavabit LLC, an elestronic communications service provider, (o show cause why
{avabit LLC has failed to comply with the orders entered June 28,2013, in this matter and, as a
result, why this Court should not hold Mr. Levison and Lavabit LLC in contempt for its
disobedience and resistence 10 these lawful orders. The United States further requests that the
Court convene a hearing on this motion on July 16, 2013, at 10:00 a.m., and issuc a sumimons
directing Mr. Levison to appear before this Court on that date. In support of this motion, the

United States represents: 2

1. The United States is conducting a criminal investigation of —
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REDACTRy,

On June 10,2013, the United States obtained

an order pursnant 1o 18 U.S.C. §2703(d) directing Lavabit LLC to provide, within ten days,

additional records and information about_cmail account. Mr. Levison received that
order on June 11,2013, Mr. Levison responded by mail, which was not received by the

government until June 27, 2013, Mz, Levison provided very little of the information sought by

ihe June 10, 2013 order.

5 On June 28, 2013, the United States obtained a pen registet/trap and trace order on
-3mai\ account, a copy of which is attached together with the application for that
order.
4, On June 28, 2013, FBI special agents met Mr. Levison at his residence in Dallas,

Texas, and discussed the prior grand: jury subpoena served on Lavabit LLC and the pen e gister
order entered that day. Mr. Levison did not have a copy of the order when he spoke with the
agents, but he received a copy from the FBI within a few minutes of their conversation. Mr.
Levison told the agents that he would not comply with the pen register order and wanted to speak
lo an attorney. Tt was unclear whether Mf. Levison would not comply with the order because it
was technically niot feasible or difficult or because it was not consistent with his business practice

of providing secure, encrypted email service for nis customers.
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e On June 28, 2013, after this conversation with Mr. Levison, the United States
obtained an Order Compelling Compliance Forthwith, which directed Lavabit to comply with the
pen register order. Copies of that motion and order are attached.

B Since June 28, 2013, the FBI has made numerous attempts, without success, 10
speak and meet divectly with Mr. Levison to discuss the pen regisrtcr order and his failure to
provide “all information, facilities, and technical assistance necessary 10 accomplish the
installation and usc of the pen/trap device™ as required by that order. As of this date, Lavabit
LLC has not complied with the ordar.

e The United States requests that the Court enter the attached proposed order
directing Mr, Levison to show cause why Lavabit LLC has failed to comply with the pen register
order and why, therefore, he should not be held in contempt, The United States requests that this
show cause hearing be scheduled for July 16, 2013, at 10:00 a.m,, and that a summons be issued
directing Mr. Levison to appear before this Court on that date.

8. The June 10, 2013 Section 2703(d) Order and the June 28, 2013 pen register order
remain under seal. In addition, these orders provide that Lavabit LLC shall not disclose the
existence of the governemnt’s appl;cations and the orders to the subscribe:_or to any
other persons unless otherwise authorized to do so by court order, except that Lavabit LLC may
disclose the orders to an attorney fer the purpose of obtaining legal advice regarding these orders.

The United States requests that these documents remain under seal, that the non-disclosure
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provisions of the orders remain in effect, and that this motion and order and any subsequent

pleadings and/or proceedings regarding this motion also be sealed.

Respectfully submitted,

Neil H. MacBride
Unifed States Attomey

Justin W. Williams U.S, Attorney’s Building
2100 Jamieson Avenue

Alexandria, Virginia 22314

Phone: 703-299-3700
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PROPOSED
ORDER TO SHOW CAUSE
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REDA
IN THE UNITED STATES DISTRICT COURT FOR THE CTED

EASTERN DISTRICT OF VIRGINIA
Alexandria Division
IN THE MATTER OF THE ) UNDER SEAL
APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER

) No, 1:13EC297
AUTHORIZING THE USE OF A PEN )
)
)

REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT
ORDER TO SHOW CAUSE

Upon motion of the United $tates pursuant to Title 18, United States Code, Scction 401,
good cause having been shown, IT IS HEREBY ORDERED:

1% Ladar Levison, the o'aner and operator of Lavabit LLC, an electronic
communications service provider, shall appear before this Court on July 16,2013, at 10:00 am.,
at which time he shall show cause why Lavabit LLC has failed to comply with the orders entered
June 28, 2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence to these lawful orders;

'2. The Clerk's Office shall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 a.m. The Clerk’s Office shall provide the Federal Bureau of Investigation
with a certified copy of the summons for service on Mr. Levison and Lavabit LLC.

8 The Federal Bureau of Investigation shall serve the summons on Mr, Levison
together with a copy of the Motion of the United States for an Order to Show Causc and a
certified copy of this Order 1o Show Cause.

4. The scaling and non-disclosurc provisions of the June 10, 2013 Section 2703(d)

order and the June 28, 2013 pen reg:ster order shall remain in full force and effect. Mr. Levisen
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- REDACT
ED
and Lavabit LLC shall not disclose the existence of these applications, motions, und court orders,
including this Order to Show Cause, to the subscriber or to any other persons unless otherwise
authorized zd do so by court order, except thal Lavabit LLC may disclose the orders to an
attorney for the purpose of obtaining legal advice regarding these orders.
oL This Order, the Motion of the United Srates for an Order to Show Cause, and any
subsequent pleadings and proceedings regarding this matter shall be placed under seal until

further order of this Court.

Entered in Alexandria, Virginia, this day of July, 2013

Claude M. Hilton
United States District Judge
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division G
IN THE MATTER OF THE } UNDER SEAL B~ 9283
APPLICATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297 CLERR, US. DISTAICT COURY
AUTHORIZING THE USE OF A PEN ) MERAROIA, VRS
REGISTER/TRAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

GRDER TO SHOW CAUSE

Upon motion of the United States pursuant to Title 18, United States Code, Section 401,
good cause having béen shown, IT IS HEREBY ORDERED:

418 Ladar Levison, the owner and operator of Lavabit LLC, an electronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m,,
a1 which time he shall show cause why Lavabit LLC has failed to comply with the orders entered
June 28, 2013, in this matier and why this Court shoﬁld not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence to these lawful orders;

2. The Clerk’s Office ¢hall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 a.m. The Clerk's Office shall provide the Federal Bureau of Investigation

_with a certified copy of the summons for service on Mr. Levison and Lavabit LLC.

53 The Federal Bureau of Investigation shall serve the summons on Mr, Levison
together with a copy of the Motion of the United States for an Order to Show Cause and a
certified copy of this Order to Show Cause. :

4. The sealing and non-disclosure provisions of the June 10, 2013 Scction 2703(d)

order and the June 28, 2013 pen register order shall remain in full force and effect. Mr. Levison
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and Lavabit L1.C shall not disclose the existence of these applications, motions, ang court orders,

=

including this Order 10 Show Cause, to the subscriber or to agy other persons unless otherwise

authorized to do so by court order, except that Lavabit LLC may disclose the orders 10 an
attorney for the purpose of obtainirg legal advice regarding these orders.

5. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceediags regurding this matier shall be placed under seal until
further order of this Court.

fﬁ{x'day of July, 2013

Eniered in Alexandriz, Virginia, this _
M. Hilton

Claunde - L
United States District Judge

A TRUE COPY, TESTE:
CLERK, U.S. RISTRICT COLLET
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AQ 51 (Rev, BATUR) Summangin e Criminal Case

UNITED ST4TES DISTRICT COURT
tor the
Eastern Disgricrof Virginda
s ll i P I
United States of America L
V.

5 : Case No. 1:13e¢297
Ladar Levison

R

SUMMONS IN A CRIMINAL CASE

YOU ARE SUMMONED to appear bufore the United States district court at the time, dute, and place set forth
helow 1o answer to one ar more offenses or violations based on the following document filed with the court:

71 Indictment 1 Superseding Indictment 7 Information O SupursudingIn'r'urm:uion ) Complaint
~ Probation Violation Petition [ Supervised Release Violation Petition ©) Violation Notice 2 Order of Count

. | e
Place: 401 Courthouse Square {Courtroom No.: 800- Judge Hilton
Alexandria, VA 22314 !

‘,Datc and Time: 7/16/13 @ 10:00 am

et e ————————————— s b —— i e Sl S S

This offense is briefly deseribed as follows:
)

See Atached Order

......

Daile: 07082013

[esuing afficer’s yignaivre

—Deputy Clertk

Printed name and title

| declare under penaity of pefury that | have:

(7 Executed and returned this spimons 1) Retuened this summons uiexecuied

A TRUE COPY, TESTL:
CLERK, U.S. DISTRICT GOLET

Date:

S

Printed name ond ntle
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AD 112(5rs G1Q9) Subpeena ¢ Tesntly Sefam Cread Jury
United States District Court
for s
Eastern District of Virginia

SUBPOENA TO TESTIFY BEFORE THE GRAND JURY
TO- Ladar Norman Levisun

13-3 ¢ A30ST$77 4 13- 2280

Daltas, TX 75204

vOU ARE COMMANDED 1o appeer and testify befere the nited Stetes district cours 2 the iime, dzte, and
plzce shawn below (o teaily befors the coust’s grend jury, When you arrive, you must remain et the count witil the
judge or a court officer nllows youio lgava.

Sies  UNITED STATES DISTRICT COURT
491 Courthouse Square
Alexundrle, Virginia 22314

etz and Time:  July 16, 2013 o aM

' ou rwst &lsq bring with you the following dosuneals, slectronicdliy stored informetion, of objects
{miznk if net applizanie)

In additioe to your persenal appearsnce, jou arc direeted 1o bring 10 the grand jury the public and private
eneryprion heys used by lavabit.com in any SSL (Sccure Socket Layer) or TLS (Transpors Securlty Luyer]
sessions, including HTTPS sessions with clients using the lavabit.com web site znd encrypted smTe
cummuaicalions (or Internet communicetions using other protocals) with mail servers;

Any vther inforinzion pecessary 1o wecompllsh the installation und use of the pen/trap device ordered by
Judge Buchanzn on June 28, 2013, unobtrusively and with minimum interference to the 1ervices that are
secorded persons with respect to swhom the instatlation and vse is to take place;

[f such information is electronieally stored or wiiable ta be physically transported to the eraud jury, you
may provide o copy ul the information to the Fedurul Burenu of lavestigution. Provision of this nlermation

tg the FBI does nat excuse your personal sppearance,

Dme luly L1 2013 CLERK OF CQUEZ

The name, sderess, email, und icleuhone numbzr ol the United Stafcs sitenicy, or assistant United Siatzs entemey, wha

tequests this sabpesna, o

Office ol the Lalted States Antoiney

Jestin W Wilitami United Stites Atterney's Building
1(0) Jamicson Avenge

Alpvantrin, Vieginia 13314 (T03) 21993700
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AD 110 (Bav. 0109 Subpesrato Tenidy Belors 1 Grand iy {Fage= 1}

PROOF OF SERVICE

4 1 - " e bt s i o .
This subpeana for (name of individual or crganization) ___[:_l..-f,J\ac-f IV 0 e Le2ast s
j wh .

was recelved by me on (date) e My 913

&

o | pergepally served the subpoena nn the individuzl at (place) _
g2 eergonzaily served the T

el §eartr on (date)__Jul W _Zo( “or

) 116t he subocsna 2t e individual's residence or usual place of abode with (name)
; a person of suiisbic age end ¢ tion who resides thers, on
(dala) _ 2nd mailzd a copy to the individual's last knowin address; of

Ml Tt i

i3 | served the subgoena on (name of inidividual) ; W ,vhois
dasignated by law to accept service of process on behali of (name G{fdﬁlgi;r'l,'?.dllml)

on (date

., ar

NI

byl d
01 | retyined the subpcena uneéxecuic bacause ; ol

Other (spaciy):

| deg'ara uncer the penalty of perfury that this nformation is trus.

Dote:__daky (I g 20,7

S T I e 0T LT A

Server's address

Additional information regurding niiempted services, el
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A0 03 (Rev 12/09) Scurch and Seizurs Waran

E j ND‘:‘?‘ SE L}%‘L UNITED STATES DISTRICT COURT

=i

for the
Eastern District of Virginia REDACTED

In the Matter of the Scarch of
(Bricsly duseribe the property to be sagreqvid
or identlfy the person by name and address)

INFORMATION ASSOCIATED WITH

Case No, 1:138W622

— et o St Nt Nt

COMTROLLED BY LAVAEIT, LLC
SEARCH AND SEIZURE WARRANT

To: Any autherized law enforeement officer

An application by a federal law enforcement officer or an attorney for the govemnment requests the search
of the following persen or property located in the MNorthem Districtof Texas o S
(identify the person or describe e property (0 ke searched end give lis location):
See Atachmant A

The person or property 1o be searched, deseribed above, is believed 10 conceal (dentify i persen or describe it
propet !;,t it be if-"-'.'l‘(fj'_

Sae Attachment B

[ find that the affidavit(s), orany recorded testimony, establish probable cause lo scarch and seize the person of
propeny.
YOU ARE COMMANDED to exccute this warrant i of before ) B 4T MlE
(net 1o exceed 14 daysj
) in the daytime 6:00 am. o 10 p.m. o atany time in the day or night as 1 find reasonable cause has been
estinblished.

Unless delayed natice is authorized below, you musl give & copy of the warrant and a receipt for the propeny
taken 1o the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place wherg the property was taken.

The eificer executing this warrant, or an officer present during the axecution of the warrant, must prepare w
inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge
The Honorable Ciaude M, Hilton
(rsme)

= 1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, wili be
searchied or seized feieck the appropriaie box) Ofar Al g days (not to exceed Ja)
Suntil, the facts justifying, the later specific date of

Date and time 1ssucdi;_l_7 b, 1l 2013 ) i
! Claude M. Hilton
City and sinte:  Alaxandria, Virginia _ United States District Judge




Case 1:13-sw-00522-CMH Document 36-21 Filed 02/24/16 Page 9 of 21 PagelD# 700

Case 1:13-ec-00297-TCB *SEALED* Document 11-9 Filed 09/20/13 Page 3 of 6 PagelD# 84

REDACTED

ATTACHMENT A

Property to Be Scarched

i infi ion associated wi that is
‘This warrant applies to informaten associated wu.h_

i ompany that accepts service of legal process at
stored &l premises controlied by Lavabit, LLC, a company that accepts service ol legal |
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ATTACHMENT 1

Particular Things to be Scized

L. [nformation to be disclosed by Lavabit, LLC (the “Provider™)

To the extent that the information described in Attachment A is within the possession,

custody, or contrel of the Pravider, including any emails, records, files, logs, or information that

has been deleted but is still available to the Provider, the Provider is required to disclose the

following information to the government for each aceount or identifier listed in Attachment A

2 All information necessary 0 decrypt communications sent 1o or from the Lavabit

e

e-mail accoum— including encryption keys and SSL keys;
ated with

b. Al information necessary 1o decrypt data stored in or otherwise &ssoci
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(1. [nformation to be geized by the government

All information described above in Scetion [ that constitutes fiuits, contraband, evidence

and instrumentalities of violations of 13 U.S.C, §§— those
violailons i:‘u':ol‘.#ix‘.g—it‘.cluding, for cach account or identificr listed on

Attachment A, information pertaining to the following matters:

All information necessary to decrypt communications sent to or from the Lavabit

d.

¢-mail account — including encryption keys and SSL keys;

b. All information necessary to decrypt data stored in or otherwise associated with

b2
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC
RUSINESS RECORDS PURSUANT TO FEDERAL RULE
OF EVIDENCE 902(11)

I, , attest, under penaltics of perjury under the

Jaws of the United States of America pursuant 10 28 1/.S.C. § 1746, that the information
contained in this declaration is true and correct. 1 am employed by Lavabit, LLC, and my

official title is 1 am a custodian of records for Lavabit,

LLC. | state that each of the records attached hereto is the original record or a rue duplicate of
the eriginal record in the custody of Lavabit, LLC, and that | am the custodian of the atched

records consisting of {pages/CDs/kilobytes). | further state that:

i@ all records attached to this certiticaie were made at or near the time of the
occurrence of the marter set forth, by, or from infonmation (ransmitted by, & person with

knowledge of those matiers;

b. such records were kept in the ordinary course of a regularly conducted business

activity of Lavabit, LLGC; and
c. such records were made by Lavabit, LLC as a regular practice.

{ further state that this certification is intended to satisfy Rule 902(11) of the Feder!

Rules of Evidence.

Date Signature



Case 1:13-sw-00522-CMH Document 36-21 Filed 02/24/16 Page 13 of 21 PagelD# 704

Case 1:13-ec-00297-TCB *SEALED* Document 11-10 Filed 09/20/13 Page 1 of 2 PagelD# 88

EXHIBIT 10



Case 1:13-sw-00522-CMH Document 36-21 Filed 02/24/16 Page 14 of 21 PagelD# 705

Case 1:13-ec-00297-TCB *SEALED* Document 11-10 Filed 09/20/1.3 Page 2 of 2 PagelDi# 89

E ]NDF;} SEAL UNITED STATES DISTRICT COURT
4G xnd W ==

EASTERN DISTRICT OF VIRGINIA
Alexandria Division

e e
CLEry s rsre
fLEee :

- H 1
Fes, =

N THE MATTER OF THE SEARCH OF UNDER SEAL

(Local Rule 49(B)) =l

No. 1:13sw522

THAT IS STORED AT PREMISES
CONTROLLED BY LAVABIT, LLC

e T o e Nt St

ORDERTO SEAL

The UNTTED STATES, pursuznt to Local Rule 49(B) of the Local Criminal Rules for
the United States District Court for the Eastern District of Virginia, having moved to seal the
application for a search warrant, the cearch warrant, the affidavit in support of the search
warrant. the Motion to Seal, and proposed Order in this matter; and

The COURT, having considered the government's submissions, including the facts
presented by the government {0 justify sealing; having found that revealing the material sought
1o be sealed would jeopardize an ongoing criminal investigation; having considered the
available alternatives that are less drastic than sealing, and finding nong would suffice o protect
the government's legitimate interest in concluding the investigation; and having found that this
legitimate government interest ounweighs at this time any interest in the disclosure of the
material; it is hereby

ORDERED, ADJUDGED, and DECREED that, the application for search warrant, the
search warrany, the affidavit in support of the search warrant, Motion to Seal, and this Order be
sealed until further Order by the Court. It is further ordered that law enforcement officers may
serve & copy of the warrant on the occupant of the premises as required by Rule 41 of the IFed.

R. of Crim, Proc,

/sl
Claude M. Hilton
United States District Judge

Date: /__,';\-qu 16, 2013

 afexaddria, Virginie
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UNDER SEAL REEp

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA,

I\ RE: APPLICATION OF THE UNITED | Case No. 1:138Ws22 Il
STATES OF AMERICA FOR AN ORDER | Filed Under Seal i |
PURSUANT TO 18 U.S.C. § 2705(b) S g iU |
e
ORDER e

The United States has submitted an application pursuant to 18 U.S.C. § 2705(b),
requesting that the Court issue an Order commanding Lavabit, an ¢lectronic communications
service provider and/or 4 remote computing service, not to notify any person (including the

_ subscribers or customers of the account(s) listed in the search warrant) of the existence of the
attached search warrent until further order of the Court.

The Court determines that there is reason 10 believe that notification of the existence of
{he attached warrant will seriously jeopardize the investigation, including by giving targets an
opportunity to flee or continue fight from prosecution, destroy or tamper with evidence, change
patierns of behavior, or notify confederaies. See 18 U.S.C. § 2705(b)(2), (3), (3)-

IT 18 THEREFORE ORDERED under 18 U.S.C. § 2705(D) that Lavabit shall not
disclose the existence of the attached search warrant, os this Order of the Court, to the listed
subscriber or Lo any other person, unless and until otherwise authorized 1o do so by the Court,
except that Lavabit may disclose the attached search warrant {0 an aftorney for Lavabit for the
purpose of receiving legal advice,

[T IS FURTHER QRDERED that the application and this Order are sealed until

otherwise ordered by the Cowrt.

Outy o 20 5.
(e Claude M. Hilton

United States District Judge
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N THE UNITED STATES DISTRICT COURT FOR 1

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

CLER®, 113 DISTRC T COURT
g -

FILED UNDER SEAL

IN THE MATTER OF THE T
APPLICATION OF THE UNITED
STATES OF AMERICA [FOR AN ORDER

)

)

) No. [113EC297
AUTHORIZING THE USE OF APEN )
)
)

REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

RED
4 CT
Ep
SUPPLEMENT TO TIHE MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE

The United States, through the undersigned counsel, submits the [ollowing additionu
information in support of its show cause motion filed July 9, 2013:

1 Following the issuance of the Court's Order o Show Cause, the government had a
meeting/conference call with Mr. Levison and his then counsel. Sr. Levison was in Dallas,
Texas, at the FBI field office, at the time, and his counsel rom San Francisco, California, and
prosecutors and FBI agents from the Washington, D.C. ficld office participated by telephone. The
conference call was convened to discuss Mr. Levison's questions and concerns about the
installation and operation of & penre gister on the tergeted email account. Mr. Levison's
concerns focused primarily on how the pen register device would be installed on the Lavabit LLC
system, what data would be captured by the deviee, what data would be viewed and preserved by
the govemment. The partics also discussed whether Mr. Levison w ould be able to provide
“keys'™ for encrypted information.

2. During the conference call, the FBI explained 1o Mr. Levison that the pen register

could be installed with minimal impactio the Lavabit LLC system, and the agents told Mr.
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REDACTE
D
Levison that they would meet with him when they were ready 10 install the device and go over

with him any of the technical details regarding the installution and use of the pen register. As for

the data collected by the deviee, the neents assured Mr. Levison that the only data that the agents

would review is that which is stated in the order and nothing more (fL.e., user log-in information

and the date, time, and duration of the {ransmissions for the target account).

3. Lavubit LLC provides cneryption service 10 paid users Baged

on the conference call with M. Levison, the FBLs reasonably confident that with the encryption

keys, which Mr. L evison can access, it would be able view in an un-encrypted format any

encrypted information required to be produced through the use of the pen register,

4. Mr. Levison and his attorney did rot commit to the installation and use of the pen
register at the conclusion of the July 10 conference call. OnJuly | 1, 2013, counsel who
pm'&iuip;ncd in the conference call informed the government (hat she no longer represented Mr.
Levison or Lavabit LLC. In addition, Mr. Levison indicated that he would not come to court
unless the government paid for his ravel.

5. On July 11,2013, FBlL agents served Mr, Levison with 2 erand jury subpoend
directing him to appear pefore the grand jury in this district on July 16, 2013. As a grand jury
witness, the government Wits responsible for making Mr. Levison's travel arrangements.

6. On July 11,2013, the undersigned counsel sent \ir. Levison an email indicating
that he has been served with @ show cause order from this Court requiring his appearance on July
16. 2013, und a subpoena requiring his appedrance on the same date before a federal orand jury.
The email further advised Mr. l.evison that he should contact the United States Attorney’s Office

4s soon as possible to make his travel arrangements.

e
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10, The proceeding before the Court today is to determine whether Lavabit LLC and
Mr, Levison ::1101-!1\‘.] be held in civil conternpt. Civil contempt, as compared to criminal contenpt
under rule 42 of the Federal Rules of Criminal Procedure, is intended to coerce compliance with
4 court order. There are four elements 1o civil contempt: (1) the existence of valid order of which
Lavabit LLC and Mr. Levison had actual or constructive knowledge; (2) the order was in the
government's “favor”; (3) Lavabit LLC and Mr. Levison violated the terms of the order and had
knowledge, or construetive knowledge, of such violation; and (4) the government suffered harm
as aresult. M re Grand Jury Subpoena (T-112), 597 F.3d 189, 202 (4th Cir. 2012).

1. Here, cach of these elements has been met. Lavahit LLC, through direct
communication between the government and Mr. Levison, its owner and operator, has had actual
knowledge of the pen register order and the subsequent June 28 order of the magistrate judge
compelling compliance with that order. This Court’s show cause order, which was personally
served on Nr. Levison, provided further notice of the violation of those orders by Lavabit LLC.
T'he government clearly has sulfered harm in that it has fost 20 days of information as u result of
non-compliance,

12, Lavabit LLC may comply with the pen register order by simply allowing the B3I
1o install the pen register devise and provide the FBI with the encryption keys. If Lavabit LLC
informs the Court it witl comply with the order, the government will not seek sanctions. I,
however, Mr, Levison informs the Court that Lavabit LLC will not comply, the government
requests that the Court impose a fine of $1000 per day, commencing July 17, 2013, until Lavabit
LLC fully complies with the pen register order.

13. Ta the extent that Lavabit LLC takes the position that the pen register does not

iy 1
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Case 1:13-ec-00297-TCB *SEA

authorize the production of the encryption keys, the government has nsked the Court to authorize

the seizure of that information pursuant io a warrant under Title 18, United States Code, Section

2703, thus rendering this argument moot.
14, The Court has sealed this proceeding. This pleading has also been filed under seal.
The United States will hand deliver a copy of this pleading te Mr. Levison at today’s hearing.

Respectiully submitted,

Neil HL MaeBride

United States Attorney'y@ffice

Justin W. Williams U.S. Attorney’s Building
2100 Jamicson Avenud

Alexandria, Virginia 22314

Phane: 703-299-3700
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1 UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
@ ALEXANDRIA DIVISION
3

IN THE MATTER OF THE
APPLICATION OF THE UNITED

3 STATES OF AMERICAR FCR AN
ORDER AUTHORIZING THE

6 INSTALLATION AND USE OF A
PEN REGISTER/TRAP AND TRACE
7 DEVICE ON AN ELECTRONIC

O

1:13 EC 297 @@@V

_UNDER SEAL

alexandria, Virginia
July 16, 2013

' N S e T e et N St

MAIL ACCOUNT 10741 a.m.
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TRANSCRIPT OF HEARING
4
BEFORE THE HONORABLE CLAUDE M. HILTON
o
UNITED STATES DISTRICT JUDGE

3
14
115
16 |
1
18

19 || APPEARANCES:

20 Fo

=

the United States: James Trump, Esq.
Andrew Peterscon, Esg.

Z2 Brandon Van Grack, Esq.

Michael BRen'Ary, Esaq.

22
For the Respondent: Ladar Levison, Respondent
23
Court Reporter: Tracy L. Westfall, RPR, CMRS, CCR
24
Proceedings reported by machine shorthand, transcript produced
25 || by computer-aided transcription.

Pracy L. Westfall QCR-USDC/EDVA
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PROCEETD

bt

NGS

THE CLERK: In Re: Case Mo, 1:13 EC 297,

MR. TRUMP: Good morning, Judge. Jim Trump on behalf
of the United States. With me is Andy Peterson, Brandon
van Grack from the United States Department of Justice,

Mr. Ben'Ary behind me, and Matt Braverman, special agent o the
EBL.

THE COURT: All right.

MR. LEVISON: Ladar Levison, the subject of the
SUMMONS .

THE COURT: All right. Mr. Trump.

MR. TRUMP: Your Honor, We subnitted our supplemental
paper this morning describing the communication we've had with
Lavabit, LLC, through Mr. Levison. And I think, very simply, we
would like this Court to inquire of Mr. Levison whether he
intends to comply with the pen register order which would
require him to allow the EBI access to his server to install a
device which will extract data, filter that data, and provide
that data to the FBI, and to provide the FRI with the encryption
keys to the extent there is encrypted information, included
among within the body of information called for by thepen
register oxder.

As the Court 1ls aware, and as we will provide with
My, Levison, we obtained a search warrant this morning from Your

§
i

Honor for the same encryption keys. “Thus, to the extent there's

Tracy L. Weatfall OQCR-YSDU/EDVA
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REDACTE]

any question as to whether Mr. Levison would be required to

{

provide these keys, it's now subject both to the pen register
order and the search warrant, the seizure warrant,

That's where we stand, Your Honor. If Mr. Levison
agrees to comply with the order, we would not seek any
sanctions. We would ask that he be directed to forthwith make
hié servers available so the FBI can install that device and to
extract the encryption keys.

1f, however, he informs the Court he is not willing to
comply with the order, we would ask the Court to impose
sanctions. We suggested in our pleading a thousand dollars a
day to be paid to the United States government until he
complies. If he doesn't comply with that sanction, then we
would be back in court seeking additional sanctions or charging
additional offenses.

THE COURT: All right. Mr. Levison.

MR. LEVISON: 'Good morning, Your Honor. I'm not sure
what order I should make these in, but I would like to request a
couple of things by motion.

T'd like to move that all of the nonsensitive portions
of the documents that were provided, i.e., everything except the
account in question, be unsealed. I believe it's important Erir
the industry and the people to understand what the government is
requesting by demanding that I turn over these encryption keys

for the entire service.

racy L, Weatfall OCCR-USDI/EDVA
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1 THE COURT: All right. What do you say to that,
o | My, Trump? Deal with the motions before I --

S MR. TRUMP: what Mr. Levison is trying to do, Your

4 | Bonor, is invite industry to come in and litigate as a surrogate

Q.

5|l for him the issue of whether the encryption Xeys are part an
6 || parcel of the pen register order. And that's one of the reasons
we sought the search warrant, to make it clear, wnether through
8 || the search warrant or pen register order, he is required to

9 || provide these keys.

10 We know he's been in contact with attorneys who also
11 | represent industry groups and others who have litigated issues
12 | 1ike this in the WikiLeaks context and others. But we would

13 || object to unsealing this matter because it's just Mt

14 THE COURT: And they've done that in connection with

i
(3]

the issuance of a pen registexr?

16 MR. TRUMP: They have litigated privacy~related issuas
17 il in the context of process ander 2703. .I'm not sute == HOL 8RS
18 || register, but with respect to 2703.

19 But we discussed this issue with Mr. Levison and his

20 || counsel by conference call. We indicated that the only data

21 || that the government seeks {s that which is required by the pen
22 || register order. That it's just the basic header tc e-mail

23 | traffic, sender, recipient, time, duration, that sort of thing.

24 If Mr. Levison wants to object Tto providing the keys,
25 | he can certainly object to doing that and then we can proceed

Tracy L. Westfall OCR~-USDC/EDVA
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from there, but I don't think he's entitled to try to make this
a public proceeding to invite others in to litigate those issues
on his behalf.

THE COURT: All right. Well, I believe that to be
correct. I mean, this is a criminal investigation. & pen
register has been ordered and is here at issue, and any motion
to unseal that will be denied.

You said you had another motion, I believe?

&

BYISON: Yeah. My issue is only with the SEL
keys. So if that is litigated separately and that portion of
the proceeding is unsealed, I'm comfortable with that.

THE COURT: I don't understand what you're saying,
separate proceedings.

MR. LEVISON: Sorry. I have always agreed to the
installation of the pen register device. I have only ever
objected to turning over the SSL keys because that would
compromise all of the secure communications in and out of my
netwerk, including my- own administrative trefiic.

THE COURT: Well, didn't my order already include that?

MR. LEVISON: I deo not believe 80, sir.
THE COURT: Did my initial order -- I don't recall at

the moment. Did my initial order recall the encrypted devices
with the installation of a pen registex?
MR. TRUMP: The pen register, &s issued, just required

all assistance, technical assistance, facilities, and

Tracy L. WostFall UCR-USDC/EUVA
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information, to facilitate the pen register.

'his morning the search warrant required. -

THE COURT: Yeah, but the search warrant's a differ

D

Tl

matter now. That's not before me this morning. The only thin

te]

that's before me this morning is the pen register.

MR. TRUMP: Correct.

THE COURT: So as I understand it, my initial oxder
ordered nothing but that the pen register be put in-place.

MR. TRUMP: And all technical assistance, information,
and facilities necessary to implement the pen register. And
it's our position that without the encryption keys, the data

from the pen register will be meaningless. So to facilitate the

$

ctual monitoring required by the pen register, the FBI also

i

requires the encryption keys.

THE COURT: Well, that could be, but I don't know that
I need -~ I don't know that I need CtO reach that because I've
issued a search warrant for that.

MR. TRUMP: Correct, Your Honor. That the — to avoid_
litigating this issue, we asked the Court to enter the seizure
warrant.

THE COURT: Well, what I'm saying is if he agrees that
the pen register be established, and that the only thing he
doesn't want to do in connection with the pen register is to
give up the encryption device or code --

MR. LEVISON: I've always maintained that.

Tracy L. Westfall OCR-USCT/ELVA
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THE COURT: -- so we've got no issue here. You're

ready to do that?

MR. LEVISON: I've been ready to do that since Agent
Howard spoke to me the first time.

THE COURT: All right. So that ends our --

MR. TRUMP: Well, then we have to ingquire of
Mr. Levison whether he will produce the encryption keys pursuant
to the search warrant that Your Honor just signed.

THE COURT: But I can't deal with that this morning,
canvily

WR. TRUMP: Well, it's the same issue. You could ask
him, Your Honor. We can serve him with the warrant and ask nim
if he's going to comply rather than --

MR, LEVISON: Your Honor, I've also been issued a
subpoena demanding those same keys, which I brought with me in
the event that we would have to address that subpcega.

THE COURT: I don't know, Mr. Trump. 1 Q'L thank' 1
want to get involved in asking him. You can talk with him and
see whether he's going to produce them oOr not and let him tell
you, But I don't think I ought to go asking what he's going to
do and what he's not going to do because I can't take any action
abont it anyway.

Tf he does not comply with the subpoena, there'ar@

remedies for that cne way or another.

MR. TRUMP: Well, the original pen register order was

Tracy L. Westfall CCR-USLT/EDRVA
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followed by a compulsion order from Judge Buchanan. Th

(0

compulsion oxder required the encryption keys to be produced.

So, yes, part of the show cause order is to require
compliance both with the pen register order and the ccmpulsion
order issued by Judge Buchanan.

And that order, which was attached to the show cause
order, states, "To the extent any information, facilities, or
rechnical assistance are under the control of lLavabit are needed
to provide the FBI with the encrypted data, Lavabit shall
provide such information, facilities, or technical assistance
forthwith."

MR. LEVISON: I would object to that statement. I
don't know if I'm wording this correctly, but what was et as
order to compel was a statement that was incorrect.

Acent Howard seemsd toO believe that I had the ability
+o encrypt the e-mail content stored on our servers, which is
not the case. I only nave the keys that govern communications
into and out of the network, and those keys are used To sscure
the traffic for all users, not just the user in question.

30 the statement in that ordexr compelling me to decrypt
stuff and Agent Howard stating rhat I have the ability to do
that is technically false or incorrect. There was never an
explicit demand that I turn over these keys.

THE COURT: I don't know what pearing that would have,

would it? I mean, I don't have a problem -- Judge Buchanan

tracy L. Westfall OCR-USDC/BDVA
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issued an order in addition to mine, and I'm not sure I ought to

be enforcing Judge Buchanan's order.

b

My order, if he says that he will produce or allow the

1

installation of the pen registei, and in addition I have issued
a search warrant for the codes that you want, which I did this
morning, that's been entered, it seemsvthat this issue is over
as far as I'm concerned except I need to see that he allows the
pen register and complies with the subpoena. |

MR. TRUMEB: Carrect.

THE COURT: If he doesn't comply -- if he doesn't

comply with the subpoena, then that has -- I have to address

-that.

MR, TRUMP: Right.

THE COURT: But right now theré‘s nothing for me to
address here unless he is not telling me correctly about the pen
régister.

MR. TRUMP: Well, we can -- Your Honor, if we can talk
to Mr. Levison for five minutes, we can ask him whether he will
honor the warrant that you just issued.

MR, LEVISON: Before we do that, can I --

THE COURT: Well, what can 1 do about it if he doesn’'t,
if he tells you he's not going to? You've got the right to go
out and scarch and get it,

MR, TRUMP: Well, we can't get the information without

his assistance. He's the only who knows and has possession of

Tracy L., Wescfall OCR-USDC/EDVA
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1l it. wWe can't take it from him involuntarily.

-~

1

2 MR. LEVISON: 1If I may, sir, my other --

3 THE COURT: Wait just a second.

e

You're trying to get me ahead., You're trying to get mwe

5 || to deal with a contempt before there's any contempt, and I have

o

a problem with that.
i MR. TRUMP: I'm trying to avoid contempt altogethar,
8 || Your Honor.

9 THE COURT: I know you are. And I1'd love for you-all

10 || to get together and do that. I don't want to deal with it

11 | either. But I don't think we can sit around and agree that

12 || there's going to be a default and I will address it before it
DER R Gecurs.,

14 MR. TRUMP: I'm just trying to figure out whether

15 || there's going to be a default. We'll take care of that, Judge.
16 THE COURT: You can. I think the way we've got to do
17 Il this -- and I'll listen to you. I'm cutting you off, I know,
18 || but I'11 listen to you in a minute.

19 The Qay.we have to do this, the hearing that's before
20 || me this morning on this {ssue of the pen register, that's been
21 resolved, or so he's told me. I don't know whether you want Lo

22 Il continue this one week and see if he complies with that, which I

23 || guess would be prudent to do, or a few days for nim to comply
24 Il with the pen register. Then we will wait and see what happens
25 || with the subpoena.

Tracy L. Westfall OCR-USDC/ELVA
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Recause as far as my pen register order is concerned,

he says he's going to comply with it. So that issue
done with. The next issue will be whether or not he complies
with the subpoena. And I donft know and I don't want to
presume, and I don't want him to represent to me what he intends
to do when he can very well go home and decide he's going to do
something different.

When that warrant is served, we'll know what he's going
ﬁo do. I think we've got -~ I don't see another way to do-itt

MR. TRUMP: That's fine, Your Honor. We will serve the
warrant on him as soon as we conclude this hearing, and we'll
find out whether he will provide the keys or not,

THE COURT: Okay. Now, did you want to say anything

MR. LEVISON: Well, I mean, I've always maintained that
all the government needs to do is contact me and set up an

appointment to install that pen register. So I don Yt knov

P
(%

there has never been any confusion about my willingness to
install it., I've only ever objected to the providing of those

kevs which secure any sensitive information going back and

But my motion, and I'm not sure if it's relevant or not
pecause it deals more with the issue of the subpoena demanding
the keys and for what will be the forthcoming search warrant,

would be a continuance so that I can retain counsel to address

Tracy L. Westfall OCR-USDRC/EDVA
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1 || chat particular issue
2 THE COURT: Well, I mean, there's nothing before me

3t with that. I've issued the subpoena. Whatever happens with
4 || that, that's -- you're trying to get me to do what Mr. Trump
5 || wanted to do and to arrange this beforehand.

6 MR, LEVISON: #ell, I don't know if I have to appear

7 || before that grand jury right now and give the keys over or fac

(¢

8 |l arrest. I'm not a lawyer so I don't understand the procedure.
S THE COURT: I don't know either. You need to have --
10 || it would be wise to have a lawyer.

14 MR. LEVISON: Okay.

12 THE COURT: I don't know what's going to happen. 1
13 || don't know. They haven't served the warrant yet. I have no
14 | idea. Don't know what's going to happen with it. You'll just
15 || have to figure that out, and it be wise to have a lawyer to do

16 it o1 wonlia gyl

1 MR. LEVISON: I guess while I'm here in regards tc the
18 || ven register, would it be possible to request some sort of

19 || external éudit to ensure that your orders are followed to the

20 |l letcer in terms of the information collected and preserved?

21 THE COURT:  No., The law provides for those things, and
22 || any other additional or extra monitering you might want or think
23 || is appropriate will be denied, if that's what you're requesting.
24 MR. LEVISON: Okay. I mean, it requests that the

25 éovexnment return to the Court records --

.

Tracy L. Westfali OCR-USBC/EDVE
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1 ' THE COURT: You need to talk to a lawyer about what the

2 Il law requires for the issuance of a pen register.

S MR. LEVISON: They can handle that separately. That's
4 fine.
5 THE COURT: The law sets out what is done in that

6 || regard. Your lawyer can fill you in if you want to know.

7 “MR. LEVISON: 1I've always been willing to accept the

8 || device, I just have some concern about ensuring that it's used
9 || progerly

iC THE COURT: Should we continue this to some specific

11 || date to see that he complies with the pen register?
12 MR. TRUMB: We can, Your Honor. It's a moot issue

13 || without the encryption keys.

14 THE COURT: Well, that is a practical matter --
195 MR. TRUMP: That's a practical --
16 THE "COURT: ~- but T don'‘t think it iHsFasmoctiicsac s T

17 || mean, you-all have got the right to go in and put on that ren

18 || register. He says that he will do it., That's all that I've

20 Now, the other business about ordering that, Judge
21 Il Buchanan made an order that he's going to have to supply what

22 you say is the

@

ncryption codes to make the information useful.
23 T don't know. I didn't enter that order. I have trcuble making
24 || that connection.

{
o

S i
2 If you'rqg going to —- I don't know wheéther you want to

racy L. Westfall OCR-USDC/EDVA
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do something in front of Judge Buchanan or not.

MR. LEVISON: You see, Judge, though that I've always
been willing. They just didn't feel the need to set up an
appointment.

THE COURT: What do you want me to do with this case?
You want me to continue it? You want me to say it's moot right
now and just end 1t?

MR. TRUMP: No. I think we can continue it. I don't
xnow Mr. Levison's schedule. It can be done within hours of his
return to Dallas.

THE COURT: Of course he can. You want to continue it
till a week from Friday?

MR. TRUMP: Or a week from today.

MR. LEVISON: I'm not available within hours of my
return, but I can meet with you on Thursday.

THE COURT: Let's continue it a week from Friday.

MR. TRUMP: A week from Friday.

THE COURT: What date's that? The --

THE CLERK: 26th.

THE COURT: The 26th?

MR. LEVISON: Acceptable to me.

&

HE COURT: We'll continue it to the 26th, and that's
for determining whether or not that pen register has been
installed as you request.

We can make it 10 o'clock.

Tracy L. ®estfall OCR-USDC/EDVA
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MR. LEVISON: 7I'11 remember 10:00 instead of 10:30 this
time.

THE COURT: All right. Thank you.

All right. Thank you-all. We'll adjourn till tomorrow

morning at 9:30.

e

Tracy L. Westfall OCR-USDC/EDVA
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CERTIFICATION

1 certify, this 17th day of September 2013, that the

foreqoing is a correct transcript from the record of proceedings

in the

above-entitled matter to the best of my ability.

A \////um@{

Tracy Westfadl, RPR, M

Tracy L. Westfall QCR-USDC/ZDVA
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

ED
Alexandria Division ' *1E_—zjj

g

i 5

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT :

REDACT

Rl

TCLERE TS BT

e TR

T ————

Criminal No. 1:13EC297

ORDER
This matter comes before the Court on the Governmant’'s Motion

that Ladar Levinson, the owner and operator of Lavabit, LLC show cause

a

0

to why Lavabit, LLC has failed to comply with the Court’s Order
of June 28, 2013 and why this Court should not hold Mr., Levinson and
Lavabit, LLC in contempt, and Ladar Levinson’'s oral Motion To Unseal.
For the reasons stated from the bench, it is hereby

ORDERED that Ladar Levinson's Motion To Unseal is DENIED and
this matter is continued Lo Friday, July 26, 2013 at 10:00 a.m. for

Turthesiproceedings,

s/
; Claude M. Hilton
United States District Judge

lexandria, Virginia
Ay 9 pans
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IN THE UNITED STATES DISTRICT COURT IFOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE FILED UNDER SEAL i Sy e
APPLICATION OF THE UNITED "
STATES AUTHORIZING THE USE g
OF A PEN REGISTER/TRAP No. 1:13EC297 - S bl
AND TRACE DEVICE ON AN Ty,
ELECTRONIC MAIL ACCOUNT [ Ed il

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:138W522

: HAT IS
STORED AND CONTROILLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No. 13-1

MOTION TO QUASH SUBPOENA AND SEARCH WARRANT AND
MEMORANDUM OF LAW IN SUPPORT OF MOTION

Lavabit LLC (‘Lavabit’) and Mr. Ladar Levinson (“Mr. Levinson”) move
this Court to quash the grand jury subpoena and search and seizure warrant
served on them by the Federal Bureau of Investigation and the Office of the

United States Attorney (co]lcc;fivcly “Government”).
BACKGROUND
Lavabit is an encrypted email service provider. As such, Lavabit’s
business model focuses on providing private and secure crmail accounts to its
customers. Lavabit uses various encryption methods, including secured socket

layers (“SSL”), to protect its users’ privacy. Lavabit maintains an encryption
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key, which may be used by authorized users decrypt data and communications
from its server (‘Master Key”): The Government has commanded Lavabit, by a
subpoena! and a search and seizure warrant, to produce the encryption keys
and SSL keys used by lavabit.com in order to access and decrypt
communications and data stored in one specific email address
—(“Lavabit Subpoena and Warraﬁt”).
ARGUMENT
If the Government gains access to Lavabit’s Master Key, it will have
unlimited accéss to not only—(“Emajl Account’), but.
all of the communications and datg stored in each of Lavabit’s 400,000 email
accounts. None of these other users’ email accounts are at issue in this
matter. However, production of the Master Key will compromise the security of
these users. While Lavabit is willing to cooperate with the Government
regarding the Email Account, Lavabit has a duty to maintain the security for
the rest of its customers’ accounts. The Lavabit SBubpocna and Warrant are
not narrowly tailored to seek only data and communications relating to the
Email Account in question. As a result, the Lavabit Subpoena and Warrant are

unreasonable under the Fourth Amendment.

a. The Lavabit Subpoena and Warrant Essentially Amounts to a
- General Warrant,

1 The grand jury subpoena not only commanded Mr, Levinson to appear before this Court on
July 186, 2013, but also to bring Lavabit’s encryption keys. Mr. Levinson’s subpocna to appear
before the grand jury was withdrawn, but the government continues to seck fhe enceryption
keys. Lavabit is only secking to quash the Court’s command that Mr. chinszn provide the

encryption keys,
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Though the Lavabit Subpoena and Warrant superficially appcars to be
narrowly tailored, in reality, it operates as a gencral warrant by giving the
Government access to every Lavabit user’s communications and data.

It is not what the Lavabit Subpoena and Warrant defines as the boundaries for
the search, but the method of providing access for the search which amounts to
a general warrant.

It is axiornatic that the Fourth Amendment prohibits general warrants.

. Andresen v. Maryland, 427 U.S; 463, 480 (1976). Indeed “it is familiar history
that indiscriminate searches and seizures conducted under the authority of
‘gencral warrants’ were the immediate evils that motivated the framing and
adoption of the Fourth Amendment.” Payton v. New York, 445 U.S, 573, 583
(1980) (footnote omitted). To avoid general warrants, the Fourth Amendment
requires that “the place to be searched” and “the persons or things to be seized”
be described with particularity. United States v, Moore, 775 F. Supp. 2d 882,
898 (E.D. Va, 2011) (quoting Um’téd States v. Grubbs, 547 U.S. 90, 97 (2006}).

The Fourth Amendment’s particularity requirement is meant to “prevent(]
the seizure of one thing under a warrant describing another.” Andresen,; 427
U.S. at 480. This is precisely the concern with the Lavabit Subpoena and
Warrant and, in this circumstance, the particularity requirement will not
protect Lavabit. By turning over the Master Key, the Government will have the
ability to search cach and every “place,” “person (and] thing” on Lavabit's

network,
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The Lavabit Subpoena and Warrant allows the Government-to do a
“general, exploratory rummaging’ through any Lavabit user account. See id.
(quoting Coolidge v. New Hampshire, 403 U.S. 443, 467 (1971)) {describing the
issue with gencral warrants “is not that of intrusion per se, but of a general,
exploratory rummaging in a person’s belongings”). Though the Lavabit

- Subpoena and Warrant is facially limited to the Email Address, the
Government would be abl¢ to seize communications, data and information from
any account once it is given the Master Key.

“There is nothing other than the “discretion of the officer executing the |
warrant” to prevent an invasion of other Lavabit user’s accounts and private
emails. See id. at 492 (quoting Stanlord v. Texas, 379 U.8. 476, 485 (1965))
(explaining that the purpose of the particularity requirement of the Fourth
Amendment is to ensure, with regards to what is taken that, “nothing is left to
the discretion of the officer executing the warrant.”) (internal citation omitted).
Lavabit has no assurance that any searches conducted utilizing the Master Key
will be limited solely to the Email Account, See Groh v. Ramirez, 540 U.8S. 551,
561-62 (2004) (citing Camara v. Municipal Court of City and County of San
Francisco, 387 U.8. 523, 532 (1967)) (noting that a pm*ticulaf warrant is to
provide individuals with assurance “of the lawful authority of the executing
officer, his need to search, and the limits of his power to search) (cmphasis‘
added). Lavabit has a duty to its customers to protect their accounts from the
possibility of unlawful intrusions by third parties, including government

entities.
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As the Lavabit Subpoena and Warrant arc currently framed they arc
invalid as they operate as a general warrant, allowing the Government to
search individual users not subjcction to this suit, without limit.

b, The Lavabit Subpoena and Warrant Seeks Information that Is
Not Material to the Investigation.

Because of the breadth of Warrant and Subpoena, the Go{remm'en't will be

given access to data and communications that are wholly unrelated to the suit.
i

The Government, by commanding Lavabit’s'cncryption keys, is acquiring
access to 400,000 user’s private accounts in order to gain information about
one individual. 18 U.S.C: § 2703(d) states that a court order may be issued for
information “relevant and material to an ongoing criminal investigation.”
However, the Government will be given unlimited access, through the Master
Key, to several hundred thousand user’s information, all of who are not
“material” to the investigation. Id.

Additionally, the Government has no probable cause to gain access to the
other users accounts. “The Fourth Amendment...requires that a warrant be no
broader than the probable cause on which it is based.” Moore, 775 F, Supp. 2d
at 897 (quoting United States v. Hurwitz, 459 F.3d 463, 473 (4th Cir. 2006)).
Probable cause here is based on the activities of the individual linked to the
Email Address, Other Lavabit uscers would be severely impacted by the
Government’s access to the Master Key and have not been accused of
wrongdoing or criminal activity in relation to this suit. Their privacy interests

should not suffer becausc of the alleged misdeeds of another Lavabit user.
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c. Complian¢e with Lavablt Subpoena and Warrant Would Cause
an Undue Burden,

As a non-party and unwilling participant to this sui-t, Lavabit has already
incurred legal fees and other costs in order to comply with the Court’s orders.
Further compliance, by turning over the Master Key and granting the
Government access to its entire network, would be unduly burdensome. See
18 U.S.C. § 2703(d) (stating that “the service provider may [move to] quash or
madify [an] order, if the information or records requested are unusually
voluminous in nature or compliance with such order otherwisc would cause an
undue burden on such provider.”) (emphasis added).

The recent case of In re Application of the U.S. for an Order Pursuant to 18
U.S.C. 2703(d) (“ Twitter’) addresses similar issues. 830 F. Supp. 2d 114 (E.D.
Va. 2011). In that case, the Pctitioner§ failed to allege “a personal injury
cognizable by the Fourth Amendment.” Id. at 138. However, Lavabit’s
circumstances arce distinguishable. The Government, in pursuit of information
date and communications related to the Email Address, has caused and will
.continue to cause injury to Lavabit. Not only has Lavabit expended a great
deal of time and money in attempting to cooperate with the Government thus
far, but, Lavabit will pay the ultimate price—the loss of its customers’ trust and
business—should the Court require that the Master Key be turncd over.
Lavabit’s business, which is founded on the preservation of electronic privacy,
could be destroyed if it is required to produce its Master Key.

i

(85}
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" Lavabit is also a fundamentally different entity than Twitter, the business
at issue in Twitter. The Twitter Terms of Service specifically allowed user
information to be disseminated. Id. at 139, Indeed, the very purpose of Twitter
is for users to publically post their musings and belicfs on the Internet. In
contrast, Lavabit is dedicated to keeping its user’s information private and
securc. Additionally, the order in Twitter did not seek “content information”
from Twitter users, as is being sought here, Id. The Government’s request for
Lavabit’s Master I{cy gives it access to data and communications from 400,000
erhail secure accounts, which is mucﬁ more sensitive information that at issue
in the Twitter.

The Government is attempting, in complete disregard of the Fourth
Amendment, to penetrate a system that was founded for the sole purpose of

- jarivacy. See Katz v, United States, 389 U.S. 347, 360 (1967) (stating tixaﬁ “the

touchstone of Fourth Amendment analysis is whether a person has a
constitutionally protected reasonable expectation of privacy”) (internal citations
omitted). For Lavabit to grant the Government unlimited access to every one of
its user’s accounts would be to disavow its duty to its users and the principals
upon which it was founded. Lavabit’s service will be rendered devoid of
economic value if the Government is granted access to its secure network. The
Government does not have any proper basis to request that Lavabit blindly
produce its Master Key and subject all of its users to invasion of privacy.

Moreover, the Master Key itself is an encryption developed and owned by

Lavabit. As such it is valuable proprietary information and Lavabit has a
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reasonable expectation in protecting it. Because Lavabit has a reasonable
cxpectation of privacy fér its Master Key, the Lavabit Subpoena and Warrant
viclate the Fourth Amendment. See Twitter, 830 F. Supp. 2d at 141 {citing
United States v. Calandra, 414 U.S. 338, 346 (1974)) (noting “The grand jury
is...without power: to invade a legitimate privacy interest protected by the
Fourth Amendment” and that “a grand jury's subpeena...will be disallowed if it
is far too sweeping in its terms to be...reasonable under the Fourth
Amendment.”).
CONCLUSION

For the foregoing reasons, Lavabit and Mr. Levinson respectfully move
this Court to quash the search and seizure warrant and grand jury subpocena.
Further, Lavabit and Mr. Levinson request that this Court direct. fhat Lavabit
does not have to preduce its Master Key. Alternatively, Lavabit and Mr.
Levinson request that they be given an opportunity to revoke the.current
encryption key and reissuc a new encryption key at the Government’s expense.
Lastly, Lavabit and Mr. Levinson request that, if they is required to produce the
Master Key, that they be reimbursed for its costs which were directly incurred

in producing the Master Key, pursuant to 18 U.S.C. § 2706.

LAVABIT LLC
By Counsel

‘/// —"1« "‘-\,
Jeséc R. Binndll, VSB#79292
Bronlcy & Bianally PLLC
10387 Main Strect, Suite 201
Fdirfax, Virginia 22030
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(703) 229-0335 Telephone -
(703) 537-0780- Facsimile
jbinnan@bbla\vonline.com
Counsel for Lavabit LLC
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Certificate of Service

) TN
[ certify that on thisé,_i day of July, 2013, this Motion to Quash
Warrant and Memorandum of Law in Support was hand

Subpoena and Search
delivered to the person al the addresses listed below:

United States Attorney’s Office
Eastern District of Virginia
2100 Jamicson Avenuc
Alexandria, VA 20314

Lo,

T V4
Jesge R. (ﬂ!{nﬁgﬂ/

10



Case 1:13-5w-00522-CMH Document 36-23Filed 02/24/16 Page 12 of 18 PagelDi 743
hi11-16 Filed 09/20/13 Page 10
Case 1:13-ec-00297-TCB *SEALED* Docume1 5

REDACTED

EXHIBIT 16



Case 1:13-sw-00522-CMH [
Document 36-23 Filed 02/24/16 Page 13 of 18 PagelD# 744
Case 1:13-ec-00297-TCB *SEALED* Document 11-16 Filed 09/20/13 Page 2 of 13 PagelD#
_ 129 '

REDACTE,

IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

CLERE U3 DRIz
AEE i pd

e SLESINR, VIRGINA

IN THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REQISTER/TRAP No. 1:13EC297
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH : No. 1:138W5622
HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No. 13-1

MOTION FOR UNSEALING OF SEALED COURT RECORDS AND REMOVAL
OF NON-DISCLOSURE ORDER AND MEMORANDUM OF LAW IN SUPPORT
' OF MOTION
javabit, LLC (“Lavabit”) and Mr. Ladar Levinson (*Mr, Levinson”)
(collectively “Movants”) move this Court to unseal the court records concerning
the United States government’s attempt to obtain certain encryption keys and
lift the non-disclosure order issued to Mr. Levinson. Specifically, Movants

request the unsealing of all orders and documents filed in this matter before

the Court’s issuance of the July 16, 2013 Sealing Order (“Sealing Order”); (2)
‘
all orders and documents filed in this marter after the jssuance of the Sealing

Order; (3) all grand jury subpoenas and scarch and seizure warrants issued

before or after issuance of the Sealing Order; and (4) all documents filed in
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connection with such orders or requests for such orders (collectively, the -
“gealed documents”). The Sealing Order is attached as Exhibit A. Movants
request that all of the sealed documents be unsealed and made pubﬁc as
quickly as possible, with only those redactions necessary to secure information
that the Court deems, after review, to be properly withheld.
BACKGROUND

Lavabit was formed in 2004 as a secure and encrypted email service
provider. To ensure security, Lavabit emplays multiple encryption schemes
using complex access keys. Today, it provides email service to roughly 400,000

users worldwide. Lavabit’s corporate philosophy is user anonymity and
privacy. Lavebit employs sccure socket layers (“9SL7) to ensure the privacy of
Lavabit’s subscribers through encryption. Lavabit possesses a master
encryption key 1o facilitate the private communications of its users.

On July 16, 2013, this Court entered an Order pursuant to 18 U.S.C.
2705(13), directing Movants 10 disclose all information necessary to decrypt
communications sent to or from and data stored or otherwise associated with
the Lavabit e-mail account— including SSL keys (the
«Lavabit Order”). The Lavabit Order is attached as Exhibit B. The Lavabit
Order precludes the Movants from notifying any person of the search and
seizure warrant, or the Court's Order in issuance thereof, except that Lavabit

was permitted to disclose the search warrant to an attorney for legal advice.

ARGUMENT
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‘In criminal trials there is a common law presumption of access to judicial
records; like the sealed documents in the present case. Despite the
government’s legitimate interests, it cannot nieet its burden and overcome this
presumption because it has not explored reasonable alternatives.
Furthermore, the government’s notice preclusion order constitutes a content-
pased restriction on free gpeech by prohibiting public discussion of an entire
topic based on its subject matter.

1. THE FIRST AMENDMENT AND NON-DISCLOSURE ORDERS

The Stored Communications ACt (*SCA") authorizes notice preclusion to
any person of a § 2705(b) order’s existence, but only if the Court has reason to
believe that natification will result in (1) endangering the life or physical safety
of an individual; (2) flight from prosecution; (3) destruction or tampering with
evidence; (4) intimidating of potential witncsses; or (5) otherwise seriously
jeopardizing an investigation or unduly delaying a trial. § 2705(b)(1)-(5).
‘Despite this statutory authority, the § 2705(b) gag order infringes upon
freedom of speech under the First Amendment, and should be subjected to
constitutional case law.

The most searching form of review, “strict scrutiny”, is implicated when
there is a content-based restriction on free speech. R.A.V. v. City of St. Paul,
Minn., 505 U.8. 377, 403 (1992). Such a restrictionn must be necessary to serve
a compelling statc interest and narrowly drawn to achicve that end. Id. The
Lavabit Order’s non-disclosure provision is a content-based restriction that is

nol narrowly tailored to achieve a compelling state interest.
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a. The Lavahit Order Regulates Mr, Levinson's Free Speech

The notice preclusion order at issue here limits Mr. Levinson’s specch in
that he is not allowed to disclose the existence of the § 2705(b) arder, or the
underlying investigation to any other person including any other Lavabit :
subscriber. This naked prohibition against disclosure can fairly be
characterized as a regulation of pure speech. Bartnicki v. Vopper, 532 U.S. ~
514, 526 (2001). A regulation that limits the time, place, or manner of speech
is permissible if it serves a significant governmental interest and provides
ample alternative channels for communication. See Cox v. New Hampshire,
312 U.S, 569, 578 (1941) (explaining that requiring a permit for parades was
aimed at policing the streets rather than restraining peaceful picketing).

However, a valid time, placc; and manner restriction cannot be based on the

content or subject matter of the speech. Consol. Edison Co. of New York v. Pub.
Serv. Comm’n of New ?ork, 447 U.S. 530, 536 (1980).

The gag order in the present casc is content-based because it precludes
speech on an entire topic, namely the search and seizure warrant and the
underlying criminal investigation. See id. at 537 (“The First Amendment's
hostility to content-based regulation extends...to prohibition of public
discussion of an entire topic”). While the nondisclosurce provision may be
viewpoint neutral on its face, it nevertheless functions as & content-based
vestriction because it closes off an “entire topic” from public discourse.

[t is true that the government has a compelling interest in maintaining

the integrity of its criminal investigation — However, Mr.
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. Levinson has been unjustly restrained from contacting Lavabit subscribers who
could be subjected to government surveillance if Mr, Levinson were forced to
comply the Lavabit Order. Lavabit's valuc is embodied in its complex
encryption keys, which provide its subscribers with privacy and security, Mr.

_ Levinson has been unwilling to turn over these valuable keys becausc they
‘grant access to his entire network. In order to protect Lavabit, which caters to
thousands of intcrnational clients, Mr: Levinson needs some ability to voice his
concerns, garner support fz;r his cause, and take precautionary steps to ensure
that Lavabit remains a truly secure network.

b. The Lavabit Order Constitutes A Prior Restraint On Speech

Besides restricting content, the § 2705(b) non-disclosure order forces a
prior restraint on speech. It is well settled that an ordinance, which makes the
enjoyment of Constitutional guarantees contingent upon the uncon trolled will
of an official, is a prior restraint of those freedoms. Shuttlesworth v.
Birmingham, 394 U.S. 147, 150-151 (1969); Staub v. City of Baxley, 355 .S,
313, 322/ (1958). By definition, a prior restraint is an immecdiate and
irreversible sanction because it “freezes” speech. Nebraska Press Assnuv.
Stuart, 427 U.8. 539, 559 (1976). In the present casc, the Lévabit Order,
cnjoins Mr. Levinson from discussing these proceedings with any other person.
The effect is an immediate freeze on speech,

The Supreme Court of the United Staf.cs has interpreted the First
Amendment as providing greater protection from prior restraints. Alexander v.

United States, 509 U.S. 544 (19938). Prior restraints carry a heavy burden for
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justification, with a presumption against constitutional validiiy. Capital Cities
Media, Inc. v. Toole, 463 U:S. 1303, 1305 (1983); Cerroll v. Princess Anne, 393
U.s. 175, 181 (1968); Bantam Books, Inc. v. Sullivan, 372 U.8. 58, 70 (1963).
Here, the government and the Court believe that notification of the search
warrant’s existence will seriously jeopardize the investigation, by giving targets
an opportunity to flec or continue flight from prosecution, will destroy or
tamper with evidence, change patterns of behavior, or notify confederates. See
Lavabit Order. However, the government’s interest in the integrity of its
investigation does not automatically supcrsede First Amendment rights. See
Landmark Communications, Inc. v. Virginia, 435 U.S. 829, 841 (1978) (holding
the confidentiality of judicial review jnsufficient to justify encroachment on the
freedom of speech).

In the present case, the government has a legitimate interest in tracking

{the account However, if Lavabit were forced to

surrender its master ¢ncryption key, the government would have access not
only to this account, but also every Lavabit account. With&ut the ability to
disclose government access to users’ encrypted data, public debate about the
scope and justification for this secret investigatory tool will be stifled.

Moreover, innocent Lavabit subscribers will not know that Lavabit’s security
devices have been compromised. Therefore the § 2705(b) non-disclosure order
should be lifted to provide Mr. Levinson the ability to ensure the value and

integrity of Lavabit for his other subscribers.

o\
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[I. THE LAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE

SEALED DOCUMENTS

Despite any statutory authority, the Lavabit Order and all rclaﬁcd
documents were filed under seal. The sealing of judicial records imposes a
limit.on the public’s right of access, which derives froﬁm two sources, the First
Amendment and the common law. Va. Dep't of State Police v. Wash. Post, 380
F.3d 567, 575 (4th Cir. 2004); See Richmond Newspapers, Inc. v. Virginia, 448
U.S. 555, 580 (press and public have a First Amendment right of attend a
criminal trial); Press—Enterprise.Co. v. Superior Court, 478 U.S. 1, 2 (1986) (right
of access to preliminary hearing and transcript).

a. The Common Law Right Of Access Attaches To The Lavabit Order

For a right of access to a document to exist undgr either the First
Amendment or the common law, the docurment must be a “judicial record.”
Baltimore Sun Co. v. Goetz, 886 F.2d 60, 63-64 (4th Cir. 1989). Although the
Fourth Circuit Court of Appeals has never formally defined “judicial record”, it
held that § 2703(d) orders and subsequent orders issued by tﬁe court are
judicial records because they are judicially created. In re U.S. for an Order
Pursuant to 18 U.S.C. Section 2703(d), 707 F.3d 283, 290 (4th Cir. 2013)
(“Twitter”). The § 2705(b) order in the present casc was issued pursuant to §
2703(d) and can properly be defined as a judicial record. Although the Fourth
Circuit has held there is no First Amendment right to access § 2703(d) orders,
it held that the common law presumption of access attaches to such

documents. Twitter, 707 F.3d at 221,
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The underlying investigation in Twitter, involved a § 2703(d) order, which
directed Twitter to provide personal information, account information, records,
financial data, dircct messagcs (o and from email addresses, and Internet
Protocol addresses for eight of its subscriberé. In re: § 2703(d) Order, 787 F.

© Supp. 2d 430, 435 (E.D. Va. 2011). Citing' thc. importance of investigatory
secrecy and integrity, the court in that case denied the petitioners Motion to
Unseal, finding no First Amendment or commorn 16@ right to access. Id. at 443.

Unlike Twitter, whose users publish comments on & public forum,

subscribers use Lavabit for its encrypted features, which énsure gecurity and

_ privacy. In Twitter there was no threat that any user would be subject to
surveillance other than the cight users of interest to the government. However,
a primary concern in this case is that the Lavabit Order provides the
government with access to every Lavabit account.

Although the secrecy of SCA investigations is & compelling government
interest, the hundreds of thousands of Lavabit subsc;ribers that would be
compromised by the Lavabit Order are not the subjects of any justified
government investigation. Therefore access to these private accounts should
not be treated as a simple corollary to an order reqdes;ting information on onc
criminal subject. The public should have access to these orders because their
effect constitutes a seriously concerning expan‘sion‘of grand jury subpoena

power.

To overcome the common law presumption of access, & court must find

that there is a “significant countervailing interest” in support of sealing that
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‘outweighs the public's interest in openncss. Twitter, 707 F.3d at 293. Under

tne common law, the decision to seal or grant access to warrant papers is

- within the discretion of the judicial officer who issued the warrant., Media

General Operations, Inc. v. Buchanan, 417 F.3d 424, 429 (4th Cir. 2005). ifa

judicial officer determines that full public access is not appropriate, she must

consider alternatives to sealing, which may include granting some public

access or releasing a redacted version of the documents. Id.

In Twitter the court explained that because the magistrate judge

individually considered the documents, and redacted and unsealed certain

documents, he satisfied the procedural requirements for sealing. Twitter, 707

F.3d at 294. However, in the present case, there is no evidence that

alternatives were considered, that documents werc redacted, or that any

documents were unsealed. Once the presumption or access attaches, a court

cannot seal documents or records indefinitely unless the government

demonstrates that some significant interest heavily outweighs the public

intercst in openness. Wash. Post, 386 F.3d at 575. Despite the government’s

concerns,

there arc reasonable alternatives to an absolute seal that must be

explored in order to ensure the integrity of this investigation.

b. There Is No Statutory Authority To Seal The § 2705(d)
Documents

There are no provisions in the SCA that mention the sealing of orders or

other documents. In contrast, the Pen /Trap Statute authorizes electronic

surveillance and directs that pen/trap orders be sealed “until otherwise
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ordercd by the court”. 18 U.S.C. §§ 3121-27, Similarly, the Wiretap Act,

. another surveillance statute, expressly directs that applications and orders
granted undcg its provisions be sealed. 18 U.S.C. § 2518(8)(b). The SCA’s
failure to provide for sealing is not a congressional oversight. Rather, Congress
has specifically provided for sealing provisions when it desired, Where
Congress includes particular language in onc section of a statute but omits it
in another, it is generally assumed that Congress acts intentionally. Keene
Corp. v. United States, 508 U.S. 200, 208 (1993). Therefore, there is no
statutory basis for sealing an application or order under the SCA that would

overcome the common law right to access.

¢. Privacy Concerns Demand A Common Law Public Right Of Access
To The Sealed Documents

The i and

the ensuing mass surveillance scandal have sparked an inteénse national and
international debate about government surveillance, privacy rights and other
traditional freedoms, Itis concerning that suppressing Mr. Levinson’s speech
and pushing its subpocna power to the limits, the government’s actions may be
viewed as accomplishing another un founded secret infringement on personal
privacy. A major concern is that this could cause people worldwide to abandon
American service providers in favor of foreign businesses because the United
States cannot be trusted to regard privacy.! Itis in the best interests of the

Movant’s and the government that the documents in this matter not be

I See Dan Roberts, NSA Snooping: OQbama Under Pressure as Senator Denounces ‘Act of
Tyeasor’, The Guardian, June 10, 2013, http:// wwsv.guardian.co,ulk/world /2013 Jiun
/10/ obama-prcssured-cxplaimnswsurvcillancc.

10



Case 1:13-sw-00522-CMH : i
Document 36-?4 Filed 02/24/16 Page 5 of 18 PagelD# 754
Case 1:13-ec-00297-TCB *SEALED* Document 11-16 Filed 09/20/13 Page 12 of 13 PagelD#
; 139

 REDACTED

shrouded in secrecy and used to further unjustified surveillance activities and

to suppress public debate.

CONCLUSION
For the foregoing reasons, Lavabit respectfully moves this Court (o
unseal the court records concerning the United States government’s attempt to
obtain certain encryption keys and lift the non-disclosure order issued on Mr.

. Levinson. Alternatively, Lavabit requests that all of the scaled documents be
redacted to secure only the information that the Court decms, after review, to
be properly withheld.

LAVABIT LLC

@ By Counsel

! e
Jessd/R. Binnhlly VSBi# 79292
Brdrley & Binne LLC
1087 Main Street, Suite 201
Fariax, Virginia 22030
(703) 229-0335 Teléphone
(703) 5637-0780- Facsimile
jbinnall@bblaworﬂinc.com
Counsel for Lavabit LLC
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Certificate of Service

Z;%

I certify that on this day of July, 2013, this Motion For Unsealing Of
gealed Court Records And Removal Of Non-Disclosure Order And
Memorandum Of Law In Support was hand delivered to the person at the

addresscs listed below:

nited States Attorney's
Bastern District of Virginia
2100 Jamieson Avenue
Alexandria, VA 22314

/AN “
wésse Zf;/Bir{néll
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EXHIBIT 17
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IN THE UNITED STATES DISTRICT COURT REDACTED

- 8 ¥
i

EASTERN DISTRICT OF VIRGINIA .

ALEXANDRIA DIVISION . ...

IN THE MATTER OF THE NO. 1:13 EC 297
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH NO. 1:13 SW 522
AND SEIZURE OF INFORMATION i
ASSOCIATED WITH
THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABITLLC

IN RE GRAND JURY SUBPOENA NO, 13-1
UNDER SEAL

RESPONSE OF THE UNITED STATES IN OPPOSITION
TO LAVABIT’S MOTION TO UASH SUBPOENA AND
MOTION TO FOR UNSEALING OF SEALED COURT RECORDS

INTRODUCTION
This Court has ordered Lavabit, LLC to provide the government with the
technical assistance necessary lo implement and use a pen register and trap and trace
device ("pen-trap device”). A full month after that order, and after an order to compel
compliance, a grand jury subpoena, and a search warrant for that technical assistance,
Lavabit has still not complied. Repeated efforts to seck that technical assistance from
Lavabit’s owner have failed. While the government continues 1o work toward a mutually

acceptable solution, at present there does not appear to be a way to implement this



Case 1:13-sw-00522-CMH Document 36-24 Filed 02/24/16 Page 9 of 18 PagelD# 758

Case 1:13-ec-00297-TCB *SEALED* Document 11-17 Filed 09/20/13 Page 3 of 28 PagelD#
143

Court’s order, as well as to comply with the subpoena and scarch warrant, withouBEDACTED
requiring Lavabit to disclose an encryption key to the government. This Court's orders,
search warrant, and the grand jury subpoena all compel that result, and they are all
lawful. Accordingly, Lavabit’s motion to quash the search \ufarfant aixl subpoena should
be denied.

lavabit and its owner have also moved to unseal all records in this matter and kit
the order issued by the Court preveminé them from disclosing a seérch .wa.rrzmt issuéd in
(his case. Because public discussion of these records would alert the target and
jeopardize an active criminal investigation, the government’s compelling interest in
maintaining the secrecy and integrity of that investigation outweighs any public right of
aceess 1o, or interest in publicly discussing, those records, and this motion should also be
denied.

. TECHNICAL BACKGROUND
Pen registers and trap and frace devices

To investigate Internet communications, Congress has permitted law enforcement
to employ two surveillance techniques—the pen register and the trap and trace device—
that permit law enforcement 10 learn information about an individual's communications.
See 18 U.S.C. §§ 3121-27 ( “Pen-Trap Act”). These techniques, collectively known as a
“pen-trap,” permit law enforcement (0 learn facts about e-mails and other
communications as they are sent—but not 10 obtain their content. See, e.g., United States
v. Forrester, 512 1.3d 500, 309-13 (9th Cir. 2008) ( upholding government's use of a pen-

trap that “enabled the government (o learn the to/from addresses of Alba’s ¢-mail

(£S]
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messages, the [P addresses of the websites that Alba visited and the total volume of -~
information sent to or from his account”).

The Pen-Trap Act “unambiguously authorize[s] the use of pen registers and trap
and trace devices on e-mail accounts.” In Matter of Application of U.S. For an Order
Authorizing the Installation & Use of a Pen Register & a Trap & Trace Device on E-Muil
Account, 416 F. Supp. 2d 13, 14 (D.D.C. 2006) (Hogan, 1.) (*Hogan Order”). It
authorizes both the installation of a “device,” meaning, a separate compuier attached 10
the provider’s network, and also a “process,” meaning, a software program run on the
provider. /d. at 16; 18 U.S.C. § 3127. |

Secure Socker Layer (SSL) or Transport Layer Securiry (T. LS) Encryption

Encrypting communications sent across the Internet is a way to ensur¢ that only
the sender and receiver of a communication can read it, Among the most commaon
methods of encrypting Web and c-mail traffic is Secure Socket Layer (SSL). which is
also called Transport Layer Security (TLS) encryption. “The Secure Socket Layer
(*SSL')isone method for providing some security for Internet communications. SSL
provides security by establishing a secure channel for communications between 2 web
browser and the web server; that is, SSL ensures that the messages passed between the
client web browser and the web server arc encrypted.” Disney Enterprises, Inc. v. Rea,
No. 1:12-CV-687,2013 WL 1619686 *9 (E.D. Va, Apr. | 1, 2013); see also Stambler v
RSA Sec., Inc., 2003 WL 22749855 *2-3 (D. Del. 2003) (describing SSL’s technical
operation).

As with most forms of encryption, SSL relies on the use of large numbers known

as “keys.” Keys are parameters used to encrypt or decrypt data. Specifically, SSL

w2
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encryption employs public-key cryptography, in which both the sender and receiver cach
have two mathematically linked keys: a “public” key and a “private” key. “Public” keys
are published, but “privaic” keys are not. Sending an encrypted message (0 someone
requires knowing his or her public key; decrypting that message requires knowing his or
her private key.

When Internet traffic is encrypted with SSL, capturing non-content information
on ¢-mail communication from a pen-trap device is possible only after the waffic is
decrypted. Because Internet communications closely intermingle content with non-
content, pen-trap devices by necessity scan network traffic but exclude from any report to
law enforcement officers all information relating 10 the subject line and body of the
communication. See 18 U.S.C. § 3127; Hogan Order, 416 F. Supp. 2d a1 17-18. A pen-
trap device, by definition, cannot éxpose to law enforcement officers the content of any
communication, See id.

FACTS

The information at issue before the court is relevant to an ongoing criminal

investigation of For violations of numerous federal stamtes_

A
(a3
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A. Section 2703(d) Order

The criminal investigation has revealed that-has utilized and continues

to utilize an e-mail accoun’t,— obtained through Lavabit, an

electronic communications service provider.

On June 10, 2013, the
United States obtained an order pursuant {0 18 U.S.C. § 2703(d) dirccting Lavabit to
provide, within ten days, additional records and information about-c-mail
account. Lavabit's owner and operator, Mr. Ladar Levison, provided very little of the
information sought by the June 10, 2013 order.

B. Pen-Trap Order

On.June 28, 2013, the Honorable Theresa C. Buchanan entered an Order pursuant
10 18 U.S.C. § 3123 authorizing the installation and use of pen-trap device on all

electronic communications being sent from or sent to the electronic mail account

_(“Pcn-Trnp Order”). The Pen-Trap Order authorized the

government Lo capture all (i) “non-content” dialing, routing, addressing, and signaling

information sent to or from—and (ii) to record the date and

time of the initiation and receipt of such transmissions, to record the duration of the
transmissions, and to record user log-in data on 1he—all fora
period of sixty days. Judge Buchanan further ordered Lavabit to furnish agents of the
Federal Bureau of Investigation (“FBI™), “forthwith, all information, facilities, and

technical assistance necessary to accomplish the installation and use of the pen-trap

L
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device.” Pen-Trap Order at 2. The government was also ordered to “take reasonable
steps to ensure that the monitoring equipment is not used to capture any” content-related
information. /d. Pursuantto 18 US.C. § 3123(d), Judge Buchanan ordered that the Pen-
Trap Order and accompanying application be sealed. /d. |

Later on June 28, 2013, two FBI Special Agents served a copy of the Pen-Trap
Order on Mr. Levison, Mr. Levison informed the FBI Special Agents that -emails were
encrypted as they were wransmitted 1o and from the Lavabit server as well as when they
were stored on the Lavabit server. In addition, decryption keys would be necessary 10
access any e-mails. Mr. Levison did not provide the keys 10 the Agents in that meeting.
In an email to Mr. Levison on July 6,2013,2 FBI Special Agent re-affirmed the nature of
the information requested in the pen-trap order. [n a response on the same day, Levison
claimed “we don’t record this data™

C. Compliance Order

Mr. Levison did not comply with the Pen-Trap Order. Accordingly, in the
evening of June 28, 2013, the government obtained an Order Compelling Compliance
Forthwith from U.S. Magistrate Judge Theresa C. Buchanan (“Compliance Order™). The
Compliance Order directed Lavabit to comply with the Pen-Trap Order and to “provide
the Federal Bureau of Investigation with unencrypied data pursuant 1o the Order.”
Lavabit was further ordered to provide “any information, facilitics, or technical assistance
are under the control of Lavabit [that] are nceded to provide the FBI with the unencrypted
data.” Compliance Order at 2. The Compliance Order indicated that failing to comply
would subject Lavabit to any penalty in the power of the court, “including the possibilitys

of criminal contempt of Court.” Id



Case 1:13-sw- i :
3-sw-00522-CMH Document 36-24 Filed 02/24/16 Page 14 of 18 PagelD# 763
Case 1:13-ec-00297-TCB *SEALED* Documirzftsll-ﬂ Filed 09/20/13 Page 8 of 28 PagelD#

REDACTE))

D. Orier to Show Cause

Mr. Levison did not comply with the Compliance Order. On July 9, 2013, this
Court ordered Mr. Levison to appear on July 16, 2013, to show cause why Lavabit has
failed to comply with the Pen-Trap Order and Compliance Order.

The following day, on July 10, 2013, the United States Attorney's Office arranged
a conference call involving the United States Attorney’s Office, the FBI, Mr. Levison and
Mr. Levison's attorney at the time, Marcia Hofmann, During this call, the parties
discussed implementing the pen-trap device in light of the encryption in place on the
target e-mail account. ’Ithc FBI explained, and Mr. Levison appeared to agree, that to
install the pen-trap device and to obtain the unencrypted data stream necessary for the
device's operation the FBI would require (i) access 1o Lavabit’s scrver and (ii) eneryption
keys.

E. Grand Jury Subpoena

On July 11, 2013, the United States Attorney's Office issued a grand jury
subpoena for Mr. Levison to testify in front of the grand jury on July 16,2013, The’
subpoens instructed Mr. Levison t0 bring to the grand jury his encryption keys and any
other information necessary (o accomplish the installation and use of the pen-trap device
pursuant to the Pen-Trap Order.! The FBI attempted to serve the'snbpoe-xm on Mr.
Levison at his residence. After knocking on his door, the FBI Special Agents witnessed
Mr. Levison exit his apartment from a back door, get in his car, and drive away. Laterin

the evening, the FBI successfully served Mr. Levison with the subpoena.

IS

' The grand jury subpoena was subsequently sealed on July 16, 2013. £
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On July 13, 2013, Mr, Levison sent an e-mail to Assistant United States Attorney

In light of the conference call on July 10th and after subsequently reviewing the

requirements of the June 28th order I now

believe it would be possible to capture

the required data ourselves and provide it to the FBL Specifically the information

we'd collect is the login and subsequent logout dare and time,

the [P address used

1o connect to the subject email account and the following non-content headers (if
present) from any future emails sent or received using the subject account. The

headers | currently plan to collect are: To, Ce,

Received, Return-Path, Apparently-To

From, Date, Reply-To, Sender,
and Alternate-Recipient. Note that

additional header ficlds could be captured if provided in advance of my

implementation effort,

$2,000 in compensation would

be required to cover the cost of the development

time and equipment necessary 10 implement my solution. The data would then be

collected manually and provided at the

conclusion of the 60 day period required

by the Order. | may be able to provide the collected data intermittently during the
collection period but only as my schedule allows. If the FBI would like 10 receive
the collected information more frequently I would require an additional $1,500 in
compensation. The additional money would be needed to cover the costs

associated with automating
it 1o an an FB1 server via “sep” on

the log collection from different servers and uploading
a daily basis, The money
cost of adding the process o out automated monitoring system SO that

would also cover the
| would

notified automatically.if any problems appeared.

The c-mail again confirmed that Lavabit is capable of providing the means for the FBI to

install the pen-trap device and obtain the requested information in an unencrypted form.

AUS;-\-replied to Mr, Levison’s e-mail that same day, explaining that the

proposal was inadequate because, among other things, it did not provide for real-time

(ransmission of results, and it was not clear that Mr. Levison’s request for money

constituted the “reasonable expenses” authorized by the statute.

F. Search Warrant & 2705(b) Non-Disclosure Order

On July 16, 2013, this Court issued a search warrant to Lavabit for (i) “[a}ll

information necessary to decrypt communications sent to or from the Lavabit e-mail

accoum_ including encryption keys and SSL keys” and (ii)
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“[a]ll information necessary 10 decrypt data stored in or otherwise associated with the
Lavabit accoum—“ Pursuant to 18 U.S.C. § 2705(b), the Court
ordercd Lavabit to not disclose the existence of the search warrant upon determining that
“there i reason to believe that notification of the existence of the . ., warrant will
seriously jeopardize the investigation, including by giving target an opportunity 1o flee or
continue flight from prosecution, destroy or tamper with evidence, change patterns of
behavior, or notify confederates.” July 16, 2013 Order (“Non-Disclosure Order') at 1.

G. Rule 49 Sealing Order

The search warrant and accompanying materials were further sealed by the Court
on July 16,2013, pursuant {0 a Local Rule 49(B) (“Rule 49 Order”). In the Rule 49
Ordet, the Court found that “revealing the material sought to be sealed would jeopardize
an ongoing criminal invest gation.” The sealing order was further justified by the Court’s
consideration of “available alternatives that are less drastic than sealing, and finding none
would suffice to protect the government’s legitimate interest in concluding the
investigation; and having found that this legitimate government interest outweighs at this
time any interest in the diselosure of the material.” Rule 49 Order at 1.

H. Show Cause Hearing |

At the Show Cause Hearing on July 16, 201 3, Mr. Levison made an cral motion
to unseal the proceedings and related filings. The government objected since unsealing
the proceedings would jeopardize the ongoing criminal investigation ot- The
Court denied Mr, Levison’s motion. Mr. Levison subsequently indicated to the Court
that he would permit the FBI to place a pen-trap device on his server. The government

requested that the Court further order Mr. Levison to provide his SSL keys since placing
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a pen-trap device on Lavabit’s server would only provide encrypted information ihat
would not yield the information required under the Pen-Trap Order. The government
noted that Lavabit was also required to provide the SSL keys pursuant to the search
warrant and grand jury subpoena. The Court determined that the govemmcni’s request
for the SSL keys was premature given that Mr. Levison had offered 0 place the pen-trap
device on his server and the Court’s order for a show cause hearing was only based on
the failure to comply with the Pen-Trap Order. Accordingly, the Court scheduled a
hearing for July 26,2013, 10 determine whether Lavabit was in compliance with the Pen-
Trap Order after a pen-trap device was installed.

{. Motion to Unsecal and Lift Non-Disclosure Order

On July 25,2013, Mr. Levison filed two motions—a Motion for Unsealing of
Sealed Court Records (*Motion t0 Unseal”) and a Motion to Quash Subpoena and Search
warrant (“Motion (0 Quésh"). {n the motions, Mr. Levison confirms that providing the
SSI, keys to the government would provide the data required under the Pen-Trap Order in
an unencrypted form. Nevertheless, he refuses 10 provide the SSL keys. Inorderto
provide the government with sufficient time to respond, the hearing was rescheduled for
August 1, 20\3..

On a later date, and aiter discussions with Mr. Levis_on, the FBI installed & pen-
trap device on Lavabit's Internet service provider, which would capture the same
information as if & pen-trap device was installed on Lavabit's server. Based on the
government’s ongoing investigation, it is clear that due to Lavabit’s encryption services
the picn-lrap device is failing to capture data related 10 all of the e-mails sent 10 and from

the account as well as other information required under the Pen-Trap Order. During
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Lavebit's over one month of noncompliance with this Court's Pen-Trap Order,-

ARGUMENT

I THE SEARCH WARRANT AND THE GRAND JURY SUBPOENA ARE
LAWUL AND REQUIRE LAVABIT TO PRODUCE THE SSL KEYS

A The search warrant and grand jury subpoena are valid because they
merely re-state Lavabil 's pre-existing legal duty. imposed by the Pen-Trap
Order, to produce information necessary 0 accomplish installation of the
pen-trap device.

‘I'he motion of Lavabit and Mr. Levison (collectively «1_avabit") 1o quash both the
grand jury subpoena and the search warrant should be denied because the subpoena and
warrant merely re-state and clarify Lavabil’s obligation under the Pen-Trap Act10
provide that same information. In total, four separate legal obligations currently compel
Lavabit to produce the SSL keys:

1. The Pen-Trap Order pursuant 10 the Pen Register and Trap and Trace

Device Act (18 U.S.C. §§3121-27);

™

The Compliance Order compelling compliance forthwith with the Pen-
Trap Order;

. The July 16, 2013, grand jury subpoena; and

12

4. The July 16, 2013, search warrant, issued by this Court under the
Electronic Communications Privacy Act (“ECPA").
The Pen-Trap Act authorizes courts to order providers such as Lavabit to disclose
~information™ that is “pecessary” to accomplish the implementation or us¢ of a pen-trap.
see 18 US.C. §§ 3123(b)(2): 3124(a); 3124(b). Judge Buchanan, acting under that

authority, specifically required in the Pen-Trap Order that: “IT IS FURTHER

11
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ORDERED, pursuant to 18 U.S.C. § 3123(b)(2). that Lavabit shall fumnish agents from
the Federal Bureau of Investigation, forthwith, all information, facilities, and technical
assistance necessary to accomplish the installation and use of the pen/trap device
unobtrusively and with minimum interference.” Pen-Trap Order at 2.

In this case, the SSL keys are “information... necessary (0 accomplish the
instaliation and use of the [pen-trap]” because all other options for installing the pen-trap
have failed. In a typical case, @ provider is capable of jmplementing a pen-trap by using
its own software or device, or by using a technical solution provided by the investigating
agency; when such a solution is possible, @ provider need not disclose its key. E.g, Inre
Application of the U.S. for an Order Authorizing the Use of a Pen Register and Trap On
[XXX] Internel Serv. Account/User Name [exxrxxxxx({@rxx. com), 396 F. Supp. 2d 45,49
(D. Mass. 2005) (suggesting language in a pen-trap order “to impose upon the internet
service providcrs the necessity of making sure that they configure their software in such a
manner as to disclose only that which has beeﬁ authorized™). In this case, given
Lavabit’s usc of SSL encryption and Lavabit’s lack of a software solution to implement
the pen-trap on behalf the government, neither the government nor Mr. Levison have
been able to identify such a solution.

Because the search warrant and grand jury subpoena require nothing that the Pen-
Trap Act does not already require, they arc not unreasonably burdensome. Morcover, a
court's constitutional authority to require a telecommunications provider to assist the
government in implementing & pen-trap device s well-established. See United Stares v.
New York Tel. Co., 434 US. 159, 168-69 (1977) (ina pre-Pen-Trap Act case, holding that

district court had the authority to order a phone company 10 assist in the installation of a
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pen-trap, and “'no claim is made that it was in any way inconsistent with the Fourth

Amendment.”).

B. Lavabit's motion fo quash the search warrant must be denied because
there is no stanwory authority for such motions, and the search warrant is
lawful in any even.

I. Lavabit lacks authority to move 10 SUppress a search
warrant.,

Lavabit lacks authority 1o ask this Court to “quash” a search warrant before it is
executed. The search warrant was issued under Title 11 of ECFA, 18 U.S.C. §§ 2701-
2712. ECPA allows providers such as Lavabit to move to quash court orders; but does
not create an equivalent procedure to move to quash search warrants. 18 U.S.C.

§ 2703(d). The lack of a corresponding motion to quash or modify a search warrant
means that there is no statutory authority for such motions. Se¢ 18 US.C.§ 2708 (“[t]he
remedies and sanctions described in this chapter are the only judicial remedies and
sanctions for nonconstitutional violations of this chapter.”); cf. In re Application of the
U.S. for an Order Pursuant to 18 US.C. § 2703(d), 830 F. Supp. 2d 114, 128-29 (E.D.
va, 2011) (holding that the lack of a specific provision in ECPA permitting users 10 move
10 quash court orders requires “the Court {to0] infer that Congress deliberately declined to
permit [such] challenges.™). '

2 The search warrant complies with the Fourth Amendment

and is not general.

The Fourth Amendment requires that a search warrant “particularly describe[e]
the place to be searched, and the persons ot things to be seized.” U.S. Const. Am. [V.
This “particularity requirement is fulfilled when the warrant identifies the items to be

seized by their relation 10 designated crimes and when the description of the iterns leaves
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nothing to the discretion of the officer executing the warrant.” United States v. Williams,
592 F.3d 511, 519 (4th Cir. 2010).
The July 16, 2013, search watrant’s specification casily meets this standard, and
therefore is not impermissibly general. It calls for only:
a. All information necessary to decrypt communications

sent to or from the Lavabit ¢-mail account
including encryption keys and

SSL keys;

b. Al information necessary to decrypt data stored in or
otherwise associated with the Lavabit account

That specification leaves nothing to discretion; it calls for encryption and SSL keys and
nothing clse.

Acknowledging this specificity, Lavabit nonetheless argues that the warrant
“gperates as a general warrant by giving the Government access to every Lavabit user’s
communications and data.” Mot. 1o Quash at 3. To the contrary, the warrant does not
grant the government the legal authority (o access any Lavabit user's communications or
data. After Lavabit produces its keys to the government, Federal statutes, such as the
Wiretap Act and the Pen-Trap Act, will continue (o limit sharply the government's
authority to collect any data on any Lavabit user—except for the one Lavabit user whose
account is currently the subject of the Pen-Trap Order. See 18 US.C. §2511(1)
(punishing as a felony the unauthorized interception of communications); § 3121
(criminalizing the use of pen-trap devices without acourt order). It cannot be that 2
search warrant is “general” merely because it gives the government a tool thay, if abused
contrary to law, could constitite a general search. Compelling the owner of an apartment

building to unlock the building’s front door so that agents can search one apartment is ot

14
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a “general scarch” of the entire apartment building—even if the building owner imagines

that undisciplined agents will illegally kick down the doors to apartments not described in
the warrant,

5 Lavabit's motion 1o quash the subpoena nusi be denied because

compliance would not be unreasonable or oppressive

A grand jury subpoena “may order the witness 10 produce any books, papers,
docmﬁems, data, or other objects the subpoena designates,” but the court “may quash or
modify the subpoena if compliance would be unreasonable or oppressive.” Fed. R. Crim.
D 17(6)(1) & (2),see Inre Grand Jury, John Doe No. G.J.2005-2, 478 F.3d 581, 585
(4th Cir. 2007) (recognizing courts may quash subpoenas that ar¢ “abusive or
harassing™).”

Lavabit argues the subpoena should be quashed because it “grantfs] the
Government unlimited access 10 every one of its user’s accounts.” Mot to Quash at 7.
As explained above, the subpoena does no such thing: 1t merely reaffirms Lavabit’s
existing obligation 10 provide inf‘brmation necessary to implement this Court’s Pen-Trap
Order on a single Lavabit customer’s ¢-mail account. The Pen-Trap Order further
restricts the government’s access by preventing the government {rom collecting the
content of that Lavabit customer’s e-mail communications.

Lavabit also argues that it will lose customers’ trust and business if it they leam
that Lavabit provided the SSL keys to the government. But Lavabit finds itself in the
position of having to produce those keys only because, more than a month after the Pen-

Trap Order, Lavabit has failed to assist the government {0 implement the pen-trap device.

? {.avabit cites 18 US.C. § 2703(d) as suthority for its motion to quash. but that section by its terms only
permits motions (4 quash court orders issued under that same section.
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Any resulting loss of custamer “erust” is not an “unreasonable” burden if Lavabit’s
customers trusted that Lavabil would refuse to comply with Jawful court orders. All
providers are statutorily required to assist the government in the implementation of pen-
traps, see 18 U.S.C. § 3124(a), (b), and requiring providers to comply with that statute is
neither “unreasonable” nor “gppressive.” Inany event, {avabit’s privacy policy tells its
customers that “Lavabit will not release any information related to an individual user

unless legally compelled to do s0.”" See hitp://lavabit.com/privacy policy.html (emphasis

added).
Finally, once court-ordered surveillance is complete, Lavabit will be free to

change its SSL keys. Vendors sell new SSL certificates for approximately §$100. See,

e.g., GoDaddy LLC, SSL Certificates, httns:/!w\xw.aodad}dv.com/sslfssi-ceniﬁcaies.uspx.

Moreover, Lavabit is entitled to compensation “for such reasonable cxpenses incurred in

providing” assistance in implementing a pen-trap device. 18US.C. § 3124(c).

11 TH.ENON-DISCLOSURE ORDER IS CQNSIS’I’EN'I‘ WITH THE FIRST
AMENDMENT BECAUSEITIS NARROWLY TAILORED TO SERVE
WHAT ALL PARTIES AGREE IS A COMPELLING GOVERNMENT
INTEREST
Lavabit has asked the Court 10 unseal all of the records sealed by this Court’s

Order to Seal, and 1o lift the Court’s Order dated July 16, 2013, dirccting Lavabit not 10

disclose the existence of the scarch warrant the Court signed that day (“Non-Disclosure

Order’). Motion for Unsealing of Sealed Court Records and Removal of Non-

Disclosure Order (“Mot. 10 Unseal™) at 1-2. Lavabit, however, has not identified (and

cannot) any compelling reason sufficient 10 overcome what even Lavabit concedes is the

government's compelling interest in maintaining the secrecy and integrity of its active

in'vestigation- Moreover, the restrictions are narrowly tailored to restrict

16
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Lavabit from discussing only a limited set of information disclosed to them as part of this

investigation. Because there is no reason 1o jeopardize the criminal investigation, this

motion must be denicd.

A The Non-Disclosure Order survives even strict serutiny review by

imposing necessary but limited secrecy obligations on Lavabit

The United States does not concede that strict scrutiny must be applied in

reviewing the Non-Disclosure Order. There is no need to decide this issue, however,

because the Non-Disclosure Order is narrowly tailored to advance a compelling

govemnment interest, and therefore easily satisties strict scrutiny,

The Government has a compelling interest in protecting the integrity of on-going

criminal investigations. Virginia Dep'1 of State Police v, Wash. Post, 386 F.3d 567,579

(4th Cir. 2004) ("We note initially our complete agreement with the general principle that

a compelling governmental interest exists in protecting the integrity of an ongoing law

enforcement investigation™); Branzburg v. Hayes, 408 U.S. 665, 700 (1972)

(“requirements ... that a State’s interest must be ‘compelling’ ...are also met here. As we

have indicated, the investigation of crime by the grand jury implements & fundamental

governmental role of securing the safety of the person and property of the citizen st I8

Indeed, it is “obvious and unarguable that no government interest is more compelling

than the security of the Nation.” Haig v. Agee, 453 U.S. 280, 307 (1981) (internal

quotation marks omitted); see alsa Dep 't of the Navy v. Egan, 484 U.S. 518, 527 (1988)

("This Court has recognized the Government's ‘compelling interest’ in withholding

notional security information from unauthorized persons in the course of executive

business™). Likewise, here, the United States clearly has a compelling interest in.

ensuring that the target of lawful surveillance is not aware that he is being monitored.

17
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United States v. Aguilar, 515 U.S. 593, 606 (1995) (holding that a statute prohibiting
disclosure of a wiretap was permissible under the First Amendment, in part because
“[wle think the Government's interest is quite sufficient to justify the construction of the
statute as written, without any artificial narrowing because of First Amendment
concerns”). As the Non-Disclosure Order makes clear, publicizing “the existence of the
[search] warrant will seriously jeopardize the investigation, including by giving targets an
opportunity to flee or continue flight from prosecu:ion,)dcstroy or tamper with evidence,
change patterns of behavior, or notify confederates.”

Lavabit acknowledges that “the government has a compelling interest in
maintaining the integrity of its criminal investigation of-’. Mot. to Unseal
at 4: id. at 6 (“the government has a legitiniate interest in tracking” -
account); :a’ at 8 (“the secrecy of [Stored Communications Act] investigations is a
compelling government interest”). In spite of this recognition, Lavabit statcs it intends 10
disclose the search warrant and order should the Court grant the Motion to Unseal. Jd. at
5 (“Mr. Levinson needs some ability to voice his concerns fand] garner support for his
cause”); id. at 6. bisciosure of electronic surveillance process before the electronic
surveillance has finished, would be unprecedented and defeat the very purpose of the

~ surveillance. Such disclosure would ensure that- along with the public,
would leamn of the monitoring of -c-mail account and take action to frustrate the
legitimate monitoring of thar account.

The Non-Disclosure Order is narrowly tailored to serve the govemment’é
compelling interest of protecting the integrity of its investigation. The scope of

information that Lavabit may not disclose could hardly be more narrowly drawn: “the

18
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existence of the attached search warrant” and the Non-Disclosure Order itself.
Restrictions on a party’s disclosure of information obtained through participation in
confidential proceedings stand on & different and firmer constitutional footing from
restrictions on the disclosure of information obtained by independent means, Seatile
Times Co. v. Rhinehart, 467 U.S. 20, 33 (1984) (order prohibiting disclosure of
information learned through judicial proceeding i not the kind of classic prior restraint
that requires exacting First Amendment scrutiny”™); Butterworth v. Smith, 494 U.S. 624,
632 (1990) (distinguﬁh&ng between a witness' “right to divulge information of which he
was in possession before he testified before the grand jury” with “information which he
may have obtained as a result of his participation in the proceedings of the grand jury”);
see also Hoffman-Pugh v. Keenan, 338 F.3d !_136, 1140 (10th Cir. 2003) (finding
prohibition on disclosing information learned through gra!;d jury process, as opposed to
information person already knew, does not violate First Amendment). In Rhinehart, the
Court found that “control over [disclosure of] the discovered information does not raise
the same speeter of government censorship that such control might suggest in other
situations.” 467 U.S, a1 32.

Further, the Non-Disclosure Order is temporary. The nondisclosure obligation
will last only so long as necessary 10 protect the government’s ongoing investigation.

B. The Order neither forecloses discussion of an “entire topic” nor

constitutes an unconstitutional prior restraint on speech

The limitation imposed here does not close off from discussion an “entire topic,”
as articulated in Consolidated Edison. Mot. 10 Unseal at 4. At issue in that case was the
constitutionality of a state commission’s order prohibiting a regulated utility from

including inserts in monthly bills that discussed any controversial issue of public policy,

19
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such as nuclear power, Consolidated Edison Co. of New York v. Pub. Serv. Comm’n of
New York, 447 U.S. 530, 532 (1980). The Non-Disclosure Order, by contrast, precludes
a single individual, Mr. Levison, from discussing a narrow sct of information he did not
know before this proceeding commenced, in order to protect the integrity of an ongoing
criminal investigation, Cf. Doe v. Mukasey, 549 F.3d 861, 876 (2d Cir. 2009) (“althoﬁg,h
.the nondisclosure requirement is triggered by the content of a category of information,
that category, consisting of the fact of receipt of [a National Sccufity Letter] and some
related deiails, is far more limited than the broad categories of information that have been
at issue with respect to typical content-based restrictions.”). M. Levison may still
discuss everything he could discuss before the Non-Disclosure ‘Order was issuc'd.
Lavabit’s argument that the Non-Disclosure Order, and by cxtension all § 2705(b)
orders, are unconstitutional prior restraints is likewise unavailing. Mot. To Unseal at 5-6.
As argued above, the Non-Disclosure Order is narrowly tailored to serve compelling
government interests, and satisfies strict serutiny. See supra, Part 1LA. Regardless, the
Non-Disclosure Order does not fit within the two general categories of prior restraint that
can run afoul of the First Amendment: licensing regimes in which an individual’s right to
speak is conditioned upon prior approval from the government, see City of Lakewood v.
Plain Dealer Publishing Co., 486 U.S. 750, 757 (1988), and injunctions restraining
certain speech and related activities, such as publishing defamatory or scandalous
articles. showing obscene movies, and distributing leaflets, see Alexander v. United
Srares, 509 U.S. 344, 550 (1993). A prior restraint denies a person the ability 10 express
viewpoints or ideas they could have possessed without any government involvement.

Section 2705(b) orders, by contrast, restrict a recipient’s ability to disclose limited

20
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information that the recipient only learned from the government’s need to effectuate a
legitimate, judicially sanctioned form of monitoring. Such & narrow limitation on
information acquired only by virtue of an official investigation does not raise the same
concerns as other injunctions on specch. Cf. Rhinehart, 467 U.S. 8t 32, Doe v. Mukasey,
549 F.3¢ at 877 ( “[tlhe nﬁn-disc!osurc requirement” imposed by the national security
letter statute “is not a typical prior restraint or a typical content-based restriction
warranting the most rigorous First Amendment scrutiny”).
[I. NO VALID BASIS EXISTS TO UNSEAL DOCU MENTS THAT, IF MADE

PUBLIC PRE-MATURELY, WOULD JEOPARDIZE AN ON-GOING

CRIMINAL INVESTIGATION

A Any common law right of access is ourweighed by the need to protect the
integrity of the investigation.

Lavabit asserts that the common law right of access necessitates reversing this
Court’s decision to seal the search warrant and supporting documents. Mot. to Unseal at
7.10. The presumption of public access 10 judicial records, however, is “qualified,” Balr.
Sun Co. v. Goefz, 886 F.2d 60, 65 (4th Cir. 1989), and rebuttable upon a showing that the
“public’s right of access is outweighed by competing interests,” In re Application of the
U.S. for an Order Pursuant fo 18 U.S.C. Section 2703(cd), 707 F.3d 283, 290 (4th Cir.
2013) (“Twirter™). In addition to considering substantive interests, a judge must also
consider procedural alternatives 10 sealing judicial records. Thwitter, 707 F.3d at 294.

« Adherence 10 this procedure serves o ensure that the decision to seal materials will not
be made lightly and that it will be subject to meaningful appellate review.” Va Dep't of

Stare Police v. Wash. Post, 386 F.3d 567, 576 (4th Cir. 2004). This standard is met easily

here.
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“[T]he common law does not afford as much substantive protection to the
interests of the press and the public as does the First Amendment.” Twirrer, 707 F.3d at
290 (internal quotation marks omitted). With respect o the substantive equities at stake,
the United States® interest in maintaining the secrecy of a criminal investigation to |
prevent the target of the surveillance from being alerted and altering behavior to thwart
the surveillance clearly outweighs any public interest in leaming about specific acts of
surveillance. Id. at 294 (rejecting common law right of access because, infer alia, the
sealed documents “set forth sensitive non-public facts, including the identity of targets
and witnesses in an ongoing criminal investigation™). “Because secrecy is necessary for
the proper functioning of the criminal investigation™ prior o indictment, “openness will
frustrate the government’s operations.” [d. at 292. Lavabit concedes that ensuring “the
seerecy of [Stored Communications Act] investigations,” like this, “is a compelling
government inrerest.” Mot to Unseal at 8 (emphasis added). [avabit does not, however,
identify any compelling interests 10 the contrary. Far from presenting “a seriously
concerming expansion of grand jury subpoena power,” as Lavabit’s contents, id., a judge
issued the Pen-Trap Order, which did not authorize monitoring of any Lavabit e-mail
account other than _

In addition, the Court satisfied the procedural prong. [t “considered the available
alternatives that are less drastic than sealing, and [found] none wogld suffice to protect
the government's legitimate interest in concluding the investigation.” Rule 49 Order,

The Fourth Circuit's decision in Twitter is instructive. That case arose from the
Wikilcaks investigation ol Army Pfc. Bradley Manning. Specifically, the government

obtained an order pursuant to | 8 U.S.C. § 2703(d) directing Twitter to disclose electronic

139
(3]
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communications and éccount and usage information pertaining to three subscribers.
When apprised of this, the subscribers asserted that a common law right of access
required unsealing records related to the § 2703(d) order, The Fourth Circuit rejected this
claim, finding that the public’s interest in the Wikileaks investigation and the
government’s electronic surveillance of internet activities did not outweigh “the
Government’s i.nteresu; in maintaining the secrecy of its investigation, preventing
potential suspects from being tipped off, or altering behavior to thwart the Government’s
ongoing investigation.” 707 F3d at 293. “The mere fact that a case is high profile in
nature,” the Fourth Circuit observed, “does not necessarily justify public access.” Id. at
294. Though Twitier involved a § 2703(d) order, rather than a § 2705(b) order, the Court
indicated this is a distinction without adifference. Id. at 294 (acknowledging that the
concerns about unsealing records “accord” with § 2705(b)). Given the similarities

etween Tiviter and the instant case—most notably the compelling need to protect
otherwise confidential information from public disclosure and the national atiention to
the matter—there is no compelling rationale currently before the Court necessitating

finding that a common law right of access exists here.

B. Courts have inherent authority to seal ECPA process

Lavabit asserts that this Court must unseal the Non-Disclosure Order because 18
U.S.C. § 2705(b) does not explicitly reference the sealing of non-disclosure orders issued
pursuant to that section. Mot. to Unseal at 9-10. As an initial matter, the Court has
inherent authority to seal documents before it. In re Knight Pub. Co., 743 F.2d 231,335
(4th Cir. 1984) (“{t]he trial court has supervisory power over its own records and may, in

its discretion, scal documents if the public’s right of access is outweighed by competing
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interests”); see also Media General Opercations, Inc. v. Buchanan, 417 F3d, 424, 430 (4th
Cir. 2005); United States v. U.S, Dist, Court, 407 U.S. 297, 321 (1972) (“a warrant
application involves no public or adversary proceedings: it is an ex parte request before u
magistrate or judge.”). In addition, the Court here exercised its authority to seal pursuant
to Local Rule 49(B), the validity of which Lavabit does not contest.

Even if the Court did not have this authority, Lavabit’s reading of § 2705(b) must
be rejected, because it would gut the essential function of non-disclosure orders and
thereby disregard Congress’ clear intent in passing § 2705.. The Section allows courts to
delay notification pursuant to § 2705(a) or issue a non-disclosure order pursuant to
§ 2705(b) upon finding that disclosure would risk enumerated harms, namely danger to a
person's life or safety, flight from pfosccmvion, destruction of evidence, intimidation of
witnesses, or seriously jeopardizing an investigation. 18 U.S.C. §§ 2705(a)(2)(A)-(E),
(BY(1)-(5). It would mhke no sense for Congress to purposefully authorize courts to limit
disclosure of sensitive information while simultaneously intending to allow the same
information to be publicly accessible in an unsealed court document,

Finally, the implications Lavabit attempts to draw from the mandatory sealing
requirements of 18 U.S.C. §§ 2518(8)(b) and 3123(a)(3)(B) arc mistaken. While Lavabit
characterizes those statutes as granting courts the authority to seal Wiretap Act and pen-
trap orders, courts already had that authority. Those statutes have another effect: they
removed discretion from counts by requiring that courts seal Wiretap Act orders and pen-
trap orders. See 18 U.S.C. § 2518(8)(b) (“Applications made and orders granted under
this chapter shall be sealed by the judge™) (emphasis udded); id § 3123(a)(3)(B) (“The

record maintained under subparagraph (A) shall be provided ex parte and under seal 1o
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the court™) (emphasis added). Congress’ decision to leave that discretion in place in

other situations does not mean that Congress believed that only Wiretap Act and pen-trap

orders may be sealed.

& Supposed privacy concerns do not compel a common law right of access

10 the sealed documents. ‘

Lavabits brief ends with an argument that privacy interests require a common
law right of access. Mot. to Unseal at 10-11. Lavabit, however, offers no legal basis for
this Court to adopt such a novel argument, nor do the putative policy considerations
Lavabit references outweigh the government’s compelling interest in preserving the
secrecy of its ongoing criminal investigation. Indeed, the most compelling interest
currently before the Court is ensuring that the Court’s orders requiring that Mr. Levison
and Lavabit comply with legitimate monitoring be implemented forthwith and without

additional delay, evasion, or resistance by Mr, Levison and Lavabit.
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CONCLUSION

For the foregoing reasons, Lavabit’s motions should be denied. Furthermore, the
Court should enforce the Pen-Trap Order, Compliance Order, search warmrant, and grand

jury subpoena by imposing sanctions until Lavabit complies.

Respectfully Submitted,

NEIL H. _MACBRIDE

{ 2REC WA

Assistant United States Attorney
United States Attorney’s Office
2100 Jamieson Ave.

Alexandria, VA 22314

703-299-3700
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CERTIFICATE OF SERVICE

| hereby certify that on July 31,2013, 1 e-mailed a copy of the foregoing
document to Lavabit's Counsel of Record:

Jesse R, Binnall

Bronley & Binnall, PLLC
10387 Main Street, Suite 201
Fairfax, VA 22030

Assistant United States Attorney
United States Attorney's Office
2100 Jamieson Ave,

Alexandria, VA 22314

703-299-3700
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UNITED STATES DISTRICT COURT
FASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

)
IN THE MATTER OF THE oouo. 1:13 g0 297
APPLICATION OF THE UNITED )
STATES AUTHORIZING THE USE )
OF A PEN REGISTER/TRAP AND ) @{@
TRACE DEVICE ON AN ) . ka?
ELECTRONIC MAIL ACCOUNT )
)
IN THE MATTER OF THE SEARCH ) NO. 1:13 8W 522
AND SEIZURE OF INFORMATION )
P2} ACTATED I T )
THAT )
15 STORED AND CONTROLLED AT )
PREMISES CONTROLLED BY )
LAVABIT, LLC )
)
IN RE GRAND JURY SUBPOENA ) NWO. 13-1
)
} UNDER SEAL
)
y Alexandrisa, Virginia
o Eagust 1, 2013
y mb 200 a .

TRANSCRIPT OF HEARING
BEFORE THE HCONORABLE CLAUDE i, HILTON

UNITED STATES DISTRICT JUDGE

APPERRANCES:

For the United States: James Trump, Esq.
Michael Ben'Ary, Esqg.
Josh Goldfoot, Esqg.

For the Respondent: Jesse R, Binnall, Esq.
Court Reporter: Tracy fl.. Westfall, RPR, CMRS, CCR
Proceedings reported by machige shorthand, transcript produced

by computer-aided transcription.

Tracy L. Westfall CCR-USDC/EDVA
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1 pPROCEREDINGS
2 THE CLERK: In re: Case Nos. 1:13 EC 297, 1:13 sSuW He;

3 || and Grand Jury No. 13=1

b

MR. TRUMP: Good morning. Jim Trump on behalf of the

5 || United States.

THE COURT: Geood morning.

(o))

i MR. BINNALL: Good morning, Your Honor. dJesse Binnall
8 || on behalf of Lavabit and Mr. Lev;son.

9 THE COURT: All right.
10 MR. BINNALL: May it please the Court. We're before
13 the Court today on two separate motions, a motion te quash the
12 | requirement of Lavabit to produce its encryption keys and the
13 || motion to unseal and 1lift the nondisclosure requirements of

14 Mr. Levison.

15 your Honor, the motion to quash in this arises because
16 || the privacy of users {s at -- of Lavabit's users are at stake.

17 || We're not simply speaking of the target of this investigation.
18 || we're talking about over 400,000 individuals and entities that
15 || are users of Lavabit who use this service because they believe

20 thelr communications

u

re sscure.

2 By handing over the keys, the encryption keys ime Ehls
22 | case, they necessarily bacome less secure. In this case it is
23 | true that the face of the warrant itself does limit the

e

24 || documents or -- and communications to be viewsd and the specific

25 || metadata to be viewed toO the target of the case,_

Tracy L. Westfall OCR-USDC/EDVA
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However, there is a lack of any sort of check or
palance in order to ensure that the -- cthat the encrypted data
of other Lavabit users remain secure. The encryption in this
case doesn't protect only content. IT protects lcgin data and
the other -- some of the other metadata involved in this case.

We believe that this is not the least restrictive means
in order to provide the government the data that they are
looking for. Specifiecally --

THE COURT: You have two different encryption codes,
one for the logins and the messages that are transmitted. You

have another code that encrypts the content of the messages,

MR. BINNALL: Your Honor, I believe that that is tzue.

From my understanding of the way that this works is
that there is one SSL key. That SS8L key is what is issue in
this case, and that SSL key specifically protects the
communication, the over —-- the breadth of the communication
itself from the user's actual computer to the server to make
sure that the user is communicating with exactly who the user
intends to be communicating with, the server.

and that's one of the things that SSL does. It ensures
that you're talking to the right person via e-mail énd there's
not a so-called man in the middle who's there to take that
message away.

THE COURT: Does that key also contain the cocde of the

Tracy L. Westfall OCR-USDC/EDVA
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message and interpret the message as well?

MR. BINNALL: My understanding is that it dopes, Your
Honor, but because that's not my technical expertise, I'm not
going to rgpresent to the Court anything on that one way oI
another. But my understanding is there is one general key here
that is at issue.

THE COURT: Well, why would you set up such? I mean, &
telephone, you've got telephone numbers anc e

MR. BIN&ALL: Correct.
THE COURT: =-- those can be traced very easily without
any lock at the content of the message that's there. You-all
could have set up something the same way.

MR. BINNALL: We could have, Your Honor. Actually, if
youlre to ~- |

THE COUR?: So if anybody's —- you're blaming the
government for something that's overbroad, but it seems tc me
ghat your client is the one that set up the system that's
designed not to protect that information, because you know that
there needs to be access Lo calls that go back and forth to one
person or another. and to say you can't de that jusi because
you've set up a system that everybody has to -- has to be
unencrypted, if there's such a word, that doesn't seem to me to
be a very persuasive argument.

MR, BINNALL: I understand the Court's point, and this

is the way that I understand why it's done that way.

Tracy L. Wescfall CLR-USDC/EDYA
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There's different security aspects involved for people
who want to protect their privacy, and there certainly is the
actual content of the message themselves. That's certainly what
T would concede is the highest security interest.

But there's also the security interest to make sure
that they've communicating with who you want to be communicating
with. That is equally of a concern for privacy issues because
that is, at the end of the day, one of the things that secures
the content of the message.

In this case it is true that most Internet Service

(43

providers do log, {s what they call it, & lot of the metadata

that the government wants in this case without that necessarily

heing encrypted, things such as who something is going to, who

it's going from, the time it's being sent, the IP address from
which it is being sent.

Tavabit code is not something that you buy off the
shelf. It is ceode that was custom made. It was custom made in
order to secure privacy to the largest extent possible and to be
the most secure way possible fer multiple people to communicate,
and so it has chosen specifically not to log that information.

Now, that is actually information that my client has
offered to start logging with the particular user in EhilgTcase,
It is, however, something that is quite burdensome on him. It
is something that would be custom code that would take between

20 to 40 hours for him to be able to produce. We believe that

Tracy L. Wastfall OCR-USDC/EDVA
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is & better alternative than turning over the encryption key
which can be used to get the data for all Lavabit users.

I hope that addresses the Court's concern kind of wicth
regard to the metadata and why it is not more -- why Lawvabit
hasn't created an encryption system that may honestly be more

within the mainstream, but this is a provider that specifically

- was started in order to have to protect privacy interests more

than the average Internet service provider.

THE COURT: I can understand why the system was set up,
but I think the gcvernment is -- government's clearly entitled
to the information that they're seeking, and just because
you-all have set up a system that makes that difficult, that
doesn't in any way lessen the government's right to recelve that
infoermation just as they would from any telephone company or any
other e-mail source that could provide it easily. Whether
it's -- in other words, the difficulty ox the ease in obtaining
the information doesn't have anything to do with whether or not
the government's lawfully entitled to the information,

MR. BINNALL: It is -- and we don't disagree that the
government is entitled to the information. We actually --

THE COURT: Well, how are we going to get ité 'm
going to have to deny your motion to quash. It's just rnot
overbroad. The government's asking for a very narxow, specific
bit of information, and it's information that they're entitled

tO.

Tracy L. Westfall OCR-USDC/EDVA
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Now, how are we going tO work out that they get it?

MR. BINNALL: Your Honor, what I would still say is the
pest method for them to get it is, first of all, there be some
way for there to be some sort of accountability other than just
relyinrg on the government toc say we're not going to go outside
the scope of the warrant.

This is nothing that is, of course, personal against
the government and the, you know, VvVery professional law
enforcement officers involved in this case. But quite simply,
the way the Constitution is set up, it's set up in a way To
gnsure that‘there's some sort of checks and balances and
accountability.

THE COURT: What checks and balances need to be set up?

MR, BINNALL: Well --

THE COURT: Suggest something To me.

MR. BINNALL: I think that rhe least restrictive means
possible here is that the government essentially pay the
reasonable expenses, meaning in this case ny client's extensive
labor costs tc be capped at a reasonable amount.

THE COURT: Has the government ever done that in one of
these pen register cases?

MR. BINNALL: Not that T've found, Your Honor.

THE COURT: I don't think so. T've never known of one.

MR. BINNALL: And Your Honor's certainiy seen more of

these than I have.

Tracy L. Westfall CCR-VSHC/EDVA
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THE COURT: So would it be reasonable to start now with
your client?

MR. BINNALL: I think everyone would agree that this is
an unusual case. And that this case, in order to protect the
privacy of 400, 000-plus other users, some sort of relatively
small manner in which to create & log system fcr this one user

to give the government the metadata that they're looking

rH

fte

G 15
the least restrictive mean here, and we can do that in a way
that doesn't compromise the security keys.

This is actually a way that my»client‘~~

THE COURT: You want LO do it in a way that the
government has Lo trust you ——

MR. BINNMALL: Yes, Your Honor.

THE COURT: -~ to come up with the right data.

MR. BINNALL: That's correct, Your Honor.

THE COURT: And you won't trust the government. S5O why
would the government trust you?

MR. BINNALL: Your Honor, because that's what the pasis
of Fourth Amendment law says is more acceptable, is that the
government is the entity that you really need the checks and
balances on.

Now, my -~

THE COURT: I don't know that the Fourth Amendment says
that., This is a criminal investigation.

MR, BINNALL: That 1is absolutely correct.

Tracy L. Wescfall OCR-USDC/EDVEA
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THE COURT: A criminal investigation, and I don't Know
that the Fourth Amendment says that the person being
investigated here is entitled to more leeway and more rights
than the government is. I don't know.

MR. BINNALL: There certainly is a balance of power
there. I, of course, am not here to represent the interest of
- I'm here specifically looking over my client who
has ﬁensitive data ==

THE COURT: I understand. I'm trying to think of
working out something. I'm not sure you're suggesting anything
to me other than either you do it and the government has CO
trust you to give them whatever you want to give them or yeu
have to trust the government that they're not going to go into
your other files.

Is there some other route?

MR. BINNALL: 1 would suggest that the government --
1'm sorry —-- that the Court can craft an order to say that vwe
can -~ that we should work in concert with each other in order

to come up with this coding system that gives the government all

1

of the metadata that we can give them through this logging
=) k-

procedure that we can install in the code, and then using that
as a least restrictive means to see if that can get the
government the information that they're looking for on the

specific account.

THE COURT: How long does it take to install that?

Tracy L. Westfal} OCR~-UERC/EDVA
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MR. BINNALL: I mean, 20, 40 hours. So I would suggest
rhat would probably be & week to a week and a half, Your Honor,
although I would be willing to talk to my client to see if wve

can get that expedited.

3

HE COURT: To install it?

MR. BINNALL: Well, to write the code.

THE COURT: You don't have a code right at the moment.
You would havé to write something?

MR. BINNALL: That's correct. And the portion of the
government's prief that talks about the money that he was
looking for is that reasonable expense for him basically to do
nocthing for that period of time but write code to install in
order to take the data from-and put it in a way chat
the government will see the logged metadata involved.

THE COURT: All right. I think I understand your
position. I don't think you need to argue this metion to
unseal. This is & grand jury matter and part of an ongcing
criminal ihvestigation, and any motion to unseal will be denied.

MR, BINNALL: If I could have the Court's attention
just on one jssue of the nondisclosure provision of this. And I
understand the Court's position on this, but there is other
privileged communications if the Court would be so generous as
to alléw me very. briefly to address that issue?

There's other First amendment considerations at issue

with not necessarily just the sealing of this, but what

Tracy L. Westfall QCR-USDC/ELVA
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Mr. Levison can disclose and to whom he may disclose it.

The First Amendment, of course, doesn't just cover
speach and assembly, but the right to petition for a redress of
grievances. We're talking about a statute here, and, honestly,
a statute that is very much in the public eye and involving
issues that are currently pending before congress.,

I think the way that the order currently  is written,
besides being --

THE COURT: You're talking about the sealing ordegr?

MR. BINNALL: I'm talking about the sealing order and
the order that prohibits Mr. Levison from disclosing any
information.

Now, we don't want to disclose -- wWe have no intention

Lt

instance, talk to members of the legislature and their staffs
about rewriting this in a way thatls ——

THE COURT: No. This is an ongoing criminal
investigation, and there's no leeway to disclose any information
about 1itC.

MR. BINMALL: And so at that point it will remain with
only Mr. TLevison and his lawyers, and we'll keep friat thaty

THE COURT: Let me hear from Mr. Trump.

Is there some way we can work this out or something
t+hat I can do with an order that will help this or what?

MR. TRUMP: I don't believe so, Your Honor, beacause

Tracy L, Westiall CCR-~USSC/EDVA
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you've already articulated the reason why is that anything done
by Mr. Levison in terms of writing code or whatever, we have LO
trust Mr. Levison that we have gotten the information that we
were entitled to get since June 28th. He's had every
opportunity to propose solutions to come up with ways to address
his concerns and he simply hasn't.

We can assure the Court that the way that this wculd
operate, while the metadata stream would be captured by a
device, the device does not download, does not store, no one
looks at it. It filters everything, and at the back end of the
filter, wWe get what we're required to get under the order,

So there's no agents looking through the 400,000 other
pits of information, CustloOmers, whatever. MNo one looks at thar,
no cone stores it, no one nas access to it. All we'lre going to
look at and all we're going to keep is what is called for under
the pen resglster order, and that's all_we're asking this Court
to do.

THE COURT: All right. Well, I think that's
reasonable. So what is this before me for this morning other
than this motion to quash and unseal which I've ruled on?

MR. TRUMP: The only thing is to order the production
of the encryption keys, which jusi ==

THE COURT: Hasn't that already been done? There's a
subpoena for that.

MR. TRUMP: There's a gearch warrant for it, the motion

Tracy L. Westfall QCR-USNC/EDVA
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1 ]| to quash.
2 THE COQURT: Search warrant.
< 5 MR. TRUMP: Excuse me?
4 THE COURT: I said subpoena, but I meant search
5 || warrant.
6 MR. TRUMP: We issued both, Your Honor, but Your Honoxr

7 | authorized the seizure of that information. And we would ask

g Il the Court to enforce that by directing Mr. Levison to turn over
g | the encryption keys.

10 1f counsel represents that that will occur, we can not
11 | waste any more of the Court's time. If he represents that

12 | Mr, Levison will not turn over the encryption keys, then we have
13 || to discuss what remedial action this Court c<an take to require

14 || compliance with that oxder.

-t

19 THE COURT: Well, I will order the production of
16**those -~ of those keys.

i is that simply Mr. Levison or is that the corpeoration
18 |l as well?

ILE MR. TRUMP: That's one and the same, Your Honor.

20 Just so the record is clear. We understand from

21 {| Mr. Levison that the encryption keys were purchased

%]
N

commercially. They're not somehow custom craited by
23 || Mr. Levison, He buys them Irom a vendor and then they're
24 || installed,

7D THE COURT: Well, I will order that . If you wil

-t

o

Tracy L. Westfall OCR-USDC/EDVA
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present an order to me, T*11 enter it later on.

MR, TRUMP: Thank you. .

MR. BINNALL: Thank you, Your Honor.

As far as time frame goes, my client did ask me IEEEns
Court did order this if the Court could give him approximately
five days in order to actually physically get the encryption
keys here. And so it will be -- or just some sort of reasonable
time frame to get the encryption keys here and in the
government's hands. He did ask me to ask exactly the manner
that those are to be turned over.

MR, TRUMP: Your Honor, we understand that this can be
done almost instantaneocusly, as soon as Mr. Levison makes
contact with an agent in Dallas, and we would ask that he be
given 24 hours or less to comply. This has been goeing on for a
month.

THE COURT: Yeah, I don't think 24 -- 24 hours would be
reasonable, Doesn't have to do it in the next few minutes, but
I would think something like this, it's not anything he has to
amass or get together. It's just a matter of sending something.

So T think 24 hours would be reasonable.

MR, BINNALL: Yes. Thank you, Your Honor.

THE COURT: All right. And you'll present me an order?

MR. TRUMP: We will, Your Honor. Thank yeu.

THE COURE Ali right. Thank you-all, and we'll

adjourn until -- or stand in recess till 3 o'clock. Well,

Tracy L. Westfall QCR-USDC/EDVA
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1 recess till 9 o'clock tomorrow morning. (j]qu)
o X k %
= {Proceedings concluded at 20325 a.m.)
4
5
6
)
8
8 CERTIE‘ICATION
10
13 I certify, this 19th day of August 2013, that the

12 || foregoing is a correct transcript from the record of proceedings

13 | in the above-entitled mattexr to the best of my ability.

b
[$3]

L x/.i{/(,( 0MM/

16 Tracy Wwestfall] RPR[ %9‘?\3 CCR

18

19

20

Tracy L. Nestfall OCR~USDC/EDVA
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

!,—‘-‘-4
(Tl

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE

MG 12010 B

i CLERK LS. DISTRICT COUR
ALEXANDRIA, VIRGINA '

No. 1:13BC297

ON AN ELECTRONIC MAIL ACCOUNT

)
)

)

)

)

)

IN THE MATTER OF THE SEARCH AND )
)

)

)

)

)

)

)

SEIZURE OF INFORMATION

ASSOCIATED WITH No. 1:138W522
TIS

STORED AT PREMISES CONTROLLED

BY LAVABITLLC

In re Grand Jury No. 13-1
ORDER DENYING MOTIONS

This matter comes before the Court on the motions of Lavabit LLC and Ladar Levinson,
its owner and operator, to (1) quash the grand jury subpoena and search and scizurc warrant
compelling Lavabit LLC to provide the government with encryption keys to facilitate the
installation and use of a pen register and trap and trace device, and (2) unseal court records and
remove a non-disclosure order relating to these proceedings. For the reasons stated from the
bench, and as set forth in the government’s response to the motions, it is hereby

ORDERED that the motion to quash and motion to unseal are DENIED;

It is further ORDERED that, by 5 p.m. CDT on August 2, 2013, Lavabit LLC and Ladar
Levison shall provide the government with the encryption keys and any other “information,

facilities, and technical assistance necessary to accomplish the installation and use of the pen/trap
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7013 seizure warrant and the June 28, 2013 pen register order.

device" as required by the July 16,

It is further ORDERED that this Order shall remain under seal until further order of this

Court.
Is/
Claude M. Hilton
United States District Judge
Alexandria, Virginia

August _/_, 2013
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

L_E

IN THE MATTER OF THE UNDER SEAL % s ‘
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

Alexandria Division

TLERK, U.S. DISTRICT COVRT
No. 1:13EC297 ALEXARDRIA, VIRGINiA

SEIZURE OF INFORMATION

ASSOCIATED WITH No. 1:135W3522

HAT IS
STORED AT PREMISES CONTROLLED

)

)

)

)

)

)

)

IN THE MATTER OF THE SEARCH AND )
J

)

)

)

BY LAVABIT LLC )
)

)

In re Grand Jury No. 13-1
MOTION FOR SANCTIONS

The United States, through the undersigned counsel, pursuant to Title 18, United States
Code, Section 401, hereby moves for the issuance of an order imposing sanctions on Lavabit
LLC and Ladar Levison, its owner and operator, for Lavabit's failure to comply with this Court’s
order entered August 1, 2013, In support of this motion, the United States represents:

3, At the hearing on August 1, 2013, this Court dirccted Lavabit to provide the
government with the cncryption keys necessary for the operation of a pen register/trap and trace
order entered June 28, 2013. Lavabit was ordered to provide those keys by 5 p.m. on August 2,
2013. See Order Denying Motions entered August 2013,

2. At approximately 1:30 p.m. CDT on August 2, 2013, Mr. Levison gave the FBl a

printout of what he represented to be the encryption keys needed to operate the pen register. This



Case 1:13-sw-00522-CMH Document 36-27 Filed 02/24/16 Page 1 of 17 PagelD# 805

Case 1:13-ec-00297-TCB *SEALED* Document 11-20 Filed 09/20/1.3 Page 3 of 13 PagelD#
190 5 :

REDACTED
printout, in what appears to be 4-point type, consists of 11 pages of largely illegible characters. .
See Attachment A. (The attachment was created by scanning the document provided by Mr.
Levison; the original document was described by the Dallas FBI agents as slightly clearer than
the scanned copy but nevertheless illegible.) Moreover, each of the five encryption keys contains
512 individual characters — or a total of 2560 characters. To make use of these keys, the FBI
would have to manually input afl 2560 characters, and one incorrect keystroke in this laborious
process would render the FBI collection system incapable of collecting dccxyptéd data.

% At approximately 3:30 p.m. EDT (2:30 p.m. CDT), the undersigned AUSA
contacted counsel for Lavabit LLC and Mr. Levison and informed him that the hard copy format
for receipt of the encryption keys was unworkable and that the government would need the keys
produced in electronic format. Counsel responded by email at 6:50 p.m. EDT stating that Mr.
Levison “thinks™ iic can have an electronic version of the keys produced by Monday, August 3,
2013.

4, On August 4, 2013, the undersigned AUSA sent an g-mail to counsel for Lavabit
LLC and Mr. Levison stating that we expect 10 receive an electronic version of the encryption
keys by 10:00 a.m. CDT on Monday, August S,2013. The e-mail indicated_thm we expect the
keys to be produced in PEM format, an industry standard file format ﬁ)r digitally representing
SSL keys. See Attachment B. The e-mail further stated that the preferred medium for receipt of
these keys would be a CD hand-delivered to the Dallas office of the FBI (with which Mr.
Levison is familiar). The undersigned AUSA informed counsel for Lavabil LLC and Mr.

Levison that the government would seek an crder imposing sanctions if we did not receive the

encryption keys in electronic format by Monday moming.

29
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3 The government did not receive the electronic keys as requested. The
undersigned AUSA spoke with counsel for Lavabit and Mr, Levison at approximately 10:00 a.m.
this morning, and he stated that Mr. Levison might be able to produce the keys in electronic
format by 3 p.m. on August 3, 2013. The undersigned AUSA told counsel that was not
acceptable given that it should take Mr. Levison 5 to 10 minutes to put the keys onto 2 CDin
PEM format. The undersigned AUSA told counsel that if there was some reason why it cannot
be accomplished sooner, to let him know by 11:00 a.m. this morning. The government has not
received an answer from counsel,

6. The government therclore moves the Court to impose sanctions on Lavabit LLC
and Mr. Levison in the amount of $5000 per day beginning at noon (EDT) on August 5, 2013,
and continuing each day in the same amount until Lavabit LLC and Mr. Levison comply with
this Court’s orders.

: As noted, Attachment A to this motion is a copy of the printout provided by Mr.
Levison on August 2, 2013, Attachment B is a more detailed explanation of how these

encryption keys can be given to the FBI in an electronic format. Attachment C 10 this motion is a

proposed order.
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8. A copy of this mation, filed under seal, was delivered by email to counsel for

Lavabit LLC on August 5, 2013,

Respectfully submitied,

Neil H. MacBride
United States Attorne

By:

United States Attorney'¢@1fice
{ Justin W. Williams U.S. Attorney's Building
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone; 703-299-3700
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Attachment A
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ATTACHMENT B

Lavabit uses 2048-bit Secure Socket Layer (SSL) certificates purchased from GoDaddy to
encrypt communication between users and its server. SSL encryption employs public-key
cryptography, in which both the sender and receiver each have two mathematically linked keys: a
“public” key and a “private” key. “Public” keys are published, but “private” keys are not. In this
circumstance, a Lavabit customer uses Lavabit’s published public key to initiate an encrypted
email session with Lavabit over the internet. Lavabit’s servers then decrypt this traffic using their
private key. The only way to decrypt this traffic is through the usage of this private key. A SSL
certificate is another name for a published public key.

To obtain a SSL certificate from GoDaddy, a user needs to first generate a 2048-bit
private key on his/her computer, Depending on the operating system and web server used, there
are multiple ways to generate a private key. One of the more popular methods is to use a freely
available command-line tool called OpenSSL. This generation also creates a certificate signing
request file. The user sends this file to the SSL generation authority (e.g. GoDaddy) and
GoDaddy then sends back the SSL certificate. The private key is not sent to GoDaddy and
should be retained by the user. This private key is stored on the user’s web server (o permit
decryption of internet traffic, as described above. The FBI's collection system that will be
installed to implement the PR/TT also requires the private key 10 be stored to decrypt Lavabit
email and internet waffic. This decrypted traffic will then be filtered for the target emait address
specified in the PR/TT order. :

Depending on how exactly the private key was first generated by the user, it itself may be
encrypted and protected by a password supplied by the user. This additional level of security is
useful if, for example, a backup copy of the private key is stored on a CD. If that CD was lost or
stolen, the private key would not be compromised because a password would be required to
access it. Mowever, the user that generated the private key would have supplied it at generation
rime and would thus have knowledge of it. The OpenSSL tool described above is capable of
decrypting encrypted private keys and converting the keys 10 a non-encrypted format with a
simple, well-documented command. The FBP's collection system and most web servers requires
the key to be stored in a non-encrypted format,

A 2048-bit key is composed of 512 characters. The standard practice of exchanging
private SSL keys between entities is to use some electronic medium (e.g., CD or secure intcrnet
exchange). SSL keys are rarely, if ever, exchanged verbally or through print medium due to their
long length and possibility of human error. Mr. Levison has previously stated that Lavabit
actually uses five separate public/private key pairs, one for cach type of mail protocol used by
Lavabit.

PEM {ormat is an industry-standard file format for digitally representing SSL keys. PEM
files can easily be created using the OpenSSL tool described above. The preferred medium for
receiving these keys would be on a CD.



Case 1:13-sw-00522-CMH Document 36-27 Filed 02/24/16 Page 12 of 17 PagelD# 816

Case 1:13-ec-00297-TCB *SEALED* Document 11-21 Filed 09/20/13 Page 1 of 3 PagelD#
201

REDACTED

- EXHIBIT 21



Case 1:13-sw-00522-CMH Document 36-27 Filed 02/24/16 Page 13 of 17 PagelD# 817
Case 1:13-ec-00297-TCB *SEALED* Document 11-21 Filed 09/20/13 Page 2 of 3 PagelD#

202
REDACTED

N THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA |

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

UNDER SEAL

CLERK U3, DISTRICT oo
- Atsue:nmﬁ.v:gcrzgg:m
No. 1:13EC297

IN THE MATTER OF THE SEARCH AND
SEIZURE OF INFORMATION

ASSOCIATED WITH No. 1:136W522

HATIS
STORED AT PREMISES CONTROLLED

)

)

)

)

)

)

)

)

)

)

)

)

BY LAVABIT LLC )
)
)

In re Grand Jury No, 13-1
ORDER

This matter comes before the Court on the motion of the government for sanctions for
failure io comply with this Court’s order emered August 2, 2013, For the reasons stated in the
aovernment’s motion, and pursuant to Title 18, United States Code, Section 401, itis hereby

ORDERED that the motion for sanctions is granted;

Tt is further ORDERED that, if the encryption keys necessary to implement the pen
register and trap and trace device are not provided to the FBI in PEM or equivalent electronic
format by noon (CDT) on August 3, 2013, a fine of five thousand doliars (35,000.00) shall be
imposed on Lavabit LLC and Mr. Levison;

It is further ORDERED that, if the encryption keys necessary (0 implement the pen

register and trap and trace device are not provided to the FBI in PEM or cquivalent electronic

S
AN
EOHEN
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format by noon (CDT) each day thercafter beginning August 6, 2013, a fine of five thousand
dollars ($5,000.00) shall be imposed on Lavabit LLC and Mr. Levison for each day of non-
compliance; and
It is further ORDERED that the government's motion for sanctions and this Order shatl

remain under seal until further order of this Court.

Is/
Claude M. Hilton
United States District Judge

Alexandria, Virginia
August 5~ ,2013
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

[N THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP

AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

FILED UNDER SEAL

No. 1:13EC297

No, 1:13SW522

NOTICE OF APPEAL

Notice is hereby given that Lavabit LLC (“Lavabit”) and Mr. Ladar Levison

(“Mr. Levison”) in the above named case, hereby appeal to the United States

Court of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.

LAVABIT LLC
LADAR LEVISON
By Counsel

nley & Binnall, PLLC
10387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jhinnall@bblawonline.com
Counsel for Lavabit LLC

g%isc R. Binnall, VSB# 79292
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Certificate of Service

I certify that on this 15th day of August, 2013, this Notice of Appeal was
emailed and mailed to the person at the addresses listed below:

United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue

Alexanirial VA 22i 14

/'
// J esseA?/Einnall
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexendria Division

FILED UNDER SEAL

In re Grand Jury | No. 13-1

NOTICE OF APPEAL
Notice is hereby given that Lavabit LLC (“Lavabit”) and Mr. Ladar Levison
(“Mr. Levison”) in the above named case, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.
LAVABIT LLC

LADAR LEVISON
By Counsel

Je e R. Birn VSB# 79292
nley & B all PLLC
387 Main Street, Suite 201

Falrfax, Virginia 22030

(703) 229-0335 - Telephone

(703) 537-0780 - Facsimile

jbinnali@bblawonline.com

Counsel for Lavabit LLC
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Certificate of Service

I certify that on this 15th day of August, 2013, this Notice of Appeal was
emailed and mailed to the person at the addresses listed below:

United States Attorney's Office
Eastern District of Virginia
2100 Jamieson Avenue

/ / Jéég:g,R./ Binnall
o
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP

AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT No. 1:138W522

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSQCIATED W .

HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

NOTICE OF APPEAL
Notice is hereby given that Lavabit LLC (“Lavabit”) and Mr. Ladar Levison
(“Mr. Levison”) in the above named case, hércby appeal to the United States
Court of Appeals for the Fourth Cirecuit from the Orders of this Court entered
on August 1, 2013 and August 8, 2013,
LAVABIT LLC

LADAR LEVISON
By Counsel

e

Jodbe R. Binnall /SB# 79292
onley & Binnall, PLLC

0387 Main Street, Suite 201

Fairfax, Virginia 22030

(703) 229-0335 - Telephone

(703) 537-0780 - Facsimile

jbinnall@bblawonline.com

Counsel for Lavabit LLC
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Certificate of Service

gust, 2013, this Notice of Appeal was

I certify that on this 16th day of Au
ddresses listed below:

emailed and mailed to the person at the a

United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue
Alexandria, VA 22314
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Lavabit Online Media Links REDACTE D

Democracy Now Interview:

Democracy Now Interview Transcript:

Huff Post Interview:

RT Interview:

Ron Paul Interview:
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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

IN THE MATTER OF THE NO. 1:13 EC 297
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH NO. 1:13 SW 522
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABITLLC

IN RE GRAND JURY SUBPOENA NO. 13-1

UNDER SEAL

PROPOSED ORDER

XN e

The United States has proposed partially unsealing records in this matter due to pﬁblic
disclosures made by Ladar Levison and Lavabit, LLC and for the purpose of creating a public
record for Mr. Levison’s appeal. The Court has considered the original sealing orders, the
motions in support of the original sealing orders, the government’s ex parte motion to unseal
certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

(1) the government has a compelling interest in keeping certain information in the
documents sealed, and the government has proposed redacted versions of the documents that
minimizes the information under seal;

(2) the government’s interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protect

that interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above captioned
matter are partially unsealed. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached to this Order, as well as the unredacted copies of any record filed
in the above-captioned matter, including the government’s ex parte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court,

The Honorable Claude M. Hilton
United States District Judge

Date:
Alexandria, VA
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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

IN THE MATTER OF THE NO. 1:13 EC 297
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH NO. 1:13 SW 522
AND SEIZURE OF INFORMATION
ASSOCIATED WITH e

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY

- AXNZATSITYY
EAVABITLEC

IN RE GRAND JURY SUBPOENA NO. 13-1

UNDER SEAL

PROPOSED ORDER

The United States has proposed partially unsealing records in this matter due to public
disclosures made by Ladar Levison and Lavabit, LLC and for the purpose of creating a public
record for Mr. Levison’s appeal. The Court has considered the original sealing orders, the
motions in support of the original sealing orders, the government’s ex parte motion to unseal
certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

~ (1) the government has a compelling interest in keeping certain information in‘ the
documents sealed, and the government has proposed redacted versions of the documents that
minimizes the information under seal;

(2) the government’s interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protect
that interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above captioned
matter are partially unsealed. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached to this Order, as well as the unredacted copies of any record filed
in fhe above-captioned matter, including the government’s ex parte, sealed Motion to Unseal and

— Gtatement-of Reasons will remain-sealed until further Order of the Court.

The Honorable Claude M. Hilton
United States District Judge

Date:
Alexandria, VA
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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA o
ALEXANDRIA DIVISION 0CT - 2 2013
CLERK. LS, DISTRIET COURT
a‘\'..iii-‘z‘."_‘:iih‘\‘\":E!G‘..’E’-,‘\
[N THE MATTER OF THE NO. 1:13 EC 297

APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCT] ’ MOL 113 SW.22
AND SEIZURE OF INFORMATION

ASSOCIATED WITH

THAT IS STORED AND CONTROLLED |

AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA NO. 13-1

UNDER SEAL

. ORDER

The United States has proposed partially unsealing records in this mautter due to public
disclosures made by Ladar Levison and Lavabit, LLC and for the purpose of creating a public
record for Mr. Levison’s appeal. The Court has considered the original sealing orders, the
motions in support of the original sealing orders, the government’s ¢x parte motion to unseal
certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

(1) the government has a compelling interest in keeping certain information in the
documents sealed, and the government has proposed redacted versions of the documents that
minimizes the information under scal;

(2) the government’s interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protect
that interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above captioned
matter are partially unsealed. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached to this Order, as well as the unredacted copies of any record filed
in the above-captioned matter, including the government’s ex parte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

/
(Pl So ~Althe
The Honorable Claude M. Hilton
United States District Judge

Date: Ci.‘/'f' 2, 20)3

Alexandria, VA
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UNITED STATES DISTRICT COURT Py
FOR THE EASTERN DISTRICT OF VIRGINIA ¢ | 3N | 0 20i: gl

)
IN RE APPLICATION OF THE ) .
UNITED STATES OF AMERICAFOR ) MISC.NO. LI3EC A4
AN ORDER PURSUANT TO )

)

)

18 U.S.C. § 2703(d)
Filed Under Seal

The United States has submitted an application pursuant to 18 U.S.C. § 2703(d),
requesling that the Court issue an Order requiring Lavabil LLC, an electronic communications
service provider and/or a remole computing service located in Dallas, TX, to disclose the records
and other information deseribed in Attachment A to this Qrder.

The Court finds that the United States has offered specific and articulable [acts showing
that there are reasonable grounds to believe that the records or othér information sought are
relevant and material to an ongoing criminal investigation.

The Court determines that there is reason to belicve that notification of the existence ol
this Order will seriously jeopardize the ongoing investigation, including by giving targe!s an
opportunity to flee or continue flight from prosccution, destroy or tamper with evidence, change
patterns of behavior, or natify confederates. See 18 ULS.C. § 2705(b)(2), (3), (3).

[T IS THEREFORE ORDERED, pursuant to 18 U.S.C. § 2703(d), that Lavabit LL.C
shall, within ten days of the date of this Order, disclose to the United States the records and other
information described in Attachment A to this Order.

IT IS FURTHER ORDERED that Lavabit LLC shall not disclose the existence ot the
application of the United States, or the existence of this Order of the Court, to the subscribers of

the account(s) listed in Attachment A, or to any other person, unless and until otherwise
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authorized 1o do so by the Court, except that Lavabit [LLC may disclose this Order o an gitorney

for Lavabit LLC for the purpose of receiving legal advice.
IT IS FURTHER ORDERED that the application and this Order are sealed until
otherwise ordered by the Court.

[s/
John F. Anderson
United States Magistrate Judge

Que |©,2613

Date

A TRUE COPRY, TESTE:
LLLRK UE DIWGTRICT

oy
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ATTACHMENT A

I, The Account(s)

The Order applies to certain records and information associeted with the following email

account(s):

1l Records and Other Information to Be Disclosed

Lavabit LLC is required to disclose the following records and other information, if available, to
the United States for cach account or identifier listed in Part I of this Attachment (“Account™),
for the time period from inception to the present:

Al

T'he following information about the customers or subseribers of the Account:

t2

Names (including subscriber names, User names, and screen names),
Addresses (including mailing addresses, residential addresses, business
addresses, and c-mail addresses);

Local and long distance telephone connection records;

Records of session times and durations, and the temporarily assigned
network addresses (such as Internet Protocol (“1P™) addresses) associuted
with those sessions;

Length of service (including start date) and types of service utilized;
Telephone or instrument numbers (including MAC addresses);

Other subseriber numbers or identitics (including the registration Internet
Protocol (“IP™) address); and

vieans and source of payment for such service (including any credit card
or bank account number) and billing records.

All records and other information (not including the contents of communications)
relating 1o the Account, including:

Records of user activity for each connection made to or from the Account,
including log files; messaging logs; the date, time, length, and method of’
connections; data iransfer volume; user names; and source and destination
Internet Protocol addresses;

Information about each communication sent or received by the Account,
including the date and time of the communication, the method of
communication, and the source and destination of the communication
(such as source and destination email nddresses, 1P addresses, and
telephone numbers).
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC BUSTNESS RECORDS
PURSUANT TO FEDERAL RULE OF EVIDENCE 902(11)

k , attest, under penalties of pequry under the

laws of the United States of America pursuant to 28 U.S.C. § 1746, that the information
contained in this declaration is true and correct. | am employed by Lavabit LLC, and my official

title is . T am a custodian of records for Lavabit LLC. [ state

that each of the records attached hereto is the original record or a true duplicate of the original -
record in the custody of Lavabit LLC, and that T am the custodian of the atiached records
consisting of (pages/CDs/kilobytes). 1 further state that:

a. all records attached to this certificate were made at or near the time of the
occurrence of the matter sct forth, by, or from information transmitted by, a person with
knowledge of those matters;

b. such records were kept in the ordinary course of a regularly conducted business
activity of Lavabit LLC; and

e, such records were made by Lavabit LLC asa regular praclice.

{ further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

Date Signature
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N THE UNITED STATES DISTRICT COURT FOR THE
BASTERN DISTRICT OF VIRGINIA
Alexandria Division
N THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA )
FOR AN ORDER AUTHORIZING THE ) (Under Seal)
INSTALLATION AND USE OF A PEN )
% 1:13 ECc247]

REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

ORDER

This matter having come before the Court pursuant (o an Application under 18 U.S.C.

§ 3122, by - Assistant United States Attorney, an atiorney for the Government
as defined by Fed. R, Crim. P. 1(b)(1), requesting an Order under 18 U.S,C. § 3123, authorizing
the installation and use of a pen register and the use of a trap and trace device or process
(*pen/trap device”) on all electronic: communications being sent from or sent to the account
associated with —thﬂ.l is registered 1o subscriber _m
Lavabit, LLC (hereinafier referred 10 as the “SUBJECT ELECTRONIC MAIL ACCOUNP’).
‘The Court finds that the applicant has certified that the information likely to be obtained by such
installation and us¢ is relevant to an ongoing criminal investigation into possible violation(s) of
1S U.S.C. §5 641, 793(d)-(¢), and 798(=)(3) by_

IT APPEARING that the information likely to be obtained by the penirap device is
relevant to an ongaing criminal investigation 0 { the speeified offense;

IT 1S ORDERED, pursvant w0 18 U.S.C. § 3123, that a pen/trap device may be installed
and used by Lavabit and the Pederal Burcau of Investigation to capture all non-content dialing,
routing, addressing, and signaling information (as described and limited in the Application), sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of
1he initiation and receipt of such transmissions, (o record the duration of the transmissions, and (o

record user log-in data (date, time, curation, and Internet Protocol address of all log-ins) on the
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SUBJECT ELECTRONIC MAIL ACCOUNT, all for a period of sixty (60) days from the date of
such Order or the date ithe monitoring equipment becomes operational, whichever occurs later,

IT IS FURTHER ORDERED, pursuant lo 18 US.C. § 3123(b)(2), that Lavabit shall
furnish agents from the Federal Burcau of Tnvestigation, forthwith, all information, facilitics, and
fechnical assistance necessary to accomplish the installation and uvse of the per/irap device
unobirusively and with minimum interference {o the services that are accorded persons with
respect (o whom the installation and use is to take place;

IT IS FURTHER ORDERED that the United States take rcasonable sieps to ensure that
the monitoring equipment is not used (o caplure any “Subject:” portion of an electronic mail
message, which could possibly contain content,

IT 1§ FURTHER ORDERED that Lavebit shall be compensated by the Federal Bureau of
Investigation for reasonable expenses incurred in providing technical assistanec;

IT 1S FURTHER ORDERED that, in {he event that the implementing investigative
apency seeks to install and use its own pen/trap device on & packel-switched data network of a
public provider, the United States shall ensure that a record is maintained which will identify: (2)
any officer(s) who installed the device and any oflicer(s) who accessed the device to obtain
information from the network; (b) the date and time the device was installed, the date and time
(he device was uninstalled, and the date, time, and duration of cach iime the device is accessed to
oblain information; (c) the configuration of the device at the time of its installation and any
subsequent modification thercof; and (d) any information which has been collected by the device,
To the extent that the pen/trap device can be sét to automatically record this information
electronically, the record shall be maintained eleotronically throughout the installation and use of
the pen/trap device. Pursuant1o 18 U.S.C. § 3123(a)(3)(B), as amended, such record(s) shall be
provided ex parte and under seal to ¢his Court within 30 days of the terminaticn of this Order,
including any extensions thereof;

[T IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(d), that this Order and the

Application be sealed until otherwise ordered by the Court, and that copies of such Order may be

2



Case 1:13-sw-00522-CMH Document 36-29 Filed 02/24/16 Page 11 of 82 IfDa eID#S#E
Case 1:13-ec-00297-TCB *SEALED* Document 11-2 Filed 09/20/13 Page 4 0 4%agei 8

REDACTEY
furnished to the Federal Bureau of Tnvestipation, the United Siates Attorney's Office, and
Lavabit;
IT 1S FURTHER ORDERED that Lavabit shall not disclose the existence of the pen/trap
device, or the existence of (he investigation (o any person, excepl as nceessary 10 effecwate this

Order, unless or until otherwise orcered by the Couit.

SO ORDERED: s/

! E—
7 aeoll Buchanan
, Wercsa Carroll Buc
i?&/’{jrﬁied Sates MagisiTate Judge
“Ton. Theresa C. Buchanan
United States Magistrate Judge

Datc:ki L “ i\ :
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FASTERN DISTRICT OF VIRGINTA

Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
INSTALLATION AND USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

(Under Seal)

1:13 T:C 297

L A e il

MOTION FOR ENTRY OF AN ORDER TO COMPEL

The United States, by and through its undersigned counsel, hereby requests the Court
enter an Order directing Lavabit, LLC, to comply with the Court’s June 28, 2013 Pen
Register/Trap and Trace Order. In support of the motion the United States deelares as follows:

. On June 28. 2013, at epproximatcly 4 p.m,, this Court entered an Order pursuant
t0 18 U.8.C. § 3123 authorizing the installation and use of a pen register and the use of a trap and
tmee device (“pen/trap device™) on all electronic communications being sent from or sent to the
clectronic mail account _ That c-mail account is controlled by Lavabit,
LLC.

2 In its Order, the Court found that the information to be collected by the pen/trap
device would be relevant to an ongoing criminal investigation. In addition, the Court ordered
L avabit *shail fumish agents from the Federal Burcau of Investigation. forthwith. all
information, facilities, and technical assistance necessury to accomplish the installaion and use
of the pewtrap device.”

3. The Federal Bureau of Investigation served a copy of the Order un Lavabit thit .
same aflernoon. A representative ol Lavabit stated that it could not provide the requested

information because the user of the aecount had cnabled Lavabit’s encry ption services, and thus
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Lavabit would not provide the requested information. The representative of Lavabit indicated
what Lavabit had the technical capability to deerypt the information but that Lavabit did not want
to “*defeat [its] own system.”

<4, | he representative of Lavabit did not Icamply with the Order, and indicated he
first wanted to seek legal advice.
The Pen Register and Trap and ‘Irace Act gives this Court the authority to order @
provider o assist the government in the exceution of a lawful pen-register or trap and trace order,
including by providing information. Section 3122 of Title 18, United States Code, provides in
part: “An order issued under this section-- ... shall direet, upon the request of the applicant, the
turnishing ot information, facilities, and technical assistance necessary 10 accomplish the
installation of the pen register or trap and trace deviee under section 3124 of this title.” Scction
3124(a) pravides, “lipon the request of an attomey for the Govemiment or an officer of a law
cnforeement ageney authorized to install and usc a pen register under this chapter, a provider of
wire or electronic communication service... shall furnish such investigative or law enlorcement
officer forthwith all information, facilities, and technieal assistance necessary to accomplish the

installation of the pen register unobtrusively and with a minimum of interference... if such
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assistance is directed by a court order as provided in section 3123(b)(2) of this title.” Section
3124(b) contains a similar provision goveming trap and trace vrders.
Wherefore, the United States requests an Order directing T.avabit to comply forthwith

with the Court's June 28, 2013 Order.

Respectfully submitied,
NELL H. MACBRIDE
United States Altorney

By:

Assistant United States Atforney
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EXHIBIT 4
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IN THE UNITED STATES DISTRICT COURT FOR THE

CLERK, US T T

Qi
ALTEXALICD

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING THE (Under Seal)
REGISTER/TRAP AND TRACE DEVICE 113 EC 297

)
)
)
INSTALLATION AND USE OF A PEN )
)
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER COMPELLING COMPLIANCE FORTHWITH

_WI-iEREAS, on June 28, 2013, at approximaicly 4:00 p.m., this Court entered an Order
pursuant to 18 U.S.C. § 3123 authorizing the installation and use of a pen register and the use of
a trap and trace device (Ppen/trap device”) on all electronic communications being sent from or
sent 1o the electronic mail account_ which is an ¢-mail account
controlled by Lavabit, LLC (“Lavabit™); and

WHEREAS, this Court found that the information obtained by the pen/trap device would
be relevant to an ongoing criminal investigation; and

WHEREAS, the Court's Order directed that Lavabit “shall fumish agents {rom the
Federal Bureau of lavestigation, forthwith, all information, facilitics, and technical assistance

necessary (o accomplish the installation and use of the pen/trap device;™ and
WHEREAS, Lavabit informed the Federal Bureau of [nvestigation that the user of the

account had enabled Lavabit's encryption services and thus the pen/irap device would not collect

the relevant information; and

WHEREAS, Lavabit informed the FBI that it had the technological capability to obtain

the information but did not want to “defeat [its] own systemy”
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IT IS HEREBY ORDERED that Lavabit LLC is directed to comply [orthwith with the
Court's June 28, 2013 Order, and provide the Federal Burcau of Invesdgation with unencrypted
data pursuant to the Order, To the extent any information, facilities, or technical assistance are
under the control of Lavabit are necded to provide the FB with the unencrypted data, Lavabit
shall provide such information, facilitics, or technical assistance forthwith.

Failure to comply with this Order shall subject Lavabit (o any penalty within the power of
. i " i i " r )
the Court, ;LJ.LLM w2 [Ou 1l aml{w oqa—- crirusme-d md\w';'“
o Coanr

SOORDERED. |, / Li?j 'S

eresa Carroll Buchianan  ~
rela Judgo
Hon. Theresa C. Buchan&n™ *°
United States Magistrate Judge
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EXHIBIT 5
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N THE UNITED STATES DISTRICT COURT FOR THE LR I
C B R

EASTERN DISTRICT OF VIRGINIA o

1554t

“Alexandria Division

CLERK (LS. DIRTRINT QOURT

N THE MATTER OF THE ) FILED UNDER SEAL MEASDRH, TN

APPLICATION OF THE UNITED )

STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

e S e’

MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE

The United States, through the undersigned counsel, pursuant o Title 18, United States
Code, Section 401, hereby moves fer the issuance of an order directing Ladar Levison, the owner
and operator of Lavabit LLC, an eleatronic communications service provider, 1o show cause why
Lavabit LLC has failed to comply with the orders entered June 28, 2013, in this matter and, as a
result, why this Court should not hold Mr. Levison and Lavabit LLC in contempt for its
disobedience and resistence to these lawful orders. The United States further requests that the
Court convene a hearing on this motion on July 16, 2013, at 10:00 a.m., and issue a summons

directing Mr. Levison to appear before this Court on that date, In support of this motion, the

United States represents:

L. The United States is conducting a criminal investigation of-
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On Jung I_O,'éﬁi 3, the United States obtained

an order pursuant to 18 U.S.C. § 2703(d) directing. Lavabit LLC to pravide, within ten days,
additional records and information about-email account. Mr. Levison received that

“order on June 11,2013, Mr. Levison responded by mail, which was not received by the
government until June 27, 2013, Mz Levison provided very little of the information sought by

ihe June 10, 2013 order.

3. On June 28, 2013, thz United Stales obtained a pen register/trap and trace order on
-mail account, a copy of which is attached together with the application for that
order.
4, On June 28, 2013, FBI special agents met Mr. Levison at his residence in Dallas,

Texas, and discussed the prior grand jury subpoena served on Lavabit LLC and the pen register
order entered that day., Mr. Levison did not have a copy of the order when he spoke with the
agents, but he received a copy from the FBI within a few minutes of their conversation. Mr.
Levison told the agents that he would not comply with the pen register order and wanted to speak
(o an attorney. 1t was unclear whether M, Levison would not comply with the order because it

was technically not feasible or difficult or because it was not consistent with his business practice

of providing secure, encrypted email service for his customers.

3 B
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3. On June 28, 2013, after this conversation with Mr. Levison, the United States
obtained an Order Compelling Compliance Forthwith, which directed Lavabit 1o comply with the
pen register order. Copies of that motion and order are attached.

6. Since June 28, 2013, the FBI has made numerous altempls, without success, ¢
speak and meet divectly with Mr, Lzvison to discuss the pen register order and his failure to
provide “all information, facilities, and technical assistance necessary to accomplish the
installation and use of the pen/trap device™ as required by that order. As of this date, Lavabit
LLC has not complied with the order,

T The United States requests that the Court enter the attached proposed order
directing M. Levison to show cause why Lavabit LLC has failed to comply with the pen register
order and why, therefore, he should not be held in contempt. The United States requests that this
show cause hearing be scheduled for Ilﬂ)* 16,2013, at 10:00 a.m,, and that a summons be issued
directing Mr. Levison to appear before this Court on that date.

3. The June 10, 2013 Section 2703(d) Order and the June 28, 2013 pen register order
remain under seal. In addition, these orders provide that Lavabit LLC shall not disclose the

existence of the governemnt's appl:cations and the orders to the subscribcr-or to any

other persons unless othenvise authorized to do so by court order, except that Lavabit LLC may
disclose the orders (o an attorney for the purpose of obtaining legal advice regarding these orders.

‘The United States requests that these documents remain under seal, that the non-disclosure
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provisions of the orders remain in effect, and that this motion and order and any subsequent

pleadings and/or praceedings regarding this motion also be scaled.

Respectfully submitted,

Neil H. MacBride
Unifed States Attomey

nited States Attorney
Justin W, Williams 1.5, Attorney's Building
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: 703-299-3700



Case 1:13-sw-00522-CMH Document 36-29 Filed 02/24/16 Page 24 of 82 PagelD# 860
Case 1:13-ec-00297-TCB *SEALED* Document 11-5 Filed 09/20/13 Page 6 of 8 PagelD# 71

PROPOSED
ORDER TO SHOW CAUSE
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(N THIE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE ) UNDER SEAL
APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER )
AUTHORIZING THE USE OF A PEN )
REGISTER/TRAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

No, 1:13EC297

ORDER TO SHOW CAUSE

Upon motion of the United States pursuant (o Title 18, United States Code, scctio:x 401,
good cause having been shown, ITIS HEREBY ORDERED:

{. Ladar Levison, the owner and operator of Lavabit LLC, an ¢lectronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m,,
at which time he shall show cause why Lavabit LLC has failed to comply with the orders entered
June 28, 2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence (0 these lawful orders;

2: The Clerk's Office shall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 a.m. The Clerk’s Office shall provide the Federal Burcau of Investigation
with a certified copy of the summons for service on Mr. Levison and Lavabit LLC.

3. The Federal Bureau of Investigation shall serve the summons on Mr. Levison
logether with a copy of the Motion of the United States for an Order to Show Causc and a
certified copy of this Order to Show Cause.

4. The scaling and non-disclosure provisions of the June 10, 2013 Section 2703(d)

order and the June 28, 2013 pen register order shall remain in full force and effect. Mr. Levison
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and Lavabit LLC shall not disclose the existence of these applicaiions, motions, &nd court orders,
including this Order to Show Cause, 10 the subscriber or to any other persons unless otherwise
authorized id do so by court order, except thal Lavabit LLC may disclose the orders lo an
attorney for the purpose of obtaining legal advice regarding these orders.

5. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceedings regarding this maver shall be placed under seal until
further order of this Court.

Entered in Alexandria, Virginia, this day of July, 2013

Claude M. Hilton
United States District Judge
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EXHIBIT 6
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINTA

Alexandria Division B L E
IN THE MATTER OF THE ) UNDER SEAL Ji - 99813
APPLICATION OF THE UNITEL )
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297 CLERY. US. DISTICT COURT
AUTHORIZING THE USE OF A PEN ) AR, Gyt
REGISTER/TRAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER TO SHOW CAUSE

Upon motion of the United States pursuant o Title 18, United States Code, Section 401,
good cause having b@n shown, IT IS HEREBY ORDERED:

1. Ladar Levison, the owner and operator of Lavabit LLC, an electronic
communications service provider, shall appear before this Court-on July 16, 2013, at 10:00 a.m.,
at which time he shall show cause why Lavabit LLC has failed to comply with the orders entered
June 28, 2013, in this matier and why this Court sixoujd not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence (o these lawful orders;

2. The Clerk’s Office shall issue a summons for the appearance of Mr. Levison on
Tuly 16, 2013, at 10:00 am. The Clerk’s Office shall provide the Federal Burean of Investigation

. with a certified copy of the summons for service on Mr, Levison and Lavabit LLC.

3. The Federal Buresu of Investigation shall serve the summons on Mr, Levison
together with a copy of the Motion of the United States for an Order ta Show Cause and a
certified copy of this Order to Show Cause.

4, The sealing and non-disclosure provisions of the June 10, 2013 Section 2703(d)

order and the Junz 28, 2013 pen register order shall remain in full force and effect. Mr, Levison
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TED
and Lavabit L.L.C shall not disclose the existence of these applications, motions, and court orders,
including this Order 10 Show Cause, to the subscriber or to any other persons unless otherwise
authorized to do so by court order, except that Lavabit LLC may disclose the orders to an
attorney for the purpose of obtainirg legeal advice regarding these orders.

5. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceedings regarding this matter shall be placed under seal until
further order of this Court.

Enterad in Alexandria, Virginia, this ‘gﬁ day of_Jul}'. 2013

Isl
Claude M. Hilton

United States District Judge

A TRUE COPY, TESTE:
CLERK, U.S. DISTRICT COLLIT
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AO 53 (Rev, 0/03) Summons in 3 Criminal Case

UNITED STaTES DISTRICT COURT
for the REDACTED

Eastern District of Virginia

United States of America
V.

N 3 Tpr07
Ladar Levison Case No. 1:13ec297

L

Defendant 3
SUMMONS IN A CRIMINAL CASE

YOU ARE SUMMONED (o appear bufore the United States district court at the time, date, and place set forth
below to answer to one or more offenses or violations based on the following document filed with the court:

] Indictment O Superseding Indictment T Information (3 Snpcrscdinglnfnmmtlion 1 Complaint

— Probation Violation Petition 3 Supervised Release Violation Petiion [} Violation Notice @ Order of Count

1 . o
\Place: 401 Courthouse Square )Eourtroom No..  800- Judge Hilton

! Alexandria, VA 22314 . sk —
Date and Time:  7/16/13 @ 10:00 am

This offense is briefly described as follows:

See Atached Order

Date: 07/0912013

[ssuiny officer s Yignciure

— Deputy Clerk

Printed name and itle

1 declare under penalty of perjury that [ have:

0 Executed and returned this summons {1 Returned this summons unexecuted
ATRUE COPY, TESTE:
CLERK, U.S. DISTRICT COWEY

Date:

syt

NEPUTY GLERK

e g i

Printed name and ritde
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AD 110 (Bzv. 010F) Subpoena (o Testidy Before 1 Graad Jury

United States District Court

forte
Eastern District of Virginia

SUBPOENA TO TESTIFY BEFORE THE GRAND JURY
TO:  Ludar Normzn Levisun

130 7 13073827 « 13- 2381

Daltas, TX 75204

YOU ARE COMMANDED lo sppear und testify before the United States district cownt =t the time, date, wid
plece shown below o 1esify befors the court’s grend jury, When you arrive, you must remzin et the court watil the
judge or & court officer allows you to leave.

Place; UNITED STATES DISTRICT COURT
401 Courthouse Square
Alexandriz, Virginta 22314

Defz and Tlmes  July 16,2013 2130 AN

% ou must elsa bring with you the following documents, sleetroniclly stored informetion, of Qbjets
{oienk if not applicabic):

i addition to your persunal uppearance, you arc direcred to biring to the grand jury the public and private
eneryprion heys used by lavabit.com in rny SSL (Sccure Socket Layer) or TLS (Transpor Securlty Luyer)
sesions, including HTTPS sessluns with cllents using the lavabit.com web site and encrypled SMTP
communications (or Internet communicztions using other protocols) with mall servers;

Any othier Information pecessary 10 yecompllsly the Installation and use of the penfirap device ordered by
Judge Buchanan on June 28,2013, unobtrusively snd with minimem interference 1o the services thatare
secorded persons with respect to whom the installation and use s to take place;

(f such Information is clectronically stored or unable to be physically transported to the grand jury, you
may provide a copy of the information to the Federal Burenu of Investigution. Provision of this lnlormation
to the FBI docs not cxcuse your personal sppearance.

Dae! Julv 11 2013 CLERK OF C

Fie perme, sderces, emall, nnd \clechene nembzr of the United Stres eitentey, of assistant United States sttarney, who
requests this stbpocna, ore:

Qffice of the Wnlted States Antorncy

Justin W, Willlams United States Atterney's Building
100 Jamleson Avenue

Alexandria, Virginia 22314 (70) 2993700
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AO 113 (Fev, 2109) Subposoa lo Testly Befbrs 3 Grand Jury (Fag= 2)

FROOF OF SERVICE

This subpoana for (name of individual or organization) Lt,\;;’x.c-r Vof e L2k

weas recelved by me on (date) .)L'\Lt" W 201%

g | oersepally served the subpoena on the individeal at (place)

I'{‘—' = o
N, de et cn (dats)
G [

E) o h

'n(.{-f N 2L sof

O et the subpoena at the individual's residence or usual place of abode wilth (nama)
. a peraon of suitablo age snd discration who residas thers, on
(dzte) and mailed a copy to the indlvidual’s last knovin address; of

o | served the subpoena on (name of nidividual)__

W0 s
dasignatad by law to accept service of process on behalf of (name of organization)
on (dale) or
3 | retumed the subpoena unexecuted because ;of

{1 Other (specify):

| declara unger the penalty of perury thal this informalion is trus.

T ) E .

Server's address

Additional information regarding attempted services, elc
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AD 83 (Rev. 12/09) Scarch and Seizurs Warant

%E f L UNITED STATES DISTRICT COURT
for the REDA CTED

Eastern District of Virginia

In the Matter of the Search of
(Briefly deseribe tha property to be searchied
or identify the person by name and address)

INFORMATION ASSOCIATED WITH

Case No. 1:138W3522

— e S N N et

CONTROLLED BY LAVAEBIT, LLC
SEARCH AND SEIZURE WARRANT

To:  Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search

of the following person or property located in the Northem District of Texas

(identify the person or deseribe the properiy (0 b2 searched and glve lis lacatfon):
See Atlachment A

The person of property (0 be searched, described ebove, is believed 1o conceal (tdentify i persen or describe the

property (o ke seizedj.
See Attachment B

| find that the affidavii(s), or any recorded testimony, establish probable cause to scarch and seize the person of

property.

YOU ARE COMMANDED (o exceule this werrant on or befo
(not 1o exceed 14 days)

o at any time in the day or night as T find reasonable cause has been

J in the daytime 6:00 a.m. (© 10 p.m.
estublished.
Unless delayed natice is authorized below, you must give & copy of the warrant and a receipt for the property

taken to the person from whom, Of from whose premises, the property was taken, or leave the copy and receipt at the

place where the property was taken.

The officer exectting this warrant, or an 0
inventory as required by law and promptly retumn

Tho Honorable Claude M. Hilton
(name)

ficer present during the execution of the warrant, must preparc an
his warrant and inventary to United States Magistrate Judge

7 1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trizl), and authorize the officer axecuting this warrant to delay notice to the person who, or whose property, will be

scarched or seized (check the appropricie box) Ofor days (nof ta exceed 30).
Juniil, the facts justifying, the later specific date off .

Date and time issuedX_ ;,_ﬁ}, f[,:f 2003 . /s
Claude M. Hilton

United States District Judge

City and state: Alexandda, Virginia




Case 1:13-sw-00522-CMH Document 36-29 Filed 02/24/16 Page 37 of 82 PagelD# 873 -
Case 1:13-ec-00297-TCB *SEALED* Document 11-9 Filed 09/20/13 Page 3 of 6 PagelD# 84

ATTACHMENT A

Properiy to Be Searched

This warrant applies to information associated with_dlat is

stored at premises controlled by Lavabit, LLC, a company that accepts serviee of legal process at
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ATTACHMENT B

Particular Things to be Seized
L. Toformation to be disclosed by Lavabit, LLC (the “Provider™)

To the extent that the Information described in Anachment A is within the possession,

custody, or control of the Provider, including any emails, records, files, logs, or information that

has been deleted but is still available to the Provider, the Provider is required to disclose the

following information to the government for each account or identifier listed in Attachment A:

Al information necessary to déerypt comimunications sent to or from the Lavabit

a,
e-mail account_inc!uding encryption keys and SSL keys;
b. All information necessary to decrypt data stored in or otherwise associated with
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I7. Information to be seized by the government

All information described above in Seetion I that constitutes fruits, contraband, evidence

and instrumentalities of violations of 18 U.S.C. §§_ those
violations involving_including, for ecach account or identificr listed on

Attachment A, information pertaining to the following matters:

a. All information necessary to decrypt communications sent to or from the Lavabit
¢-mail account _ including encryption keys and SSL keys;
b. All information necessary to deerypt data stored in or otherwise associaied with

2
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CERTIFICATE OF AUTHENTICITY OF DOME STIC
BUSN]:SS RECORDS PURSUANT TO K FEDERAL RULE
OF EVIDENCE 902(11)

1, , attest, under penalties of perjury under the

laws of the United States of America pursuant 10 28 U.S.C. § 1746, that the information
contained in this declaration is true and correct. 1am employed by Lavabit, LLC, and my

official title is . 1am a custodian of records for Lavabit,

LLC. | state that each of the records attached hereto is the original record or & true duplicate of
the original record in the custody of Lavabit, LLC, and that I am the custodian of the anached

records consisting of (pages/CDs/kilobytes). 1 further state that:

a. all records attached to this certificate were made at or near the time of the
* occurrence of the marter set forth, by, or from information ransmitted by, a person with

knowledge of those matfers;

b. such records were kept in the ordinary course of a regularly conducted business

activity of Lavabit, LLC; and
¢, such records were made by Lavabit, LLC as a regular practice,

[ further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Bvidence,

Dale Signature
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EXHIBIT 10
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UNDE;{ SEAL UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA
Alexandria Division

N THE MATTER OF THE SEARCH OF ) UNDER SEAL OERR IS HEoT oy

) (ocal Rule49(B) o
INFORMATION 3 - H ) No. 1:13s5w522

)
TFAT IS STORED AT PREMISES ) RE
CONTROLLED BY LAVABIT, LLC ) DACTED

ORDER TO SEAL

The UNITED STATES, pursuant (0 Local Rule 49(B) of the Local Criminal Rules for
the United States District Court for the Eastern District of Virginia, having moved to seal the
application fora search warrant, the search warrant, the al‘ﬁdav";t in support of the search
warrant, the Motion to Seal, and proposed Order in this matter; and

The COURT, having considered the government’s submissions, including the facts
presented by the government to justify sealing; having found that revealing the material sought
to be sealed would jeopardize an ongoiﬁg criminal investigation; having considered the
available alternatives that are less drastic than sealing, and finding none would suffice to protect
the government’s legitimate inferest in conclulding the in\;rastigaiion; and having found that this
legitimate government interest ounweighs st this time any interest in the disclosure of the
material; it is hereby

ORDERED, ADJUDGED, and DECREED that, the application for search warrant, the
search warrant, the affidavit in support of the search warrant, Motion to Seal, and this Order be
sealed umil further Order by the Court, It is further ordered that law enforcement officers may

serve a copy of the warrant on the occupant of the premises as required by Rule 41 of the FFed.

R, of Crim. Proc.

/s/
. R g ’ Claude M. Hilton
Date: Au.fsr Jb , 20613 . =T
1%- fxaddria, Virginia United States District Judge
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UNDER SEAL REDACTED

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA,

IN RE: APPLICATION OF THE UNITED | Case No. 1:138W322 -J-L k&

STATES OF AMERICA FOR AN ORDER | Ffiled Under Seal -

PURSUANT TO 18 U.S.C. § 2705(b) S RSN il {
ORDER SR TR

The United States has submitted an application pursuant to 18 U.S.C. § 2705(b),
requesting that the Court issue an Order commanding Lavabit, an glectronic communications
ervice provider and/or a remote computing service, not to notify any pers..on (including the
. subscribers or customers of the account(s) listed in the search warrant) of the existence of the
attached search warrant until further order of the Court.

‘The Court determines that there is reason 10 believe that notification of the cxistence of
the attached warrant will seriously jeopardize the investigation, 'including by giving targets an
opportunity to flee or continue flight from prosecution, destroy or tamper with evidence, change
patterns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3), (5)

IT 1S THEREFORE ORDERED under 18 U.8.C. § 2705(b) that Lavabit shall not
disclose the existence of the attached search warrant, or this Order of the Court, to the listed
subscriber or 1o any other person, unless and until otherwise authorized to do so by the Court,
except that Lavabit may disclose the attached search warrant to an attorney for Lavabit for the
purpose of receiving legal advice,

[T IS FURTHER ORDERED that the application and this Order are sealed until

otherwise ordered by the Court.

’)pa, Je 1512

'—'"LE

Is/
Claude M. Hilton
United States District Judge
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N THE UNITED STATES DISTRICT COURT FOR 1 L lE T
EASTERN DISTRICT OF VIRGINIA qu | i ey

Alexandria Division

CLERY, (L3, DISTRIC COURT
[ AT

N THE MATTER OF THE ) FILED UNDER SEAL ‘ T
APPLICATION OF THE UNITED )

STATES OF AMERICA FOR ANORDER ) No. 1:13EC297
AUTHORIZING THE USE OF A PEN )
REGISTER/TRAP AND TRACE DEVICE )

)

RED
ON AN ELECTRONIC MAIL ACCOUNT YACTED

SUPPLEMENT TO THE MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE

The United States, through the undersigned counsel, submits the following additional
information in support of its show cause metion filed July 9, 2013:

1. Following the issuance of the Court’s Order (o Show Cause, the government had a
meeting/conference call with Mr. Levison and his then counsel. Mr. Levison was in Dallas.
Texas, at the FBI field office, at the time, and his counsel from San Francisco, California, and
prosecutors and FBI agents {rom the Washington, D.C. ficld office participated by telephone. The
conference call was convened to discuss Mr. Levison’s questions and concerns about the
installation and operation of a pen register on the targeted email account. Mr. Levison’s
concerns focused prifarily on how the pen register device would be installed on the Lavabit LLC
system, what data would be captured by the device, what data would be viewed and preserved by
the gove-mmcm. The partics also discussed whether Mr. Levison would be able to provide

“keys"™ for encrypted information.

2. During the conference call, the FBI expluained to Mr. Levison that the pen register

could be installed with minimal impact to the Lavabit LLC system, and the agents told Mr.
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Levison that (hey would meet with him when they were réady 10 install the device and go over
with him any of the technical details regarding the installetion and use of the pen register. As for
the data collected by the device, the agents assured Mr, Levison that the only data that the agents
would revicw is that which is stated in the order and nothing more (7.e., user log-in information
and the date, time, and duration of the fransmissions for the target account).

% Lavebit LLC provides encryption service to paid users - Based
on the conference call with \4r Levison, the FB31 is reasonably confident that with the encryplion
keys, which Mr, Levison can access, it would be able view in an un-cncrypted formet any
encrypted information required to be produced through the use of the pen register.

4, Mr. Levison and his attorney did rot commit to the installation and use of the pen
register at the conclusion of the July 10 conference call. On July 11,2013, counsel who
participated in the conference call informed the government that she no longer represented M,
Levison or Lavabit LLC. In addition, Mr. Levison ind icated that he would not come to coust
unless the government paid for his travel.

5. On July 11, 2013, FBI agents scrved Mr. Levison with a grand jury subpoena
directing him to appear before the grand jury in this district on July 16, 2013, Asagrand jury
witness, the government-was responsible for making Mr. Leévisorn’s travel arrangements.

0. OnJuly 11,2013, the undersigned counsel sent Mr. Levison an email indicaling
that he has been served with a show cause order from this Court requiring his appecarance on July
16,2013, and a subpoena requiring his appearance on the same date before a federal grand jury.

The email further advised Mr. l.evison that he should contact the United States Attorney’s Office

as soon as possible to make his travel arrangements.
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7. On July 13,2013, Mr. Levison, who was 10 longer represented by counsel. sent
govemment proseculors an email indicating that he would be able 1o collect the daia required by
the pen register and provide that data to the government afier 60 days (the peried of the pen
register order). For this service, Mr. Levison inciicaled that the government would have to pay

him $2000 for “developmental time and equipment” plus an additional $1500 if the government

wanted (he data *more frequently” than after 60 days.

8. On July 13, 2013, the government responded to Mr. Levison's proposal. The
prosecutors informed Mr. Levison that the pen register is a devise used to monitor ongoing email
iraffic on a real-time basis and providing the FBI with data after 60 duys was not sufficient.
Furthermore, prosecutors informed him that the statute autharizes the government to compensate
a service provider for “reasonable c;{penscs," and the amount he quoted did not appear to be
reasonable. Mr. Levison responded by email stating that the pen register order, in his opinion,
does not require real-time access (although this fact was discussed at length during the July 10
conference call). Moreover, he indicated that the cost of reissuing the “SSL certificate” (for
encryption service) would be $2000. It was unclear in his email if this $2000 was an additional
expense o be added to the $3500 previously claimed. Mr. Levison indicated that he would try to
contact the person responsible for making his travel arrangements at the United States Atorney's
office on Sunday afterncon.

9 On July 13, 2013, Mr, Levison spoke with the person responsible for making his
travel arrangements. He was told that he was booked on a flight from Dallas, Texas, to Reagan

National Airport departing that same evening. Healso had a hotel reservation. Mr. Levison

il
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10, The procecding before the Court today is to determine whether Lavabit LLC and
Mr. Levison shoﬁld be held in civil contempt. Civil contempt, as compared to criminal contempt
under rule 42 of the Federal Rules of Criminal Procedure, is intended to coerce compliance with
a court order. There are four elements 10 civil contempt: (1) the existence of valid order of which

Lavabit LLC and Mr, Levison had actual or constructive knowledge; (2) the order was in the
government’s “favor”; (3) Lavabit LLC and Mr. Levison violated the terms of (he-ordcr and had
knowledge, or constructive knowledge, of such viclation; and (4) the government suffered harm
as a result. /n re Grand Jury Subpoena (1-112), 397 F.3d 189, 202 (4th Cir. 2012).

11.  Here, cach of these elements has been met. Lavabit LLC, through direct
communication between the government and Mr. Levison, its owner and operator, has had actual
knowledge of the pen register order and the subsequent June 28 order of the magistrate judge
compelling compliance with that order. This Court’s show cause order, which was personally
served on Mr. Levison, provided further notice of the violation of those orders by Lavabit LLC.
‘The government clearly has suffered harm in that it has lost 20 days of information as a result of
non-compliance.

12.  Lavabit LLC may comply with the pen register order by simply allowing the FBI
(o install the pen register devise and provide the FBI with the encryption keys. If Lavabit LLC
informs the Court it will comply with the order, the government will not scek sanctions. [f
however, Mr. Levison informs the Court that Lavabit LLC will not comply, the government
requests that the Court impose a fine of $1000 per day. commencing July 17, 2013, until Lavabit

LLC fully complies with the pen register order,

L]
-

13.  To the extent that Lavabit LLC takes the position that the pen register does not

vl
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authorize the production of the encryption keys, the government has asked the Court to authorize
the seizure of that information pursuant io a warrant under Title 18, United States Code, Section
2703, thus rendering this argument moot.

14. The Court has sealed this proceeding. This pleading has also been filed under seal.

The United States will hand deliver a copy of this pleading to Mr. Levison at today’s hearing.

Respectiully submitted,

Neil H. MacBride

By

United States Attorney’y Qffice

Justin W. Williams U.S. Attorney's Building
2100 Jamicson Avenue

Alexandria, Virginia 22314

Phone: 703-299-3700
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UNITED STATES DISTRICT COURT
TASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN
ORDER AUTHORIZING THE
INSTALLATION AND USE OF A
PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC
MAIL ACCOUNT

1:13 EC 297 @@@V

. UNDER SEAL

Alexandria, Virginia
July 16, 2013
10:41 a.m.

e Tt M e T Saet St

TRANSCRIPT OF HEARING
BEFORE THE HONORABLE CLRUDE H. HILTON

UNITED STATES DISTRICT JUDGE

APPEARABNCES:

For the United States: James Trump, Esq.
Andrew Peterson, Esq.
Brandon Van Grack, Esdg.
Michael Ben'Ary, Esq.

For the Respondent: Ladar Levison, Respondent

Court Reporter: Tracy L. Westfall, RPR, CHMRS, CCR

Proceedings reported by machine shorthand, transcript produced
py computer-aided transcripcion.

Tracy L. Westfall QCR-USDC/ZNVA
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PROCEEDINGS

THE CLERK: In Re: Case No., 1:13 EC 291,

MR. TRUMP: Good morning, Judge. Jim Trump on behall
of the United States. With me is Andy Peterson, Brandon
van Grack from the United States Department of Justice,

Mr. Ben'Ary behind me, and Matt Braverman, special agent ror the
FBI. '

THE COURT: All right.

MR. LEVISON:; Ladar Levison, the subject of the
summons .

THE COURT: All right. Mr. Trump.

MR. TRUMP: Your Honoxr, We submitted our supplemental
paper this morning describing the communication we've had with
Lavabit, LLC, through Mr. Levison. And T think, very simply, we
would like this Court to inquire of Mr. Levison wnether he
intends to comply with the pen register order which would
require him to allow the FBT access to his server to install a
device which will extract data, filtér that data, and provide
that data to the FBI, and to provide the FBI with the encryptien
keys to the extent there is encrypted information, included
among within the body of information called for by the pen
register order.

As the Court is aware, and as we will provide with
Myr. Levison, we obtained a search warrant this morning from Your

Honor for the same encryption keys. ‘Thus, to thes extent there's

Tracy L. Weatfall QCR~{JSLC/EDYA
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any question as to whether Mr., Levison would be required To

provide these keys, it's now subject both to the pen register
order aznd the search warrant, the seizure warrant.

That's where we stand, your Honor. If Mr. Levison
agrees to comply with the order, we would not sesk any
sapctions. We would ask that he be directed to forthwith make
hié servers available S0 the FBI can install that device and to
ewtract the encryption keys.

1f, however, he informs the Court he is not willing to
comply with the order, we would ask the Court to impose
sanctions. We suggested in our pleading a thousand dollars a
day to be paid to the United States government until he
compliss. If ne doesn't comply with that sanction, then we
would be back in court seeking additional sanctions ot charging
additional offenses.

PHE COURT: A1l right. Mr. Levison.

MR. LEVISOM: 'Gocd morning, Your Honor. I'm not sure

what order I should make these in, but I would liks to ¥

n

n

quest
couple of things Dby motion.

1t¢d like to move that all of the nonsensitive portions
of the documents that were provided, i.e., everything except the

account in qusstion, pe unsealed. I believs

j=-

t1's important for
the industry and the people to understand what the government 1s
requesting by demanding that I turn over these encryption keys

for the entire service.

Tracy L, Westfall GUR-USDICEDVA
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fond

THE COURT: All right. What do you say to that,
9 || ¥r, Trump? Deal with the motions before I ==

3 MR. TRUMP: What MI. Levison is trying to do, Your

4 | Honor, is invite industry to come in and litigate as a suxregate
5 || for him the issue of whether the encryption keys are part and

6 || parcel of the pen register order. And that's one of the reasons
we sought the ssarch warrant, to make it clear, whether through
3 || the search warrant or pen register oxrder, he is required to

9 || provide these keys.

10 @We know he's been in contact with attorneys who also
11 || represent ipndustry groups and others who have litigated issues
12 || 1ike this in the Wikileaks context and others. But we would

13 || object to unsealing this matter because it's just Mr. --

14 THE COURT: And they've done that in connection with

15 || the issuance of a pen register?

16 MR. TRUMP: They have Litigated privacy-related issues
17 || in the context of process under 2703. I'm not sure -— 10U 3 DED

18 || register, but with respect to 2703.

19 But we diacussed this issue with Mr. Levison and his
20 || counsel by conference call. We indicated that the only data
21 || that the government seeks is that which is required by the pen
22 || register order. That it's just the basic header to g-mail

23 traffic, sender, recipient, time, duration, that sort of thing.

~J
=9
(5a!
[l 3

Mr. Levison wants to cbject to providing the keys

¥

25 || he can zertainly object to doing that and then we can proceed

Tracy L. Weatfall QOCR-USDC/EDVA
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i || from there, but I don't think he's entitled to try to make this

2 || a public prcceeding tO invite others in to litigates those issues

3 || on his behalf.

4 PHE COURT: All right. Well, I believe that to be

5 || correct., I mean, this is a criminal investigation. & pen

6 || register has been ordered and is here at issue, and any motion

7 to unseal that will be denied.

g vou said you had another motion, I believe?
c MR, LEVISOM: Yeah. My issue is only with the SSL

10 || keys. So if that is litigated separately and that portion of
11 || the procseding is unsealed, I'm comfortable with that.

12 THE COURT: I don't understand what you're saying,
13 || separate proceedings.

14 MR, LEVISON: Sorry. I have always agreed to the

15 || installation of the pen register device. I have only ever

16 || objected to rurning over the SSL keys because that would

17 || compromise all of the secure communications in and out of my

1B netwerk, including my-Gwn administrative traffi

19 THE COURT: Well, didn't my order already include that?
20 MR, LEVISON: I do not believe soO, sir.

21 THE COURT: Did my jnitial order -- I don't recall at
22 || the moment. Did my initial order recall the encrypted deviceé
23 +4ith the installation of a pen registexr?

24 MR. TRUMP: The pen register, as issued, just required

25 all assistance, technical assistance, facilities, and

Tracy L. Westfall SOR-USDC/EOVA
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information, to facilitate the pen register.

This morning the search warrant required --

'HE COURT: Yeah, hut the search warrant's a different
matter now. That's not before me this morning. The only thing
that's before me this morning is the pen register.

MR. TRUMP: Correct.

THE COURT: So as I understand it, my initial order
ordered nothing but that the pen register be pub in-place.

MR. TRUMP: And all rechnical assistance, information,
and facilities necessary tO implement the pen register. And
ijt's our position that without the encryption keys, the data
from the pen register will be meaningless. SO tO facilitate the
actual monitoring required by the pen register, the FBI also
requires the encryption keys.

THE COURT: Well, that could be, but I don't know Lh=zt
I need -- I don't know that 1 need to reach that because I've
issued a search warrant for that.

MR. TRUMP: Correct, Your Honor. That the -- to avoid
litigating this issue, we asked the Court to enter the seizure
warrant.

THE COURT: Well, what 1'm saying is if he agrees that
the pen register be sstablished, and that the only thing he
doesn't want to do in connection with the pen register is to
give up the encryption device or code —--

MR. LEVISON: I've always maintained that.

Tracy L. Westfall OCR-USCC/ECVA
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THE COURT: -— so we've got no issue here, You're
ready to do that?

MR. LEVISON: I've been ready to do that since Agent
Howard spoke to me the first time.

THE COURT: All right. So that ends our --

MR. TRUMP: Well, then we have to inguire of ~
Mr. Levison whether he will produce the encryption keys pursuant
to the search warrant that Your Honor just signed.

THE COURT: But I can't deal with that this morning,
can 17?

YR, TRUMP: W®Well, it's the same issue. You could ask
him, Your Honor. We can sarve him with the warrant and ask him
if he's going to comply rather than --

MR, LEVISON: Your Honor, Tlye also been issued a
subpoena demanding those same keys, which I brought with me in
the event that we would have TO address that subpoena.

PHE COURT: I don't know, Mr. Trump. I don't think I
want to get involved in asking him. You can talk with him and
see whether he's going to produce them or not and let him tell
you, But I don't think I ought ©o go asking what he's going =O
do and what he's not going to do because I can't take any action
about it anyway.

If he does not comply with the subpozna, ther

o
]
™
i}

remedies for that one way or another.

MR. TRUMP: Well, the original pen register order was

Tracy L. Westfall CLR-USLT/ZEVA
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ollowed by a compulsion order from Judge Buchanan. The

(W)
+h

)

compulsion oxrder required the encryption keys to be produced.

3 So, yes, part of the show cause order is to reguirs

4 || compliance both with the pen register order and the compulsion

(93]

order issued by Judge Buchanan.

(o)1

And that order, which was attached to tne show caus

&

7 || order, states, "To the extent any information, facilities, or

8 || technical assistance are under the control of lLavabit are needed
6 || to provide the FBI with the encrypted data, Lavabit shall

10 || provide such information, facilities, or technical assistance

11 || forthwith."

12 MR. LEVISON: I would object to that statement. I
13 || don't know if I'm wording this correctly, but what was in that
14 || oxder to compel was a statement that was incorrect.

15 Agent Howard seemed to believe that I nad the abillty
16 || to encrypt the e-mail content stored on our servers, which is

17 || not the case. 1 only have the keys that govern communications
18 || into and out of the network, and those keys are used to securs
19 || the traffic for all users, not just the user in question.

20 So the statement in that order compelling me to decrypt

21 || stuff and Agent Howard stating that I have the ability to do

22 || that is tecnhnically false or inqorrect. There was naver an

23 || explicit demand that I turn <:':\Jna-r‘r these keys.

24 THE COURT: I don't know what bearing that would have,

25 || would it? I mean, I don't have a problem -- Judge Buchanan
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1 || issued an oxrder in addition to mine, and I'm pot sure T ought to
2 || be enforcing Judge Buchanan's order.
3 My order, if he says that he will produce or allow thea

4 || installation of the pen register, and in addition

o

have issued

wu

a search warrant for the codes that you want, which I did this

an

morning, that's been entered, it seems that this issue is over

7| as far as I'm concerned except I need -—o see that he allows the

g || pen register and complies with the subpoena.

9 MR. TRUMP: Correct. s
10 PHE COURT: If he doesn't comply -- if he doesn't
11 || comply with the subpoena, then that has.—— 1 have to address
12 || cthat.

13 MR, TRUMP: Right.

14 THE COURT: But right now theré's nothing for me €O

15 || address hexre unless he is neot telling me correctly about the pen
16 || register.

17 MR.

1

RUMP: Well, we can —- Your Honor, if we can talk
18 || to Mx. Levison for five minutes, we can ask him whether he will
19 || nonor the warrant that you just issued.

20 YR. LEVISON: Before we do that, can I --

21 THE COURT: vell, what can 1 do about it if he doesn't

22 || if he tells you he's not going to? You've got the right to go

23 || out and scarch and get s o8

™
1=

MR. TRUMP: Well, we can't get the information without

)
n

nis assistance. He's the only who knows and h

W\

s possession of

Twacy L, Wesrfall QCR-USDC/EDVA
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it. We can't take 1t from him inveluntarily.
MR. LEVISON: 1If I may, sir, my other --

THE COURT: Walt just a second.

You're trying to get me ahead. You're trying to get Te
to deal with a contempt pefore there's any contempt, and I have
a problem with that.

MR. TRUMP: I'm trying to avoid contempt altogethar,
Your Honor.

THE COURT: I know you are. And I'd love for you-all
to get together and do that. I don't want to deal with it
either. But I don't think we can sit around and agree that
there's going to be a default and I will address it before it
oCCurs.

MR. TRUMP: I'm just trying to figure out whethex
there's going to be & default. We'll take care of that, Judge.

THE COURT: You can. I think the way wa've got to do
this -- and I'll listen to you. T'm cutting you off, I Know,
sut I'll listen to you in a minute.

The way we have Lo do this, the hearing that's before

I

me this morning on +his issue of the pen register, that's been
resolved, or so he's told me. I don't know whether you want Lo
continue this one week and see if he complies with that, which I
guess would be prudent to do, or a few days for nim to comply
with the pen register. Tﬁen we will wait and see what happens

1

with the subpo&na.

Tracy L. Wescfall COCR-USUC/HDVA




Case 1:13-sw-00522-CMH Document 36-29 Filed 02/24/16 Page 62 of 82 PagelD# 898

Case 1:13-ec-00297-TCB *SEALED* Document 11-13 Filed 09/20/13 Page 12 of 17 PagelD#

I

it

10 .

11

Iz

13

g~ RE])ACTED 11

Because as far as my pen register order 1s concexrned,
he says he's going to comply with it. So that issue's over and
done with. The next issue will be whether or not he complies
with the subpoena. And I donft wnow and I don't want TO
presume, and I don't want him to represent to me what he intends
to do when he can very well go home and decide he's going to do
something different.

when that warrant is served, wa'll know what he's going
fc do. I think we've got -- I don't see another way to do.it.

MR. TRUMP: That's fine, Your Honor. We will serve the
warrant on him as socon as we conclude this hearing, and we'll
find out whather he will provide the keys or not.

THE COURT: Okay. Now, did you want to say anything
alse?

MR. LEVISON: Well, I mean, l've always maintained that
all the government needs to do 1is contact me and set up &n
appointmént LO install that pen register. SO 1 @on't know why
+hare has never been any confusion about my willingness to
instéll it. I've only ever objected to thé providing of those
kevs which secure any sensitive informatioﬁ going back and
forth.

But my motion, and I'm not sure if it's relevant or not
pecause it deals more with the issue of the subpoena demanding
the keys and for what will be the forthcoming search warrant,

would be a continuance so that I can retain counsel to address

Tracy L. Westfall OCR-USDC/EDVA
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1 || that particular issue. IEI)
2 THE COURT: Well, I mean, there's nothing before me
3 || with that. I've issuasd the subpoena. Whatever happens with
4 || that, that's -- you're trying to get me to do what Mr. Trump
5 || wanted to do and to arrange this baeforehand.
6 R, LEVISOH: ®ell, I don't know if I have to appear
7 || pefore that grand jury right now and give the keys over or face
g Il arrest. I'm not a lawyer so I don't understand the procedure.
g THE COURT: I don't know either. You need to have --
10 || it would be wise to have a lawyer.

11 MR. LEVISON: Okay.

a2 THE COURT: I don't know what's going to happen. I
13 || don*t know. They haven't served the warrant yet. I have no

14 || idea. Don't know what's going to happen with it, You'll just
15 || have to figure that out, and it be wise to have a lawyer to do
16 || it, I would think.

17 MR, LEVISON: I guess while I'm here in regards tc the
18 || pen register, would it be possible to request some sort of

19 || external %udit to ensure that your orders are followed to the

20 || 1escer in terms of the information collected and preserved?

21 THE COURT: No., The law provides for those things, and
22 || any other additional or extra monitoring you might want or think
23 || is appropriate will be denied, if that's what you're requesting.
24 MR, LEVISON: Okay. I mean, it requests that the

25 government return tO the Court records -—-

Tracy L. Wescfall OCR-USDT/EDVA
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THE COURT: You need to talk to a lawyer about what the

law reguires for the issuance of a pen reglster.

MR. LEVISON:

They can handle that separately. That's
fine.
THE COURT: The law sets out what is done in that
regard vour lawyer can fill you in if you want to know.
MR, LEVISON: I've always been willing to accept the
devics I just have some concern about ensuring that it's used

THE COURT: Should ve continue this to some specific

date to see that he complies with the pen register?

MR, TRUMP: We can, Your Honor. Ir's a moot issue

without the encryption keys.

THE COURT:

Well, that is a practical matter --
uR. TRUMP: That's @ practical --
THE COURT: =-- but I don't think it is a moot issue., I
mean, you-all ﬁave got the right to go in and put orn that £en

register. He says that he will do it. That's all that I've

ordered.

Now, the othex business about ordering that, Judge

‘Buchanan made an order that he's going tG nave to supply what

you say ig the encryption cedes to make the information useful.
T don't know. I didn't enter that order. I have trcuble maxing
that cennection.

If you're going to -~ I don't know whether you want to
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1 || do something in front of Judge
2 M4R. LEVISON:
3 || been willing.
4 || appointment.

5 THE COURT:

6 || You want me to continue 1it?

7 | now and just end it?

‘They just didn‘t feel the

What do you want me

“You want me

; 1
REDACTED

Buchanan or not.

You see, Judge, though that I've always

need to sekb up an

to do with this case?

to say it's moot right

8 . MR. TRUMP: No. I think we can continue it. I don't
g || xnow Mr. Levison's schedule. It can be done within hours of his
10 || return to Dallas.

11 THE COURT: Of course he can. von want to continue it
12 || till a week from EFriday?

i3 MR. TRUMP: Or a week from today.

14 MR. LEVISON: I'm not available within hours of my

15 || return, but T can meet with you on Thursday.

15 THE COURT: Let's continue it a week from Friday.

17 MR. TRUMP: A week Lrom Friday.

18 THE COURT: What date's that? 'The =

19 THE CLERK: 26th.

20 THE COURT The 26th?

21 MR. LEVISON Acceptable to me.

22 THE COURT We'll continue it to the 26th, and that's
23 for determining whether or not that pen register has been

24 || installed as you request.

25 @We can make it 10 o’ciock.

Tracy L. Westfall OCR-USDC/EDVA
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MR. LEVISON: TI'1l remember 10:00 instead of 10:30 this

3 THE COURT: ALl right. Thank you.
All right Thank you-all. re'll adjourn till tomerrow

5 || morning at 9:30.

6 o owow
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5 || in the above-entitled matter to the best of my ability

= \//LUﬁé‘;ﬁAf/

8 Tracy Westtall, RPR Zf)ms, CCR

Tracy L. Westfall OCR-USDC/ZDVA
racy L. We
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERM DISTRICT OF VIRGILNIA
Alexandria Division —u:“ [E

IN THE MATTER OF THE )

ADPLICATION OF THE UNITED )

STATES AUTHORIZING THE USE OF )

A PEN REGISTER/TRAP AND TRACE ) Criminal No. 1:13EC297
)
)
)

DEVICE ON AN ELECTRONIC MALL
ACCOUNT :

ORDER

This matter comes before the Court on the Government's Motion
that Ladar Levinson, the owner and operator of Lavabit, LLC show cause
as to why Lavabit, LLC hag failed to comply with the Court’s Order
of June 28, 2013 and why this Court should not hold Mr. Levinson and
Lavabit, LLC in contempt, and Ladar Levinson's oral Motion To Unseal.
For the reasons stated from the bench, it is hereby

ORDERED that Ladar Levinson’s Motion TO Unseal is DENIED and
this matcer is continued to Friday, July 26, 2013 at 10:00 a.m. for

further proceadings.

/s/
Claude M. Hilton
United States District Judge

Alexandria, Virginia
July /¢ . 2013
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IN THE UNITED STATES DISTRICT COURT IFOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE FILED UNDER SEAL T _E
APPLICATION OF THE UNITED =
STATES AUTHORIZING THE USE R —
OF A PEN REGISTER/TRAP No. 1:13EC297 Lol
AND TRACE DEVICE ON AN __
ELECTRONIC MAIL ACCOUNT CHER UL Ui Eal

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:138W5822

THAT 1S
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No. 13-1

MOTION TO QUASH SUBPOENA AND SEARCH WARRANT AND
MEMORANDUM OF LAW IN SUPPORT OF MOTION

Lavabit LLC (“Lavabit’) and Mr. Ladar Levinson (“Mr. Levinson”) move
this Court to quash the grand jury subpoena and scarch and seizure warrant
served on them by the Federal Bureau of Investigation and the Office of the
United States Attorney (collcc.tivcly “‘Government”).

BACKGROUND

Lavabit is an encrypted email service provider. As such, Lavabit's
business model focuses on providing private and sccure crnail accounts to its
customers, Lavabit uses various encryption methods, including secured sacket

layers (“SSL”), to protect its users’ privacy. Lavabit maintains an encryption
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key, which may be used by authorized users deerypt data and communications
from its server (“Master Key”). The Government has commanded Lavabit, by a
subpoena! and a search and seizure warrant, to produce the encryption keys
and SSL keys used by lavabit.com in order to access and decrypt
communications and data stored in one specific email address

_[“Lavabit Subpoena and Warrant”).

ARGUMENT

If the Government gains access 10 Lavabit’s Master Key, it will have

unlimited access to not only—{"Ema.il Account’), but

all of the communications and data stored in each of Lavabit’s 400,000 ermnail

accounts. None of these other users' email accounts are at jssue in this

matter. However, production of the Master Key will compromise the security of
these users. While Lavabit is willing to cooperate with the Government
regarding the Email Account, Lavabit has a duly to maintain the security for
the rest of its customers’ accounts. The Lavabit Subpocna and Warrant arc
not narrowly tailored to seek only data and communications relating to the
Rmail Account in question. As a result, the Lavabit Subpoena and Warrant are
unreasonable under the Fourth Amendment.

a. The Lavabit Subpoena and Warrant Essentially Amounts to a
General Warrant,

| The grand jury subposna not only commanded Mr. Levinson to appear before this Court on
July 16, 2013, but also to bring Lavabit’s encryption keys, Mr. Levinson’s subpocna to appear
before the grand jury was withdruwn, but the government continues to seck the encryption
keys. Lavabit is only secking to quash the Court’s command that Mr. Levinson provide the
encryption keys,

o]
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Though the Lavabit Subpoena and Warrant superficially appears to be
narrowly tailored, in reality, it operates as & general warrant by giving the
Government access Lo every Lavabil user’s communications and data,
1L is not what the Lavabit Subpocna and Warrant defines as the boundaries for
the search, but the method of providing access for the search which amounts to
a general warrant.

It is exiomnatic that the Fourth Amendment prohibits general warrants,

. Andresen v. Maryland, 427 U.S; 463, 480 (1976). Indeed “it is familiar history
that indiscriminate searches and seizures conducted under the authority of
‘gencral warrants’ were the immediate cvils that motivated the framing and
adoption of the Ffourth Amendment.” Payton v. New York, 445 U.S, 573, 583
(1980) (footnote omitted). To avoid general warrants, the Fourth Amendment
requires that “the place 1o be searched” and “the persons or things to be seized”

he described with particularity. United States v, Moore, 775 F. Supp. 2d 882,

898 (E.D. Va. 2011) (quoting United States v. Grubbs, 547 U.S. 90, 97 (2006)).

The Fourth Amendment’s particularity requirement is meant (o “prevent(]

the seizure of one thing under 2 warrant describing another.” Andresen, 427

U.S. at 480. This is precisely the concern with the Lavabit Subpoena and

Warrant and, in this circumstance, the particularity requirement will not

protect Lavabit. By furning over the Master Key, the Government will have the

ability to search cach and every “place,” “person [and] thing” on Lavabit's

networlk.
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The Lavabit Subpoena and Warrant allows the Government-to do a
“general, exploratory rummaging” through any Lavabit user account. See id.
(quoting Coolidge v. New Hampshire, 403 U.8. 443, 467 (1971)) (describing the
issue with general warrants “is not that of intrusion per s¢, but of a general,
exploratory rummaging in a person’s belongings”). Though the Lavabit

- Subpeena and Warrant is facially limited to the Email Address, the
Government would be able_: to scize communications, data and information from
any account once it is given the Master Key.

There is nothing other than the “discretion of the officer executing the
warrant® to prevent an invasion of other Lavabit user’s accounts and private
emails. See id. at 492 (quoting Stanford v, Texas, 379 U.S. 476, 485 (1965))
(explaining that the purpose of the particularity requirement of the Fourth
Amendment is to ensure, with regards to what js taken that, “nothing is left to
the discretion of the officer executing the warrant.”) (internal citation omitted).
Lavabit has no assurance thal any scarches conducted utilizing the Master Key
will be limited solely to the Email Account, See Groh v. Ramirez, 540 U.S. 5951,
561-62 (2004) (citing Camara v. Municipal Court of City and County of San
Francisco, 387 U.S. 523, 532 (1967)) (noting that a particular warrant is to
provide individuals with assurance “of the lawful authority of the executing
officer, his neced to search, and the limits of his power to search) (emphasis
added). Lavabit has a duty to its customers to protect their accounts from the
possibility of unlawful intrusions by third parties, including government

entities.

3
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As the Lavabit Subpocna and Warrant aﬂ: currcntly framed they arc
invalid as they operate as a general warrant, allowing the Government to
search individual users not subjection to this suit, without limit.

Iy, The Lavabit Subpoena and Warrant Seeks Information that Is

Not Material to the Investigation.

Because of the breadth of Warrant and Subpoena, the Goﬁcmmcnt will be
given access to data and communications that are wholly unrelated to the suit.
The Government, by commanding Lavabit's cncryption keys, is acquiring
access to 400,000 user’s private accounts in order to gain information about
one individual. 18 U.S.C: § 2703(d) states that a court order may be issucd for
information “relevant and material to an ongoing criminal investigation.”
However, the Government will be given unlimited access, through the Master
Key, to several hundred thousand user’s information, all ol who are not
«material” to the investigation. Jd.

Additionally, the Government has no probable causc to gain access to the
other users accounts. “The Fourth Amendment...requires that a warrant be no
broader than the probable cause on which it is based.” Moore, 775 F. Supp. 2d
at 897 (quoting United States v. Hurwitz, 459 F.3d 463, 473 (4th Cir. 2008)).
Probable cause here is based on the activities of the individual linked to the
Email Address, Other Lavabit users would be severely impacted by the
Government’s aceess to the Master Key and have not been accused of
wrongdoing or criminal activity in relation to this suit. Their privacy interests

should not suffer because of the alleged misdeeds of another Lavabit user.

U'I
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c. Complianco with Lavablt Subpoena and Warrant Would Cause
an Undue Burden,

As a non-party and unwilling participant to this suit, Lavabit has already
incurred legal fees and other costs in order to comply with the Court's orders.
Further compliance, by turning over the Master Key and granting the '
(Government access to its entire network, would be unduly burdensome. See
18 U.S.C. § 2703(d) (stating that “the service provider may [move to] quash or
madify |an] order, il the information or records requested are unusually
voluminous in nature or compliance with such order otherwise would cause an
undue burden on such provider.”) (emphasis added).

The recent case of In re Application of the U.S. for an Order Pursuant to 18
U.S.C. 2703(d) (*Twitter”) addresses similar issues. 830 F. Supp. 2d 114 (E.D.
Va. 2011). In that case, the Petitioners failed to allege “a personal injury
cognizable by the Fourth Amendment.” Id. at 138. However, Lava hit’s
circumstances arc distinguishable. The Government, in pursuit of information
date and communications related te the Email Address, has caused and will
continue to cause injury to Lavabit. Not only has Lavabit expended a great
deal of time and money in attempting to cooperate with the Government thus
far, but, Lavabit will pay the ultimate price—the loss ol its customers’ trust and
business—should the Court require that the Master Key be turncd over.
Lavabit's business, which is founded on the preservation of electronic privacy,

could be destroyed il it is required to produce its Master Key.

{1
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* Lavabit is also a fundamentally different entity than Twitter, the business
at issue in Twitter. The Twitter Terms of Service specifically allowed user
information to be disseminated, Id. at 139, Indeed, the very purpose of Twitter
i for users to publically post their musings and belicfs on the Internet. In
contrast, Lavabit is dedicated to keeping its user’s information private and
securc. Additionally, the order in Twitter did not seek “content information”
from Twitter users, as is being sought here, Id. The Government’s request for
Lavabit’s Master Key gives it access to data and communications from 400,000
cnﬁail secure accounts, which is much more sensitive information that at issue
in the Twitter.

The Government is attempting, in complete disregard of the Fourth
Amendment, to penetrate a system that was founded for the sole purpose of

: iﬁrivacy. See Katz v, United States, 389 U.S. 347, 360 (1967) (stating that “the

touchstone of Fourth Amendment analysis is whether a person has a
constitutionally protected reasonable expectation of privacy”) (internal citations
omitted). For Lavabit to grant the Government unlimited access to every one of
its user's accounts would be to disavow its duty to its users and the principals
upon which it was founded. Lavabit's service will be rendercd devoid of
cconomic value if the Government is granted access to its secure network. The
Giovernment does not have any proper basis to request that Lavabit blindly
produce its Master Key and subject all of its users tp invasion of privacy.

Moreover, the Master Key itself is an encryption developed and owned by

Lavabit. As such it is valuable proprictary information and Lavabit has a

7
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reasonable expectation in protecting it. Because Lavabit has a reasonable
cxpectation of privacy fc;r its Master Key, the Lavabit Subpoena and Warrant
violate the Fourth Amendment. See Twitter; 830 F. Supp. 2d at 141 (citing
United States v. Calandra, 414 U.8. 338, 346 (1974)) (noting “The grand jury
is...without power to invade a legitimate privacy interest protected by the
Fourth Amendment” and that “a grand jury's subpoena... will be disallowed if it
is far too sweeping in its terms O be...reasonable under the Fourth
Amendment.”).
CONCLUSION

For the foregoing reasons, Lavabit and Mr. Levinson respectfully move
this Court to quash the scarch and seizure warrant and grand jury subpocna.
Further, Lavabit and Mr. Levinson request that this Court direct that Lavabit
does not have to produce its Master Key. Alternatively, Lavabit and Mr.
Levinson request that they be given an opportunity to revoke the current
encryption key and reissuc a new encryption key at the Government’s expensc.
Lastly, Lavabit and Mr. Levinson request that, if they is required to produce the
Master Key, that they be reimbursed for its costs which were directly incurred
in producing thc Master Key, pursuant to 18 U.S.C. § 2706.

LAVABIT LLC
By Counsel

Jesse r& Binndll, VSB#79292
Bronljcy & Bi mall/PLL

7038? Main St: cct Suite 201 '
1';\1ru..x Virginia 22030
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(703) 229-0335 Telephone -
(703) 537-0780- Facsimile
jbinnali@bblawonline.com
Counsel for Lavabit LLC
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Certificate of Service

- (2
- [ certify that on thisé_i day of July, 2013, this Mation to Quash
Subpoena and Search Warrant and Memorandum of Law in Support was hand

delivered to the person at the addresses listed below:

United States Attorney's Office
Eastern District of Virginia
2100 Jamicson Avenuc
Alexandria, VA 22314

10
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

CLERK, US DreanT—
ek, w o T
HEG, v

VRGN /

|

IN THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITIED
STATES AUTHORIZING THE USE
OF A PEN REQISTER/TRAP No. 1:13EC297
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:138W522

[HAT 15
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No, 13-1

MOTION FOR UNSEALING OF SEALED COURT RECORDS AND REMOVAL
OF NON-DISCLOSURE ORDER AND MEMORANDUM OF LAW IN SUPPORT
OF MOTION

Javabit, LLC (“Lavabit”) and Mr. Ladar Levinson (“Mr, Levinson”)
(collectively “Movants”) move this Court 1o unseal the court records concerning
the United States government’s attempt to obtain certain encryption keys and
lift the non-disclosure order issued to Mr. lLevinson. Specifically, Movants

request the unsealing of all orders and documents filed in this matter before

the Court’s issuance of the July 16, 2013 Seuling Order (*Sealing Order”); (2)
all orders and documents filed in this marter after the jssuance of the Sealing

Order; (3) all grand jury subpoenas and search and seizure warrants issued

before or after issuance of the Sealing Order; and (4) all documents filed in

]
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conneclion with such orders or requests for such orders (collectively, the
“sealed documents”). The Sealing Order is attached as Exhibit A. Movants
request that all of the sealed documents be unsealed and made public as
quickly as possible, with only those redactions necessary to secure information
that the Court deems, after review, to be properly withheld.

BACKGROUND

Lavebit was formed in 2004 as a secure and encrypted email service
provider. To ensure security, Lavabit employs multiple encryption schemes
using complex access keys. Today, it provides email service to roughly 400,000
users worldwide. Lavabit’s corporate philosophy is user anonymity and
privacy. Lavabit employs sccure socket layers (“SSL?) to ensure the privacy of
Lavabit’s subscribers through encryption. Lavabit possecsses a master
encryption key to facilitate the private communications of its users.

On July 16, 2013, this Court entered an Order pursuant to 18 U.8.C.
2705(b), directing Movants (0 disclose all information necessary to decrypt
communications sent to or from and data stored or otherwise associated with
the Lavabit e-mail account_, including SSL keys (the
«| qvabit Order”). The Lavabit Order is attached as Exhibit B. The Lavabit
Order precludes the Movants from notifying any person of the search and

seizure warrant, or the Court's Order in issuance thereof, except that Lavabit
was permitted to disclose the search warrant to an attorney for legal advice.

ARGUMENT

2
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In criminal trials there is a common law presumption of access to judicial
records; like the sealed documents in the present case. Despite the
government’s legitimate interests, it cannot meet its burden and overcome this
presumption because it has not explored reasonable alternatives,
Furthermore, the government’s notice preclusion order constitutes a content-
based restriction on {ree speech by prohibiting public discussion of an entire
topic based on its subject matter.

{. THE FIRST AMENDMENT AND NON-DISCLOSURE ORDERS

The Stored Communications Act (“SCA”) authorizes notice preclusion to
any person of a § 2705(b) order’s existence, but only if the Court has reason (o
helieve that notification will result in (1) endangering the lifc or physical safety
of an individual; (2) flight from prosecution; (3) destruction or tampering with
evidence; (4) intimidating of potential witnesses; or (5) otherwise seriously
jeopardizing an investigation or unduly delaying a trial. § 2705(b)(1)-(5).
Despite this statutory authority, the § 2705(b) gag order infringes upon
freedom of speech under the First Amendment, and should be subjected to
constitutional case law.

The most searching form of review, “strict scrutiny”, is implicated when
there is a content-based restriction on [ree speech. R.A.V. v. City of St. Paul,
Minn., 505 U.8. 377, 403 (1992). Such a restriction must be necessary (0 serve
a compelling state interest and narrowly drawn to achieve thatend. Id. The
Lavabit Order’s non-disclosure provision is a content-based restriction thit is

nol narrowly tailored to achieve a compelling state interest.
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a, The Lavahit Order Regulates Mr, Levinson's Free Speech

The notice preclusion order at issue here limits Mr. Levinson's speech in
that he is not allowed to disclose the existence of the § 2705(b) order, or the
underlying investigation to any other person including any other Lavabit
subscriber. This naked prohibition against disclosure can fairly be
characterized as a regulation of pure speech. Bartnicli v. Vopper, 532 U.S.
514, 526 (2001). A regulation that limits the time, place, or manner of speech
is permissible if it serves a significant governmental interest and provides
ample alternative channels for communication. See Cox v. New Hampshire,
312 U.S, 569, 578 (1941) (explaining that requiring a permit for parades was
aimed at policing the streets rather than restraining peaceful picketing).
However, a valid time, ple.cc; and manner restriction cannot be based on the
content or subject matter of the speech. Consol, Edison Co. of New York v. Pub.
Serv. Comm’n of New E-r'ork, 447 U.8. 530, 536 (1980).

The gag order in the present casc is content-based because it precludes
speech on an entire topic, namely the search and seizure warrant and the
underlying criminal investigation, See id, at 537 (“The First Amendment's
hostility to content-based regulation extends...to prohibition of public
discussion of an entire topic’). While the nondisclosure provision may be
viewpoint neutral on its face, it nevertheless functions as a content-bascd
restriction because it closes off an “entire topic” from public discourse.

It is true that the government has a compelling interest in maintaining

the integrity of its criminal investigation _ However, Mr.
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. Levinson has been unjustly restrained from contacting Lavabit subscribers who
could be subjected to government surveillance if Mr. Levinson were forced to
comply the Lavabit Order. Lavabit's value is embodied in its complex
encryption keys, which provide its subscribers with privacy and security. M.

_ Levinson has been uawilling to turn over these valuable keys because they
grant access to his entire network. In order to protect Lavabit, which caters to
thousands of international clients, Mr: Levinson needs some ability to voice his
concerns, garner support for his cause, and take precautionary steps o ¢nsure
that Lavabit remains a truly secure network,

bh. The Lavabit Order Constitutes A Prior Restraint On Speech

Besides restricting content, the § 2705(b) non-disclosure order forces a
prior restraint on specch. It is well settled that an ordinance, which makes the
enjoyment of Constitutional guarantees contingent upon the uncontrolled will
of an official, is a prior restraint of those freedoms. Shuttlesworth v.
Birmingham, 394 U.S. 147, 150-151 (1969); Staub v. City of Baxley, 355 U.S.
313, 322/ (1958). By definition, a prior restraint is an immediate and
irreversible sanction because it “freezes” speech., Nebraska Press Assmv.
Stuart, 427 U.S. 539, 559 (1976). In the present casc, the Lavabit Order,
cnjoins Mr. Levinson from discussing these proceedings with any other person.
The effect is an immediate {reeze on speech.

The Suprenic Court of the United States has interpreted the First
Amendment as providing greater protection from prior restraints. Alexander v.

United States, 509 U.S. 544 (1993). Prior restraints carry a heavy burden for

(&1}
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justification, with a presumption against constitutional validity. Capital Cities
Media, Inc. v. Toole, 463 U:S. 1303, 1305 (1983); Carroll v. Princess Anne, 393
U.8. 175, 181 (1968); Bantam Books, Inc. v. Sullivan, 372 U.S. 58, 70 (1963).
Here, the government and the Court believe that notification of the search
warrant’s existence will seriously jeopardize the investigation, by giving targets
an opportunity to flec or continue flight from prosecution, will destroy or
tamper with evidence, change pattcrns of behavior, or notify conlederates. See
Lavabit Order. However, the government’s interest in the integrity of its
investigation does not automatically supcrsede First Amendment rights. See
Landmark Communications, Inc. v. Virginia, 435 U.S. 829, 841 (1978) (holding
the confidentiality of judicial review insuificient to justify encroachment on the

freedom of speech).

In the present case, the government has a legitimate interest in tracking
the account— However, if Lavabit were forced to
surrender i{s master cnc.ryption key, the government would have access not
only to this account, but also every Lavabit account. Without the ability to
disclose government uccess to users’ encrypted data, public debate about the
scope and justification for this secret investigatory tool will be stilled.
Morcover, innocent Lavabit subscribers will not know that Lavabit’s security
devices have been compromised. Therefore the § 2705(b) non-disclosure order
should be lifted to provide Mr. Levinson the ability to ensure the value and

integrity of Lavabit for his other subscribers.
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I, THE LAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE

SEALED DOCUMENTS

Despite any statutory authority, the Lavabit Order and all related
documents were filed under seal. The sealing of judicial records imposes a
limit.on the public’s right of access, which derives from two sources, the First
Amendment and the common law. Va. Dep't of State Police v. Wash. Post, 386
F.3d 567, 575 (4th Cir. 2004); See Richmond Newspapers, Inc. v. Virginia, 448
U.S. 555, 580 (press and public have & IMirst Amendment right of attend a
criminal trial); Press-Enterprise ‘Co. v. Superior Court, 478 U.S5. 1, 2 (1986) (right
of access to preliminary hearing and transcript).

a. The Common Law Right Of Access Attaches To The Lavabit Order

For a right of access to a document to exist unde;r either the Pirst
Amendment or the common law, the docurmnent must be & “judicial record.”
Baltimore Sun Co. v. Goetz, 886 F.2d 60, 63-64 (4th Cir. 1989). Although the
Fourth Circuit Court of Appeals has never formally defined “judicial record”, it
held that § 2703(d) orders and subsequent orders issued by the court are
judicial records becausc they are judicially created. In re U.S, for.an Order
Pursuant to 18 U.S.C. Section 2703(d), 707 F.3d 283, 290 (4th Cir. 2013)
(“Twitter"). The § 2705(b) order in the present case was issued pursuant to §
2703(d) and can properly be defined as a judicial record. Although the Fourth
Circuit has held there is no First Amendment right to access § 2703(d) orders,

it held that the common law presumption of access aitaches to such

documents. Twitter, 707 F.3d at 291.
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“The underlying investigation in Twitter, involved a § 2703(d) order, which
directed Twitter to provide personal information, account information, records,
financial data, dircct messages to and from email addresses, and Internet
Protocol addresses for eight of its subscﬁbcré. Inre:§ 2703(d) Order, 787 F.

© Supp. 2d 430, 435 (E.D. Va. 2011). Citing the importance of investigatory
secrecy and integrity, the court in that case denied the petitioners Motion to
Unseal, finding no First Amcendment or common Iafv right to access. Id. at 443,

Unlike Twitter, whose users publish comments on a public forum,
subscribers use Lavabit for its encrypted features, which ensure security and
privacy. In Twitter there was no threat that any user would be subject to
surveillance other than the cight users of interest Lo the government. However,
a primary concern in this case is that the Lavabit Order provides the
government with access 10 every Lavabit account.

Although the secrecy of SCA investigations is a compelling government
intercst, the hundreds of thousands of Lavabit subs‘_:ribers that would be
compromised by the Lavabit Order are not the subjects of any justified
government investigation, Therefore access to these private accounts should
not be treated as a simple corollary to an order requesting information on onc
criminal subject. The public should have access to these orders because their
effect constitutes a seriously concerning expansion of grand jury subpoena
power.

To overcome the common law prcsumption of access, a court must find

that there is a “significant countervailing interest” in support of scaling that
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‘outweighs the public's interest in openness. Twitter, 707 F.3d at 293. Under
the common law, the decision to seal or grant access to warrant papers is
within the discretion of the judicial officer who issued the warrant, Media
General Operations, Inc. v. Buchanan, 417 ¥.3d 424, 429 (4th Cir. 20085). ifa
judicial officer determines that full public access is not appropriate, she must
consider alternatives to sealing, which may include granting some public
access or releasing a redacted version of the documents, Id.

In Twitter the court explained that because the magistrate judge
individually considered the documents, and redacted and unsealed certain
documents, he satisfied the procedural requirements for sealing. Twitter, 707
F.3d at 294. However, in the present case, there is no evidence that
alternatives were considered, that documents werce redacted, or that any
documents were unsealed. Once the presumption or access attaches, a court
cannot seal documents or records indefinitely unless the government
demonstrates that some significant interest heavily outweighs the public
interest in openness. Wash. Post, 386 F.3d at 575. Despite the government’s
concerns, there arc reasonable alternatives to an absolute seal that must be
explored in order to ensure the integrity of this investigation.

b. There Is No Statutory Authority To Scal The § 2705(d)
Documents

There are no provisions in the SCA that mention the sealing of orders or
other documents. In contrast, the Pen/Trap Statute authorizes electronic

surveillance and directs that pen/trap orders be scaled “until otherwise
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ordercci by the court”. 18 U.S.C, 8§ 3121-27. Similarly, the Wiretap Act,
. another surveillance statute, expressly directs that applications and orders
granted undm.‘ its provisions be sealed, 18 U.S.C. § 2518(8)(b). The SCA’s
failure to provide for sealing is not a congressional oversight. Rather, Congress
has specifically provided for sealing provisions when it desired, Where
Congress includes particular language in onc section of a statute but omits it
in another, it is generally assumed that Congress acts intentionally. Keene
(:‘orp. v. United States, 508 U.S. 200, 208 (1993). Therelore, there is no
gtatutory basis for sealing an application or order under the SCA that would

overcome the common law right to access.

o. Privacy Concerns Demand A Common Law Public Right Of Access
To The Sealed Documents '

The \and

the ensuing mass surveillance scandal have sparked an intense national and
international debate about government surveillance, privacy rights and other
traditional freedoms, Itis concerning that suppressing Mr. Levinson’s speech
and pushing its subpocna power to the limits, the government’s actions may be
viewed as accomplishing another unfounded secret infringement on personal
privacy. A major concern is that this could cause people worldwide to abandon
Amecrican service providers in favor of foreign businesses because the United

States cannot be trusted to regard privacy.! It is in the best interests of the

Movant’s and the government that the documents in this matter not be

} Sea Dun Roberts, NSA Snogping: Obama Under Pressure as Senator Denounces ‘Act of
Treasor’, The Guardian, June 10, 2013, hitp:  Jwwse.gnardian.co,ule/world /2013 /jun
/ leobnma-prcssured-cxp!nin-naa-mmi}lancc.

10
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shrouded in secrecy and used to further unjustified surveillance activities and
to suppress public debate.
CONCLUSION
For the foregoing reasons, Lavabit respectiully moves this Court (o
unseal the court records concerning the United States government’s attempt to
obtain certain encryption keys and lift the non-disclosure order issued on Mr.
. Levinson. Alternatively, Lavabit requcsts that all of the scaled documents be

redacted to secure only the information that the Court decms, after review, to

be properly withheld.

LAVABIT LLC
By Counsel

Jessl/ R. Binnhll] VSB# 79292
Brdrley & Binne LLC
104387 Main Street, Suite 201
Fedrfax, Virginia 22030

(703) 229-0335 Telephone
(703) 537-0780~ Facsimile
jbinnall@bblawonlinc.com
Counsel for Lavabit LLC

11
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Certificate of Service

gy«

| certify that on this day of July, 2013, this Motion For Unsealing of
Sealed Court Records And Removal Of Non-Disclosure Order And
Memorandum Of Law In Support was hand delivered to the person at the

addresses listed below:

nited States Attormey's
Eastern District of Virginia
2100 Jamicson Avenue
Alexandria, VA 22314

<t

17

A
%essc '5. B‘r(nali

12
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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA ..~ - .,

ALEXANDRIA DIVISION . ..

IN THE MATTER OF THE NO. 1:13 EC 297
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL

ACCOUNT

IN THE MATTER OF THE SEARCH | NO. 1:13 SW 522
AND SEIZURE OF INFORMATION i
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LLAVABIT LLC

IN RE GRAND JURY SUBPOENA NO. 13-1

UNDER SEAL

RESPONSE OF THE UNITED STATES IN OPPOSITION
TO LAYVABIT’S MOTION TO QUASH SUBPOENA AND
MOTION TO FOR UNSEALING OF SEALED COURT RECORDS

INTRODUCTION
This Court has ordered Lavabit, LLC to provide the government with the
lechnical assistance necessary to implement and use a pen register and trap and trace
device ("pen-trap device”). A full month after that order, and afier an order to compel
compliance, a grand jury subpoena, and a search warrant for that technical assistance,
Lavabit has still not complied. Repeated efforts to seck that technical assistance from
Lavabit’s owner have failed. While the government continues o work toward a mutually

acceptable solution, at present there does not appear 10 be 2 way 1o implement this
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Court's order, as well as to comply with the subpocna and scarch warrant, without
requiring Lavabit to disclose an encryption key 10 the government. This Court's orders,
search warrant, and the grand jury subpoena all compel that result, and they are all
lawful. Accordingly, Lavabit’s motion to quash the search warrant ancl subpoena should
be denied.

Lavabit and its owner have also moved to unseal all records in this matter and lift
the order issued by the Court prcveming them from disclosing a search warrant issued in
this case. Because public discussion of these records would alert the target and
jeopardize an active criminal investigation, the government’s compelling interest in
maintaining the secrecy and integrity of that investigation outweighs any public right of
aceess 1o, or interest in publicly discussing, those records, and this motion should also be
denied.

TECHNICAL BACKGROUND
Pen registers and (rap and trace devices

To investigate Internet communications, Congress has permitted law enforcement
to employ two surveillance techniques—the pen register and the trap and trace device—
that permit law enforcement to learn information about an individual’s communications.
See 18 U.S.C. §§ 312127 (“Pen-Trap Act”). These techniques, collectively known as a
“pen-trap,” permit law enforcement (0 lcarn facts about e-mails and other
communications as they are sent—ybut not 10 obtain their content. See, e.g., United States
v Forrester. 512 1.3d 500, 509-13 (9th Cir. 2008) (upholding government's use of a pen-

trap that “enabled the government (o leam the to/from addresses of Alba's ¢-mail

£*]
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messages, the [P addresses of the websites that Alba visited and the total volume of
information sent to or from his account™).

The Pen-Trap Act “unambiguously authorize[s] the use of pen registers and trap
and trace devices on e-mail accounts.” In Matter of Application of U.S. For an Order
Authorizing the Installation & Use of a Pen Register & a Trap & Trace Device on £-Muil
Account, 416 F. Supp. 2d 13, 14 (D.D.C. 2006) (Hogan, J.) ("Hogan Order'™). It
authorizes both the installation of a “device,” meaning, a separate computer attached to
the provider’s network, and also a “process,” meaning, a software program run on the
provider, /d. at 16; 18 U.S.C. § 3127,

Secure Socker Layer (SSL) or Transport Layer Securiry (TLS) Encrypiion

Enerypting communications sent across the Internet is a way to ensure that only
the sender and receiver of a communication can read it. Among the most commaon
methods of encrypting Web and ¢-mail traffic is Sccure Socket Layer (SSL), which is
also called Transport Layer Security (TLS) encryption. “The Secure Socket Layer
(*SSL') is one method for providing some security for Internet communications. SSL
provides security by establishing a secure channel for communications between a web
browser and the web server; that is, SSL ensures that the messages passed between the
client web browser and the web server are encrypted.” Disney Enterprises, Inc. v. Rea,
No. 1:12-CV-687, 2013 WL 1619686 *9 (E.D. Va, Apr. 11, 2013); see also Stambler v
RSA Sec., Inc., 2003 WL 22749855 *2-3 (D. Del. 2003) (describing SSL’s technical
operation).

As with most forms of encryption, SSL relies on the use of large numbers known

us “keys.” Keys are parameters used 1o encrypt or deerypt data. Specifically, SSL
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eneryption employs public-key cryptography, in which both the sender and receiver cach
have two mathematically linked keys: a “public” key and a “private” key. “Public” keys
are published, but “private” keys are not. Sending an encrypted message (o someone
requires knowing his or her public key; decrypting that message requires knowing his or
her private key.

When Internet traffic is encrypted with SSL, capturing non-content information
on c-mail communication from a pen-trap device is possible only after the wraffic is
decrypted. Because Internet communications closely intermingle content with non-
conlent, pen-trap devices by necessity scan network traffic but exclude from any report to
law enforcement officers all information relating o the subject line and body of the
communication. See 18 U.S.C. § 3127; Hogan Order, 416 F. Supp. 2d at 17-18. A pen-
trap device, by definition, cannol expose (o law enforcement officers the content of any
communication. See id.

FACTS

The information at issue before the court is relevant to an ongoing criminal

investigation 0 “or violations of numerous federal stamtes-
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A. Section 2703(d) Order
The criminal investigation has revealed lhat-has utilized and continues

to utilize an e-mail accoum,_ obtained through Lavabit, an

electronic communications service provider.

On June 10, 2013, the

United States obtained an order pursuant 10 18 U.S.C. § 2703(d) dirccting Lavabit to
)

provide, within ten days, additional records and information about-c-mail
account. Lavabit's owner and operator, Mr. Ladar Levison, provided very little of the
information sought by the June 10, 2013 order.

B. Pen-Trup Order

On.June 28, 2013, the Honorable Theresa C. Buchanan entered an Order pursuant
t0 18 U.S.C. § 3123 authorizing the installation and use of pen-trap device on ail

clectronic communications being sent from or sent to the electronic mail account

_(“Pcn-Tmp Order"). The Pen-Trap Order authorized the

government to capture all (i) “non-content” dialing, routing, nddressing, and signaling

information sent 10 or me_and (i) to record the date and

time of the initiation and receipt of such transmissions, to record the duration of the
transmissions, and to record user log-in data on lhc_ull fora
period of sixty days. Judge Buchanan further ordered Lavabit to furnish agents of the
Federal Bureau of Investigation (“FBI™), “forthwith, all information, fucilities, and

technical assistance necessary to accomplish the installation and use of the pen-trap
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device.” Pen-Trap Orderat 2. The government was also ordered to “take reasonable
steps to ensure that the monitoring equipment is not used to capture any” content-related
information. /d. Pursuant to 18 U.S.C. § 3123(d), Judge Buchanan ordered that the Pen-
Trap Order and accompanying application be sealed. Jd. |

Later on June 28, 2013, two FBI Special Agents served a copy of the Pen-Trap
Order on Mr. Levison. Mr. Levison informed the FBI Special Agents thal emails were
encrypted as they were ransmitted 1o and from the Lavabit server as well as when they
were stored on the Lavabit ser