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The Commission is aware of the attack against DigiNotar and concerned about its impact on trust of all users in addition to communications between administrations. The Commission intends to propose a revision of the e-signature Directive 1999/93/EC in the course of 2012 and in this context, will consider possible amendments to the current rules to boost user trust.

A consideration will be the divergences in the EU of the supervision of qualified signature certificate issuers. Indeed, supervision should be appropriate to ensure user's trust. In accordance, art. 3.3 of the e-signature Directive states that Member States have "to ensure the establishment of an appropriate system that allows for supervision of certification service providers […]". The European Telecommunications Standards Institute is working on a standard on common minimal supervision requirements. The Commission will examine whether reference to it in the revised Directive could increase supervision efficiency.

Another consideration is how to efficiently inform relying parties, for instance via obligations to notify breaches or on means to make information on certificate revocation easily accessible. Indeed, the DigiNotar case shows that status information was not timely available.

It does not seem that the DigiNotar case is due to a weakness of the public key infrastructure (PKI). Regarding the question on alternatives to PKI, the Commission has consulted experts during a workshop in March 2011
: no consensus emerged on other technologies ready and offering an equivalent security.

In a wider perspective of trust and security - a pillar of the Digital Agenda for Europe - this attack is an evidence of the urgency to step up efforts to avert and minimise the risk of a major attack or technical failure of EU information and communication infrastructures. Therefore, the Commission is working on a comprehensive European Internet Security Strategy. The vision is to build on achievements made so far, assess gaps and propose a framework for EU-wide and international cooperation to avoid or mitigate the impacts of similar problems.
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