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Flame re-cap – MS certificate ‘God-mode’ attack 
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• Extremely sophisticated MD5 hash collision attack 

• True crypto “masters” 

 

 

 

 



A Flame module inside Stuxnet.a 
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• Security industry focused analysis on Stuxnet.b/c (from 2010) 

• Resource 207 can only be found in Stuxnet.a (from 2009) 

 

 

 

 

 

In October 2010, Kaspersky’s Autowoodpecker system classified a 

Flame module as “Stuxnet.s”. We manually renamed it to “Tocy”. 

Encrypted 



Extreme similarities in the code 
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• Source code, rather than compiled binary was shared 

• DecryptString – Resource 207, mssecmgr.ocx, browse32.ocx 

 

 

 

 

Stuxnet.a Flame Flame plugin 



Stuxnet.a 
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A new old zero-day? 
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• Previously unrecognized EoP exploit in Resource 207 

• Looks like “MS09-025” – we’ve asked MS for confirmation 

• Same programmer who did MS10-073 exploit (Stuxnet.b) 

 

 

 

 

 

Flame / Stuxnet.a Stuxnet.b/c 



Summary & Conclusions 
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• The Flame platform predates Stuxnet (it was “mature” technology in 2009) 

 

• A full Flame module exists in Stuxnet.a as part of “Resource 207” 

 

• Previously undiscovered, patched EoP zero-day inside “Resource 207” 

 

• “Resource 207” was removed from Stuxnet in 2010 

 

• Stuxnet and Flame development separated after 2009, except for the exploits 

 



Thank You 


