Tweakers Developers Summlt.

Getting started |
with OAuth2.0 and OpenlID Connect T’l
in a web API strategy

Achmea IT | Robert Jan & Michel

Utrecht, 15-02-2018



Who we are

Michel Wolvekamp Robert Jan van Holland
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Agenda

Brief introduction to OAuth2.0 and OIDC

High level architecture

e Building blocks
e AuthO

Regular web application + DEMO
Single Page web application + DEMO
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Oauth2.0

Roles: Client, Resource Server, Resource Owner, Authorization Server
Grants:

- Authorization Code

- Implicit

- Resource Owner Password Credentials
- Client Credentials

OIDC

Roles: Relying Party (Client), OpenID Provider (Authorization Server)
Flows:

- Authorization code flow

- Implicit flow

- Hybrid flow

JWT (JSON Web Token)

ID Token, Access Token, Refresh Token

JWT contains a header, payload
and signature.

Digitally signed.
Sent as bearer token.

Access token has an audience (API
it is intended for).

(I" OpeniD" =
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High level architecture

Regular Web Site (Relying Party) Auth0 (OpenlD Provider) API (Resource Server)

http://localhost:5000 : https://rjvh.eu.authO.com validates U S AEELESS
webapi.azurewebsites.net/api/

Single Page Application

o (Relying Party) S

(Resource Owner)

API Gateway (Proxy)

OEEW Nl https://rjvh.azure-api.net/tweakers
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| Building blocks

APl Gateway — Azure APlI Management

technologies (p roxy)
ASP.NET Core 2.0

IS ASP.NET

(Resource — ASP.NET Core 2.0
Server)

AuthO
(Authorization AuthO
Server)
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! LOG IN WITH GITHUB

MNati
.

LOG IN WITH MICROSOFT ACCO...

Mobile or Desktop,
apps that run natively

ar

In a device.
E  yours@example.com
& your password EQ: |GS SDK
Don't remember your password?
LOG IN >
( PKCE)

o

Single Page Web
Applications

A JavaScnpt front-end
app that uses an APL

eg: AngularJS +
NodelS

Implicit

Regular Web
Applications

Tradtional web app
{wrth refresh).

eg: Java ASP.NET

Authorization code

S

MNon Interactive

Clients

CLI, Daemons or
Services running on

your backend.

eq: Shell Scnpt

Client Credentials
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Regular web application

OpenlD
Provider

Relying Party

Browser

PwneE

Web app initiates flow & redirects to AuthO for authentication

AuthO authenticates user; shows consent window RESOU rce
AuthO redirects user to web app with authorization code
Web app sends authorization code and asks for access token (and id Se rver

token and refresh token). Web app authenticates using clientid &
secret)

AuthO authenticates web app, validates Authorization Code and
responds with token(s)

Web app uses access token to call APl on behalf of user

Relying Party (live build
API (hosted on Azure)

APl GW (hosted on Azu
OpenlD Provider (SaaS)

)

re)
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SPA

OpenlID SPA/Mobile
Provider app

Browser

N

App initiates flow & redirects to AuthO for authentication
AuthO authenticates user; shows consent window Resou rce
AuthO redirects user to app with access token (and id token) in the
URI

App uses access token to call APl on behalf of user

Server

Relying Party (live build
API (hosted on Azure)

APl GW (hosted on Azu
OpenlD Provider (SaaS)

)

re)
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